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1. Overall Description:

SA3 would like to thank SA3LI for their LS on media security lawful interception requirements.  SA3 notes that a) SA3-LI does not foresee any showstoppers from a LI perspective for the development of the IMS media plane security solutions, b) more guidance will be received at SA3#57.

SA3-LI considers that providing that the IMS Media Security solutions are able to provide all necessary keys to perform decryption of encrypted media then there is no specific requirement to decrypt the media streams within the Media Security Architecture.  SA3 confirms that the three solutions to be specified in TS 33.328 are SDES e2m, SDES e2e and KMS based e2e. SA3 is convinced that all three solutions proposed in the TS fulfil this requirement given that the SIP signalling is intercepted and that the relevant media plane security set-up parameters are provided to the LEA. In the case of KMS, additionally the key management server needs to provide keys to the LEA. 

SA3-LI discusses requirements for support of LI for deferred delivery services. SA3 has decided not to include any functionality for deferred delivery in the first release of IMS media plane security.

The SA3 view on LI for on-going sessions which started before interception was activated is explained in detail in clause 2.

SA3 sees a strong requirement for confidentiality and access protection of keying material when stored and handled outside of the Media Security solution architecture. 

Media session keys on their own are not sufficient to perform decryption of media traffic; there is also a need for dynamic SRTP session context parameters, e.g. the Roll-over-counter.

2. Start of intercept of ongoing sessions.

To be able to securely start intercept of an ongoing call, both SIP signalling and media plane parameters might be needed. The following issues have been identified: 

1) 
Need for storage of all cryptographic parameters, not only keys, exchanged during initial session set-up for ALL users. These parameters would be contained in the SDES crypto attribute or in a MIKEY line in the SDP meaning that in all cases the SIP signaling would need to be monitored.

2) 
Storage of other session-related non-cryptographic parameters exchanged during initial session set-up, which are required for the LEA to correlate an RTP stream to the signaling and make sense of it, such as IP address, port and codec, for ALL users.

3)
Disclosure of the parameters from 1) and 2) to the LEA (or a mediation device) at mid-call start of interception. It should be noted that there is currently no standardized interface to carry these parameters.

4) 
Monitor and store dynamic SRTP session context parameters for ALL users at appropriate nodes in the media path. These nodes would otherwise not monitor these parameters as they need to be maintained only at the RTP endpoints.

In particular, the Roll-over-counter (ROC) would need to be stored. The ROC is needed to compute the packet index, and, without knowledge of the packet index, decryption is not possible. The ROC has 32 bits. While it is true that the ROC will assume only low values in short low-bit rate IMS voice calls, the point of mid-call start of interception seems to be the assumption that calls are not necessarily short, and suspects may use high-bit rate calls on purpose, so that a trial-and-error procedure on the side of the LEA to guess the ROC would probably still prove impractical or, at least, undesirable.

Furthermore, SA3 would like to point out that any requirements on interception at the bearer level would have to apply not only to 3GPP-defined bearer to be effective, as an IMS call may use different kinds of IP bearers, e.g. of DSL type. 

The SA3 conclusion, based on the facts discussed above, is that the requirement of mid-call start of interception for IMS voice seems to entail a considerable technical effort.  In view of these technical issues, SA3 needs to consider how it can develop an alternative solution to one storing keys and contexts for all users. 

3. Actions:

To SA3LI group.

ACTION: 
SA3 kindly asks SA3LI group to take the above information into account.

4. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #57
16-20 November 2009
Dublin, Ireland

TSG-SA WG3 Meeting #58
1-5 February 2010, 

TBD

