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1. Overall Description

SA3-LI have discussed the LI implications and requirements for IMS Media Security at SA3-LI#34. Specifically SA3-LI has analysed TR 33.828 V1.4.0 and would like to provide the following initial feedback on LI issues for each of the candidate Media Security solutions.
For all potential solutions, SA3-LI considers that providing the IMS Media Security solutions are able to provide all necessary keys to perform decryption of encrypted media then there is no specific requirement to decrypt the media streams within the Media Security Architecture. If decryption is required (may be a requirement in some countries), SA3-LI will develop a decryption solution within SA3-LI standards.
Media keys will need to be available in real time to allow the media streams to be decrypted in real time. However, to support deferred delivery scenarios in TR 33.828 and cases where it may not be possible to hand over the keys in real time, it may also be necessary for the Media Security architecture to store all relevant keys for a period of time, so that they can be disclosed retrospectively after the communication to which they related has ended.

SA3-LI will continue to study Media Security issues and expects to provide additional guidance to SA3 on LI requirements to SA3#57.
Ticket-Based System (TBS):-
SA3-LI considers that the TBS solution in TR 33.828 addresses LI requirements, providing the KMS is included as an LI node within SA3-LI specifications. The KMS would be required to support key disclosure (real time and post interception) for lawful interception purposes. Therefore SA3-LI support the use of this solution for IMS Media Security in TS 33.328.
IMS AKA keys for media protection over the access network:-
The TR does not contain sufficient information with regards to Lawful interception issues for SA3-LI to provide any specific guidance on potential LI issues with this solution. However, SA3-LI understand that SA3 are not proposing to include this solution within TS 33.328.

Security Descriptions (SDES):-
Based on SA3-LI’s understanding that the SDES solution keys are available in the SIP signalling at the P-CSCF / S-CSCF, then the SDES solution as described in TR 33.828 is acceptable for most LI scenarios. However, SA3-LI identified that in order to support Start of Interception after the key exchange has occurred, it may be necessary for the P-CSCF / S-CSCF or a node within the IMS Media Security Architecture to provide a key storage and disclosure function similar to that which may be required for the KMS in the TBS solution.
“Otway-Rees” based key management protocol:-
The TR does not contain sufficient information with regards to Lawful interception issues for SA3-LI to provide any specific guidance on potential LI issues with this solution. Therefore SA3-LI cannot recommend use of or inclusion of this solution with in the TS at this time.
DTLS-SRTP:-

SA3-LI has discussed all three (Lawful MitM attack, Protocol-based hidden key recovery, Key disclosure) possible LI solutions in TR 33.828 for DTLS-SRTP. SA3-LI consider that none of the 3 solutions are acceptable from an LI perspective. Therefore SA3-LI consider that the DTLS-SRTP solution does not meet lawful interception requirements and should not be included in TS 33.328 unless an alternative LI solution can be identified.

2. Actions:

SA3:- To take the above points into account when progressing work on Media Security and to keep SA3-LI informed of any further issues which may affect SA3-LI’s work on Lawful Interception Requirements for Media Security.

In addition, SA3-LI asks SA3 to advise SA3-LI on any potential security requirements or issues concerned with the storage or disclosure of media stream keys outside of the Media Security solution architecture.

3. Date of Next TSG-SA Meetings:

SA3 LI#35
3 – 5 Nov 09
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