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Introduction:

The purpose of this discussion paper is to introduce the LI aspect of Local Call Local Switch (LCLS) functionality in more details.

The LCLS functionality enables BSS to make local switch between two subscribers in the same BTS/BSC. This would save resources in the BSS and save AoIP resource towards the MSS/MGW at the user plane.
Please find the list of documents related to LCLS and LI at the end of this document.
Currently there are two LI approaches identified in the GP‑091056 document. This discussion paper intends to add further details on these LI solution proposals for LCLS.

LI in MSC for LCLS:

Proposed #1 solution in doc GP-090834 for LI with LCLS is that MSC server simply does not enable local switching in BSS for a certain call when LI is needed for one of the parties in the call. 

This alternative can cause that intercepted call has different subscriber experience from delay point of view than a non-intercepted locally switched call as described also in doc GP-090834.

Besides this delay there is other LI related impact. Namely that starting interception during a connected call that uses LCLS can introduce this delay in the middle of that call.
However this solution keeps the LI functionality in MSC Server as it is currently and does not require support for LI from BSS.

(Note: The mechanism to release LS during a call would be required by other than LI use cases as shown in doc 
GP-090834.)

The following list identifies the pros of this solution from LI point of view:

· No security problem

· LI control stays in MSS

· LI has no impact outside MSS in network element implementation and in deployment

The following list identifies the cons of this solution from LI point of view:

· Different user experience for LS call and for intercepted non-LS call

· Starting interception in middle of a call using LS has effect on user experience

· Disables LS functionality for a certain call due to LI

LI supported by BSS for LCLS:

This solution proposal enables LS in BSS for each of the calls for it is technically possible. The MSC requests the BSS to provide user plane bicasting for content of communication interception purpose to support lawful interception. This has to be happen per call basis whenever LS is possible and interception is required for that specific call as BSS has no information whether interception has been activated for any of the participants in a specific call.

This proposed #2 solution in tdoc GP-090834 requires some indication sent from MSC towards BSS to request LI support from BSS. 

It is always a concern that LI related information sent between network elements introduces the risk to make LI detectable for anyone having access to the transferred information. In order to mitigate this risk it is possible to use IPSec for protection at the A interface. 

Besides the signalling information the user plane traffic at backhaul link from BTS/BSC towards MSC/MGW also can indicate the use of LI when LCLS is in use for a certain call. This can be mitigated in first place by securing the physical access to the network elements and to the backhaul link.
At the next place this risk can be mitigated by the existing solution of multiplexing the user plane traffic from BSS towards MSC/MGW. Therefore it is not possible to identify a single call entity due to LI Content of Communication transferred on the user plane backhaul link.

 It is also worth to note that besides the equal user experience the proposed solution #2 makes easier the start of interception during an ongoing call. The IP connections used with AoIP between BSS and MSC/MGW are remaining reserved during the locally switched call. Therefor when LI needs to be started during a call using LS the BSS can start user plane bicasting functionality on the AoIP reserved IP connections immediately. 

The following diagrams below are highlight from different viewpoint that support from BSS would be required to perform Content of Communication interception with proposed solution #2.
The following diagram is the reference model and configuration from 3GPP TS 33.107 for circuit switched services (clause 6.) extended with BSS to support LI for LCLS:
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1. Figure: Functional model for Lawful Interception invocation with LCLS support by BSS (based on Figure 11 from 3GPP TS 33.107)
There is an additional box representing BSS besides MSC in the above figure. However there is no change in the X2/X3 interface as the IRI and CC are made available in MSC/MGW even though switching functionality can be done in BSS with LCLS.

The above diagram highlights the BSS as a new element in the lawful interception invocation model. 
BSS has to play a role in interception invocation only in case when the LS functionality is in use for a specific call.
It is worth to note that at the moment the planned change would have effect only at the A interface when user plane is based on IP.
The next diagram captures the configuration of content of communication delivery when LCLS is in use for a circuit switched call. This figure is based on the Figure 12 “Delivery configuration to the LEMF for the interception of a circuit switched call” from 3GPP TS 33.107:
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2. Figure: Delivery configuration to the LEMF for the interception of a circuit switched call with LCLS in use (based on figure 12 from 3GPP TS 33.108)

The LCLS enhancement is shown on the above figure that subscribers are connected directly via BSS even LI has invoked. Therefor to provide content of communication interception BSS has to provide the CC towards MGW and DF3 when LS is in use for a certain call.

The main difference compared to original configuration from 33.107 would be that two parties in the call are connected directly through BSS and not through the MGW. 
The Content of Communication interception would be delivered with the support of BSS towards MGW in case of the LS is in use for a certain call via the AoIP connections that has been reserved during call setup. 

The following list identifies the pros of this solution from LI point of view:

· No difference on user experience, LS can be used independently of interception

· Flexible architecture to start interception during an established call using LS

· There is no need to change the service functionality due to LI
· Interception target list is kept in MSC Server
· Interception is controlled by MSC Server
The following list identifies the cons of this solution from LI point of view:

· Support from BSS is required to intercept calls using LS

· Security threat: indirect indication of LI in signalling on A interface and on user plane between BSS and MSC/MGW

Proposal:

At Nokia Siemens Networks we can see both of the above described LI solution alternatives feasible to get standardized. 3GPP SA3 LI members are kindly asked to discuss and review the characteristics of the above described LI solution alternatives to confirm their feasibility for standardization purpose. 
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