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*** FIRST CHANGE – Clause 2********

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
ETSI TR 101 331: "Telecommunications security; Lawful Interception (LI); requirements of Law Enforcement Agencies".

[2]
ETSI ES 201 158: "Telecommunications security; Lawful Interception (LI); Requirements for network functions".

[3]
ETSI ETR 330: "Security Techniques Advisory Group (STAG); A guide to legislative and regulatory environment".

[4]
3GPP TS 29.002: "3rd Generation Partnership Project; Technical Specification Group Core Network; Mobile Application Part (MAP) specification".

[5A]
ITU‑T Recommendation X.680: "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation".

[5B]
ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Information Object Specification".

[5C]
ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Constraint Specification".

[5D]
ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 Specifications".

[6]
ITU‑T Recommendation X.690: "ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".

NOTE 1:
It is recommended that for [5A], [5B], [5C], [5D] and [6] the 2002 specific versions should be used.

[7]
ITU‑T Recommendation X.880: "Information technology - Remote Operations: Concepts, model and notation".

[8]
ITU‑T Recommendation X.882: "Information technology - Remote Operations: OSI realizations - Remote Operations Service Element (ROSE) protocol specification".

NOTE 2:
It is recommended that for [8] the 1994 specific versions should be used.

[9]
3GPP TS 24.008: "3GPP Technical Specification Group Core Network; Mobile radio interface Layer 3 specification, Core network protocol; Stage 3".

[10]
Void.

[11]
Void.

[12]
Void.

[13]
IETF STD 9 (RFC 0959): "File Transfer Protocol (FTP)".
[14]
3GPP TS 32.215: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Telecommunication Management; Charging Management; Charging data description for the Packet Switched (PS) domain)".

[15]
IETF STD0005 (RFC 0791: "Internet Protocol".

[16]
IETF STD0007 (RFC 0793): "Transmission Control Protocol".

[17]
3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".

[18]
3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful Interception Requirements".

[19]
3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful interception architecture and functions".

[20]
3GPP TS 23.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Quality of Service QoS concepts and architecture".

[21]
Void.

[22]
Void.

[23]
ANSI/J-STD-025-A: "Lawfully Authorized Electronic Surveillance".
[24]
ETSI TS 101 671: "Handover Interface for the lawful interception of telecommunications traffic".

[25]
3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core Network; Numbering, addressing, and identification".

[26]
IETF RFC 3261: "SIP: Session Initiation Protocol".

[27]
IETF RFC 1006: "ISO Transport Service on top of the TCP".

[28]
IETF RFC 2126: "ISO Transport Service on top of TCP (ITOT)".
[29]
ITU‑T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes".

[30]
ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System No.7; ISDN User Part (ISUP) version 3 for the international interface".

[31]
ETSI EN 300 403-1 (V1.3.2): "Integrated Services Digital Network (ISDN); Digital Subscriber Signalling System No. one (DSS1) protocol; Signalling network layer for circuit-mode basic call control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".

NOTE 3:
Reference [31] is specific, because ASN.1 parameter "release-Reason-Of-Intercepted-Call" has the following comment: "Release cause coded in [31] format". In case later version than the given one indicated for ISDN specification ETSI EN 300 403‑1 has modified format of the "release cause", keeping the reference version specific allows to take proper actions in later versions of this specification.

[32]
Void.

[33]
Void

[34]
ITU-T Recommendation Q.931: "ISDN user-network interface layer 3 specification for basic call control".

[35]
Void.

[36]
IETF RFC 2806: "URLs for Telephone Calls".

[37]
3GPP TS 23.032: "3rd Generation Partnership Project; Technical Specification Group Core Network; Universal Geographical Area Description (GAD)".

[38]
3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".

[39]
ISO 3166-1: "Codes for the representation of names of countries and their subdivisions - Part 1: Country codes".

[40]
3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS); Stage 2".

[41]
3GPP TS 29.234: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals: 3GPP System to Wireless Local Area Network (WLAN) interworking; Stage 3".

[42]
3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS); Service description".

[43]
3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
[44]

3GPP TS 23.401: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access”.

[45]
3GPP TS 23.402:  "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Architecture enhancements for non-3GPP accesses".

[X]
3GPP TS 24.147: “3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
*** SECOND CHANGE – New Clause X********

X
3GPP IMS Conference Services
X.1
Identifiers

X.1.1
Overview

Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsections below.

For the delivery of CC, the AS/MRFP provides correlation numbers and target identities to the HI3. The AS/MRFC reports the IRI associated with the conference services.

For the delivery of CC and IRI, the AS/MRFP provides correlation numbers and target identities to the HI2 and HI3.  The correlation number is unique per target and per conference session.
X.1.2
Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, a unique LIID for each target identity of the interception subject or a single LIID for multiple target identities all pertaining to the same interception subject.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.
Note that, in order to simplify the use of the LIID at LEMF for the purpose of correlating IMS signalling with GSN CC, the use of a single LIID in association with potentially numerous IMS identities (SIP and TEL URIs) is recommended.

In case the LIID of a given target has different values in the GSN and in the CSCF, it is up to the LEMF to recover the association between the two LIIDs.
X.1.3
Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.

1)
Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2)
Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of the NEID.
X.1.4
Correlation number

The Correlation Number is unique per target and per conference session and used for the following purposes:

-
correlate CC with IRI,

-
correlate different IRI records within one conference session.

NOTE:
The Correlation Number is at a minimum unique for each concurrent communication of a target within a lawful authorization.
X.2
Performance, reliability, and quality

X.2.1
Timing

As a general principle, within a telecommunication system, IRI, if buffered, should be buffered for as short a time as possible.

NOTE:
If the transmission of IRI fails, it may be buffered or lost.

Subject to national requirements, the following timing requirements shall be supported:

-
Each IRI data record shall be sent by the delivery function to the LEMF over the HI2 within seconds of the detection of the triggering event by the IAP at least 95% of the time.
-
Each IRI data record shall contain a time-stamp, based on the intercepting node's clock that is generated following the detection of the IRI triggering event.
X.2.2
Quality

The quality of service associated with the result of interception should be (at least) equal to the highest quality of service of the original content of communication for all participants. This may be derived from the QoS class used for the original intercepted session, TS 23.107 [20]. However, when TCP is used as an OSI layer 4 protocol across the HI3, real time delivery of the result of the interception cannot be guaranteed. The QoS used from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree upon.

X.2.3
Reliability

The reliability associated with the result of interception should be (at least) equal to the reliability of the original content of communication and the original signalling. This may be derived from the QoS class used for the original intercepted session, TS 23.107 [20].

Reliability from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree upon.
X.3
Security aspects

Security is defined by national requirements.

X.4
Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the interception subject;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same interception subject while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple interception subjects) legally authorized interceptions within its service area(s), including different levels of authorization for each interception (i.e. IRI only, or IRI and communication content), including between agencies.
X.5
IRI for IMS Conference Services
The IRI will in principle be available in the following phases of a conference service transmission:

1. At a conference creation, when the target sucessfully provisions or requests that a conference is created; 
2. At the start of a conference, when the first party is joined to the conference; the conference may be provisioned or requested by the target or the conference is the target of interception;

3.
At the end of a conference, when the last party on the conference leaves or the conference is terminated by the conference server; the conference may be provisioned or requested by the target or the conference is the target of interception;
4.
At certain times when relevant information are available.

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Basic data communication information, for standard data transmission between two parties.

The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table X.1: Mapping between IMS Conference Service Events and HI2 records type
	Event
	IRI Record Type

	Start of Conference (successful)
	BEGIN

	Start of Intercept with Conference Active
	BEGIN

	Conference Service Party Join
	CONTINUE

	Conference Service Party Leave
	CONTINUE

	Conference Service Bearer Modify
	CONTINUE

	Conference Service End (unsuccessful)
	CONTINUE

	Conference Service End (successful)
	END

	Start of Conference (unsuccessful)
	REPORT

	Conference Service Creation
	REPORT

	Conference Service Update
	REPORT


A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table X.2: Mapping between Events information and IRI information

	Parameter
	description
	HI2 ASN.1 parameter

	Bearer Modify ID
	Identity of the party modifying or attempting to modify a media bearer
	bearerModifyPartyID (partyIdentity)

	Conference End Reason
	Provides a reason for why the conferece ended.
	confEndReason

	Conference URI


	A URI associated with the conference being monitored.
	confID 

	Correlation 


	The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  
	confCorrelation

	Event Date
	Date of the event generation in the AS/MRFC.
	timestamp

	Event Time


	Time of the event generation in the AS/MRFC server. Timestamp shall be based on the AS/MRFC internal clock.
	

	Event Type
	Description which type of event is delivered: Start of Conference, Party Join, Party Leave, Bearer Modifiy, Start of Intercept on an Active Conference, Conference End
	confEvent

	Failed Bearer Modify Reason
	Provies a reason for why a bearer modfication attempt failed
	confEventFailureReason

	Failed Conference End Reason
	Provies a reason for why a conference end attempt failed
	confEventFailureReason

	Failed Conference Start Reason
	Provides a reason for why a conference start attempt failed.
	confEventFailureReason

	Failed Party Join Reason
	Provides a reason for why a party join attempt failed.
	confEventFailureReason

	Failed Party Leave Reason
	Provides a reason for why a party leave attempt failed.
	confEventFailureReason

	Identity(ies) of Conference Controller


	Identifies the parties that have control privileges on the conference, if such information is configured in the system.
	confControllerID (partyIdentity)

	Initiator


	The initiator of a request, for example, the target, the network, a conferee.
	confEventInitiator 

	Join Party ID

	Identity of the party successfully joining or attempting to join the conference.
	joinPartyID  (partyIdentity)

	Join Party Supported Bearers
	Identity of bearer types supported by the party successfully joining the conference
	confPartyInformation (supportedmedia)

	Leave Party ID

	Identity of the party leaving or being requested to leave the conference.
	leavePartyID (partyIdentity)

	List of Conferees


	Identifies each of the conferees currently on a conference (e.g., via SIP URI or TEL URL).
	confPartyInformation (partyIdentity)

	List of Potential Conferees


	Identifies each of the parties to be invited to a conference or permitted to join the conference (if available).
	listOfPotConferees (partyIdentity)

	List of Waiting Conferees
	Identifies each of the conferees awaiting to join a conference (e.g., called in to a conference that has not yet started)
	listOfWaitConferees (partyIdentity)

	Media ID
	Identity of a conferee’s media stream 
	mediaID

	Media Modification
	Identifies how the media was modified (i.e., added, removed, or changed) and the value for the media
	mediaModification

	Network Element Identifier
	Unique identifier for the element reporting the ICE.
	networkIdentifer

	Observed IMPU


	IMS Public User identity (IMPU) of the target subscriber (monitored subscriber).  In some cases, this identity may not be observed by the MRFC. Also see Note 1.
	partyInformation (partyIdentity)

	Observed IMPI


	IMS Private User identity (IMPI) of the target subscriber (monitored subscriber). In some cases, this identity may not be observed by the MRFC.  Also see Note 1.
	partyInformation (partyIdentity)

	Party Leave Reason
	Provides a reason for why a party left the conference
	reason

	Party(ies) Affected by Bearer Modification
	The list of parties affected by a media bearer modification 
	confPartyInfo (partyIdentity)

	Potential Conference End Time
	The expected end time of the conference, if such end information is configured in the system.
	potConfEndInfo (timestamp)

	Potential Conference Start Time
	The expected start time of the conference, if start time information is configured in the system.
	potConfStartInfo (timestamp)

	Reason for Party Leaving
	Provides a reason for the party leaving.
	confEventFailureReason

	Recurrence Information


	Information indicating the recurrence pattern for the event as configured for the created conference.
	RecurrenceInfo

	Supported Bearers
	Provides all bearer types supported by a conferee in a conference
	confPartyInformation (supportedmedia)

	Temporary Conference URI
	A temporarily allocated URI associated with a conference being monitored.
	tempConfID


NOTE 1:
In most cases, either the IMPU or IMPI may be available, but not necessarily both.

NOTE:
LIID parameter must be present in each record sent to the LEMF.

X.5.1
Events and information

X.5.1.1
Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table x.1 Mapping between Conference Service Events and HI2 records type and Annex B.X Intercept related information (HI2).  IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI record there is a set of events and associated information elements to support the particular service.

The communication events described in Table x.1: Mapping between Conference Service Events and HI2 record type and Table x.2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.
X.5.1.2
BEGIN record information

The BEGIN record is used to convey the first event of conference service communication interception.

The BEGIN record shall be triggered when:

-
a target provisioned or requested conference is started (i.e., when the first party is joined to the conference); 

-
a conference that is the target of interception is started (i.e., when the first party is joined to the conference);



-
an interception is activated during an on-going conference call.
Table X.3: Conference Service Start (Successful) BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference Start).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation 
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	list of potential conferees
	C
	Provide, when available, the party identities that are invited or permitted to join the conference.

	list of conferees
	M
	Provide the party identities on the current conference.

	supported bearers
	M
	For each conferee, provide all bearers that are actively supported in this conference

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Table X.4: Start of Intercept with Conference Active BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Intercept Start with Active Conference).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	correleation 
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	list of conferees
	M
	Provide the party identities on the current conference.

	supported bearers
	M
	For each conferee, provide all bearers that are actively supported in this conference

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	


X.5.1.3
CONTINUE record information

The CONTINUE record is used to convey the events during an active conference.

The CONTINUE record shall be triggered when:

-
a party successfully joins the target’s conference or a conference that is the target of interception;

- 
a party unsuccessfully attempts to join the target’s conference or a conference that is the target of interception;

- 
a party successfully leaves (e.g., normal disconnection or involuntary termination/removal) a target’s conference or a conference that is a target of interception;

- 
a party unsucessfully attempts to drop another part from the target’s conference or a conference that is the target of interception;

-
a party successfully modifies (e.g., adds, removes, changes) media in the conference;

-
a party unsuccessfully manages modifies (e.g., adds, removes, changes) media in the conference;

-
a participant unsuccessfully attempts to terminate a target provisioned or requested conference;

-
a participant unsuccessfully attempts to terminate a conference that is the target of interception.
In order to enable the LEMF to correlate the information on HI3, a new correlation number shall not be generated within a CONTINUE record.

Note:  Reporting of participant signalling to manage conference features (e.g., (un)mute) is for further study.

Table X.5: Conference Service Party Join (successful) CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Join).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation 
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	join party ID
	M
	Provide the identity of the party joining the conference.

	initiator of party join request
	C
	Provide if different from join party ID.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	list of conferees 
	C
	Not required when a party joins a target’s conference.

	supported bearers
	C
	When list of conferees reported, provide all bearers for each conferee that are actively supported in this conference.

	join party supported bearers
	M
	Provide all bearers that the party joining the conference supports.


Table X.6: Conference Service Party Join (unsuccessful) CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Join).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation 
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	join party ID
	M
	Provide the identity of the party attempting to join the conference.

	initiator of party join request
	C
	Provide if different from join party ID.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	list of conferees 
	C
	Not required when a party joins a target’s conference

	failed party join reason
	M
	Provide information about the reason the attempted party join failed.


Table X.7: Conference Service Party Leave (successful) CONTINUE Record 
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Leave).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	correlation 
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	leave party ID
	M
	Provide the identity of the party leaving the conference or the identity of the party dropped from the conference

	initiator of party leave request
	C
	Provide if different from leave party ID

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	party leave reason 
	M
	Provide information about the cause of the party leave (e.g.,  party hang up,  party drop, or removed by conference controller)

	supported bearers
	M
	Provide all bearers that the party leaving the conference supported.


Table X.8: Conference Service Party Leave (unsuccessful) CONTINUE Record 
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Leave).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	correlation 
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	leave party ID
	M
	Provide the identity of the party attempting to leave the conference or the identity of the party that was requested to be dropped from the conference.

	initiator of party leave request
	C
	Provide if different from leave party ID.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	failed party leave reason
	M
	Provide information about the reason the conference party leave or dropped failed.


Table X.9: Conference Service Bearer Modify (successful) CONTINUE Record 

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Bearer Modify).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	correlation 
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	bearer modify party ID
	M
	Provide the identity of the party modifying a bearer.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	media modification
	M
	Provide information about bearer modification (i.e., add, remove, change) and value of media.

	Parties affected by bearer modification
	M
	Provide the party identities of those conferees affected by the bearer modification.


Table X.10: Conference Service Bearer Modify (unsuccessful) CONTINUE Record 

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Bearer Modify).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	correlation 
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	bearer modify party ID
	M
	Provide the identity of the party who attempted the action

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	media modification
	M
	Provide information about the attempt to modify a bearer (i.e., add, remove, change) and value of media.

	failed bearer modify reason
	M
	Provide information about the reason for failed bearer modification.


Table X.11: Conference Service End (unsuccessful) CONTINUE Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference End).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation 
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	initiator 
	M
	Provide information on the initiator of the conference end (e.g,, target, network, conferee).

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	failed conference end reason
	M
	Provide information about the reason for the failed conference end.


X.5.1.4
END record information

The END record is used to convey the last event of a conference service communication.

The END record shall be triggered when:

-
a target provisioned or requested conference is terminated;
-
a conference that is the target of interception is terminated;

Table X.12: Conference Service End (successful) END Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference End).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation 
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	initiator 
	M
	Provide information on the initiator of the conference end (e.g,, target, network, conferee).

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	conference end reason
	M
	Provide information about the reason for the conference end (e.g., expiration of time limit; party termination command, last user left conference).


X.5.1.5
REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting creations and updates of provisioned (e.g., future) conferences.
The REPORT record shall be triggered when:

-
a target successfully provisions or requests that a conference be created;
-
a target successfully provisions or requests that a conference be updated (e.g., modify or delete);

- 
a target provisioned or requested conference fails to start (e.g., no parties join the conference);

-
a conference that is the target of interception fails to start (e.g., no parties join the conference).
Table X.13: Conference Service Start (Unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference Start).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation 
	C
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	list of potential conferees
	C
	Provide, when available, the party identities that are invited or permitted to join the conference.

	list of waiting conferees
	C
	Provide, when available, the known party identities of those parties awaiting to join the conference.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	failed conference start reason
	M
	Provide information about the reason for a failure of a conference start.


Table X.14: Conference Service Creation REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide Conference event type (i.e., Creation).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	list of potential conferees
	C
	Provide, when available, the identities to be invited to or allowed to join the provisioned (i.e., future) conference.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	potential conference start date and time
	C
	Provide, when available, the date and start time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI

	potential conference end date and time
	C
	Provide, when available, the date and end time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI

	recurrence information 
	C
	Provide, when available, information concerning the frequency or pattern of recurrence of the created conference.  Will be NULL if a single instance of a conference is created.

	identity(ies) of conference controller
	C
	Provide, when available, identity(ies) of parties that have control privileges on the conference.


Table X.15: Conference Service Update REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide Conference event type (i.e., Conference Update).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	list of potential conferees
	C
	Provide, when available, the identities to be invited to or allowed to join the provisioned (i.e., future) conference.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	potential conference start date and time
	C
	Provide, when available, the date and/or start time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI.

	potential conference end date and time
	C
	Provide, when available, the date and/or end time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI.

	recurrence information 
	C
	Provide, when available, information concerning the frequency or pattern of recurrence of the created conference.  Will be NULL if a single instance of a conference is created.

	identity(ies) of conference controller
	C
	Provide, when available, identity(ies) of parties that have control privileges on the conference.


X.6
CC for IMS Conference Services
The interface protocols and data structures defined in Annex B.X.2 have been enhanced to cater for the requirements of IMS Conferencing services.  In particular, media types (bearers) that require multicasting at the MRFP, a party identifier is needed to identify the source of that bearer stream.  The enhanced data structure also allows for the reporting of separate media streams for each user on the conference.   
*** THIRD CHANGE –Clause B.2********

B.2
3GPP object tree
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Figure B.1: 3GPP object tree

*** FOURTH CHANGE – New Clause B.X********

B.X
IMS Conference Services ASN.1

B.X.1
Intercept related information (Conference Services)

Declaration of ROSE operation conf-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data ConfIRIsContent must be considered.

ASN.1 description of IRI (HI2 interface)

CONFHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2conf(10) r8(8) version-0 (0)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 



OPERATION, 



ERROR 




FROM Remote-Operations-Information-Objects 




{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}



LawfulInterceptionIdentifier,



TimeStamp,



Network-Identifier,



National-Parameters,



National-HI2-ASN1parameters,



DataNodeAddress,



IPAddress




FROM HI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 



  lawfulIntercept(2) hi2(1) version10 (10)}; -- Imported from TS 101 671



CorrelationValues




FROM UmtsHI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 



  lawfulIntercept(2) threeGPP(4) hi2(1) r8(8) version-1(1}; -- Imported from PS 





-- ASN.1 Portion of this standard

-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi2confDomainId OBJECT IDENTIFIER
::= {threeGPPSUBDomainId hi2conf(10) r8(8) version-0(0)}

conf-sending-of-IRI  OPERATION ::= 

{


ARGUMENT
ConfIRIsContent


ERRORS

{ OperationErrors }


CODE

global:{threeGPPSUBDomainId hi2conf(10) opcode(1)}

}

-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 

-- The timer.default value is 60s.

-- NOTE:
The same note as for HI management operation applies.

ConfIRIsContent

::= CHOICE

{


confiRIContent


ConfIRIContent,

confIRISequence


ConfIRISequence
}

ConfIRISequence

::= SEQUENCE OF ConfIRIContent

-- Aggregation of ConfIRIContent is an optional feature.
-- It may be applied in cases when at a given point in time
-- several IRI records are available for delivery to the same LEA destination.

-- As a general rule, records created at any event shall be sent

-- immediately and not withheld in the DF or MF in order to

-- apply aggragation.

-- When aggregation is not to be applied,  

-- ConfIRIContent needs to be chosen.
ConfIRIContent

::= CHOICE 

{


iRI-Begin-record

[1] IRI-Parameters,
-- include at least one optional parameter 


iRI-End-record


[2] IRI-Parameters,


iRI-Continue-record

[3] IRI-Parameters,
-- include at least one optional parameter 


iRI-Report-record

[4] IRI-Parameters,
-- include at least one optional parameter 

   …

}

unknown-version 

ERROR ::= { CODE local:0}

missing-parameter

ERROR ::= { CODE local:1}

unknown-parameter-value
ERROR ::= { CODE local:2}

unknown-parameter

ERROR ::= { CODE local:3}

OperationErrors ERROR ::= 

{ 


unknown-version | 


missing-parameter | 


unknown-parameter-value | 


unknown-parameter 

}

-- These values may be sent by the LEMF, when an operation or a parameter is misunderstood.

IRI-Parameters

::= SEQUENCE 

{


hi2confDomainId



[0]
OBJECT IDENTIFIER,  -- 3GPP HI2 Conf domain


lawfulInterceptionIdentifier
[1] LawfulInterceptionIdentifier,



-- This identifier is associated to the target.


timeStamp



[2] TimeStamp, 



-- date and time of the event triggering the report. 


partyInformation 

[3] SET SIZE (1..10) OF PartyIdentity OPTIONAL, 



-- This 
is the identity of the target. 


national-Parameters

[4] National-Parameters OPTIONAL,


networkIdentifier

[5] Network-Identifier OPTIONAL,


confEvent



[6] ConfEvent,



correlation



[7] ConfCorrelation OPTIONAL,


confID




[8] IMSIdentity
  OPTIONAL,


tempConfID



[9] IMSIdentity
  OPTIONAL,


listOfPotConferees

[10] SET OF PartyIdentity 
OPTIONAL,


listOfConferees


[11] SET OF ConfPartyInformation 
OPTIONAL,


joinPartyID



[12] ConfPartyInformation
OPTIONAL,


leavePartyID


[13] ConfPartyInformation
OPTIONAL,


listOfBearerAffectedParties

[14] SET OF ConfPartyInformation
OPTIONAL,


confEventInitiator

[15] ConfEventInitiator
OPTIONAL,


confEventFailureReason
[16] ConfEventFailureReason
OPTIONAL,


confEndReason


[17] Reason
OPTIONAL,


potConfStartInfo

[18] TimeStamp  OPTIONAL,


potConfEndInfo


[19] TimeStamp  OPTIONAL,


recurrenceInfo


[20] RecurrenceInfo  OPTIONAL,


confControllerIDs

[21] SET OF PartyIdentity 
OPTIONAL,


mediaID




[22] SET OF MediaIDs  OPTIONAL,


mediamodification

[23] MediaModification OPTIONAL,


bearerModifyPartyID

[24] ConfPartyInformation OPTIONAL,
    listOfWaitConferees

[25] SET OF ConfPartyInformation OPTIONAL,
...
}

-- PARAMETERS FORMATS

PartyInformation 


::= SEQUENCE 

{


party-Qualifier 
[0]  ENUMERATED 


{



conf-Target(1),

 
...

},


confPartyInformation 

[1] ConfPartyInformation, 


...

}

ConfEvent ::= ENUMERATED 

{


confStartSuccessfull 




(1),


confStartUnsuccessfull




(2),


startOfInterceptionConferenceActive

(3),


confPartyJoinSuccessfull



(4),


confPartyJoinUnsuccessfull



(5),


confPartyLeaveSuccessfull



(6),


confPartyLeaveUnsuccessfull



(7),


confPartyBearerModifySuccessfull

(8),


confPartyBearerModifyUnsuccessfull

(9),


confEndSuccessfull 





(10),


confEndUnsuccessfull




(11),


confServCreation 





(12),


confServUpdate
 





(13),


...

}

ConfPartyInformation ::= SEQUENCE 

{



partyIdentity


[1] PartyIdentity OPTIONAL,



supportedmedia


[2] SupportedMedia OPTIONAL,







...

}

ConfCorrelation ::= CHOICE

{


correlationValues ::= CorrelationValues,


correlationNumber ::= OCTET STRING

}
PartyIdentity ::= SEQUENCE 

{









iMPU


[3]
SET OF IMSIdentity  OPTIONAL,



iMPI


[4]
SET OF IMSIdentity  OPTIONAL,





...

}

IMSIdentity ::= SEQUENCE 

{



sip-uri




[1] OCTET STRING 
OPTIONAL,




-- See [REF 26 of 33.108]



tel-url




[2] OCTET STRING 
OPTIONAL,



-- See [REF 36 of 33.108]


...

}

SupportedMedia ::= SEQUENCE 

{



confServerSideSDP

[1] OCTET STRING 
OPTIONAL,  -- include SDP information 




-- describing Conf Server Side characteristics.


confUserSideSDP


[2] OCTET STRING 
OPTIONAL,  -- include SDP information 




-- describing Conf User Side characteristics

...

}

MediaID ::= SEQUENCE 

{



sourceUseID

[1] PartyIdentity 
OPTIONAL,  -- include SDP information 




-- describing Conf Server Side characteristics.


streamID

[2] OCTET STRING 
OPTIONAL,  -- include streamID from SDP information. 


...

}

MediaModification ::= ENUMERATED 

{



Add (1),



Remove (2),



Change (3),


Unknown (4),

...

}

ConfEventFailureReason ::= CHOICE 

{



failedConfStartReason

[1] Reason 
OPTIONAL,




-- See [REF 26 of 33.108]



failedPartyJoinReason

[2] Reason
OPTIONAL,



-- See [REF 36 of 33.108]


failedPartyLeaveReason

[3] Reason
OPTIONAL,



-- See [REF 36 of 33.108]


failedBearerModifyReason
[4] Reason
OPTIONAL,



-- See [REF 36 of 33.108]



failedConfEndReason


[5] Reason
OPTIONAL,



-- See [REF 36 of 33.108]


...

}

ConfEventInitiator ::= CHOICE 

{



confServer

[1] NULL 
OPTIONAL,



confTargetID
[2] PartyIdentity
OPTIONAL,


confPartyID

[3] PartyIdentity
OPTIONAL,

...

}

RecurrenceInfo ::= SEQUENCE 

{


recurrenceStartDateAndTime


 
[1] TimeStamp OPTIONAL,


recurrenceEndDateAndTime



[2] TimeStamp OPTIONAL,


recurrencePattern





[3] UTF8String OPTIONAL, -- includes a description of 

               -- the recurrence pattern, for example, “Yearly, on Jan 23” or “Weekly, on Monday”


...

}

Reason ::= OCTET STRING

END -- OF ConfHI2Operations
B.X.2
Contents of communication (HI3 IMS Conferencing)

CONF-HI3-IMS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi3conf(11) r8(8) version-0(0)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN
IMPORTS




LawfulInterceptionIdentifier,

TimeStamp

FROM HI2Operations 


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) hi2(1) 
version10(10)};  -- from ETSI HI2Operations TS 101 671

MediaID

FROM HI2ConfOperations 


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) 
hi2conf(10) r8(8) version-0(0)};  -- from Conf HI2 Operations part of this standard.

ConfCorrelation


FROM CONFHI2Operations

{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2)

    threeGPP(4) hi2conf(10) r8(8) version-0 (0)}
    -- Imported from Conf HI2 Operations part of this standard
-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi3confDomainId OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3conf(11) r8(8) version-0(0)}
Conf-CC-PDU
::= SEQUENCE 

{

 
ConfULIC-header

[1] ConfULIC-header, 


payload


[2] OCTET STRING

}

ConfULIC-header ::= SEQUENCE 

{


hi3DomainId



[0]
OBJECT IDENTIFIER,  -- 3GPP HI3 Domain


version




[1]
Version,


lIID




[2] LawfulInterceptionIdentifier OPTIONAL,


correlation



[3]
ConfCorrelation,


timeStamp



[4]
TimeStamp OPTIONAL,


sequence-number


[5]
INTEGER (0..65535),


t-PDU-direction


[6] TPDU-direction,


national-HI3-ASN1parameters

[7] National-HI3-ASN1parameters OPTIONAL,

--  encoded per national requirements


reserved



[8],



-- Reserved to maintain backwards compatibility with ICE-type
.

mediaID


[9] MediaID  OPTIONAL,



-- Identifies the media being exchanged by parties on the conference.

…

}

Version ::= ENUMERATED

{


version1(1),


...,


version3(3) ,



-- versions 4-7 were omitted to align with UmtsHI2Operations.

lastVersion(8)


-- Mandatory parameter "version" (tag 1) was always redundant in 33.108, because 



-- the object identifier "hi3DomainId" was introduced into "ULIC-headerV in the initial



-- version of 33.108v5.0.0 In order to keep backward compatibility, even when the



-- version of the "hi3DomainId" parameter will be incremented it is recommended to



-- always send to LEMF the same: enumeration value "lastVersion(8)".
}

TPDU-direction ::= ENUMERATED

{


from-target 
(1),


to-target 

(2),


unknown 

(3),
    conftarget      (4)

      -- When the conference is the target of interception (4) is used to denote there is no

      -- directionality.
}

}
National-HI3-ASN1parameters
::= SEQUENCE

{


countryCode

[1] PrintableString (SIZE (2)),



-- Country Code according to ISO 3166-1 [39],



-- the country to which the parameters inserted after the extension marker apply


...



-- In case a given country wants to use additional national parameters according to its law,



-- these national parameters should be defined using the ASN.1 syntax and added after the



-- extension marker (...).



-- It is recommended that "version parameter" and "vendor identification parameter" are



-- included in the national parameters definition. Vendor identifications can be



-- retrieved from IANA web site. It is recommended to avoid



-- using tags from 240 to 255 in a formal type definition.

}

END-- OF conf-HI3-IMS
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