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1 Introduction 

This contribution proposes possible parameters to be included over the LI X2 interface for each event intercepted in the MME, S-GW, PDN-GW and HSS.
The contribution is based on the following assumptions:

1. 3GPP TS 23.401 v. 8.1.0 is assumed as basis; the contribution does not cover PMIP based S5/S8 interfaces.
2. The events to be intercepted are the ones defined in the companion contribution tdoc SA3LI08_028.
3. Interworking between 2G/3G and EPC is not included in the scope of the contribution.

2 Discussion 

2.1 Attach
When an attach activation is generated from the mobile an attach event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	Failed attach reason

	IAs (if applicable)

	PDN Address Allocation

	Protocol Configuration Options

	Attach type (initial attach, handover)

	UE Network Capabilities

	EPS bearer identity


2.2 Bearer activation

When a bearer activation is generated a bearer activation-event is generated by the S-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	PDN GW address for control plane (note 1)

	PDN GW address for user plane (note 1)

	Serving GW address for control plane (note 1)

	Serving GW address for user plane (note 1)

	RAT type (note 1)

	MME context id

	PDN address allocation (note 1)

	PDN address information (note 1)

	Event Type 

	Event Time

	Event Date

	Correlation number

	APN (Access Point Name) (note 1)

	Bearer activation Type (default, dedicated)

	Network Element Identifier

	Location Information (E-CGI)

	Failed bearer activation reason

	IAs (if applicable)

	(Default) bearer QoS 

	AMBR

	EPS bearer id  (NSAPI)

	Protocol Configuration Options (note 1)

	Initiator

	UE IP address (note 1)

	Procedure Transaction Identifier


NOTE 1: Only in case of default bearer activation
When a bearer activation is generated a bearer activation-event is generated by the PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	S-GW address for control plane (note 1)

	S-GW address for user plane (note 1)

	RAT type (note 1)

	PDN address allocation (note 1)

	PDN address information (note 1)

	Event Type 

	Event Time

	Event Date

	Correlation number

	APN (Access Point Name) (note 1)

	Bearer activation Type (default, dedicated)

	Network Element Identifier

	Location Information (E-CGI)

	Failed bearer activation reason

	IAs (if applicable)

	(Default) bearer QoS 

	AMBR

	EPS bearer id  (NSAPI)

	Protocol Configuration Options (note 1)

	Initiator

	UE IP address (note 1)

	Procedure Transaction Identifier


NOTE 1: Only in case for default bearer activation
2.3 Bearer deactivation
When a bearer deactivation is generated a bearer activation-event is generated by the S-GW/PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	MME context id (S-GW only)

	Event Type 

	Event Time

	Event Date

	Correlation number

	Bearer deactivation Type (default, dedicated)

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	EPS bearer id

	All bearers release indicator

	Initiator

	Cause (note )

	Procedure Transaction Identifier


NOTE : Cause can be present e.g. in case of inter S-GW TAU, when the new S-GW sends a bearer deactivation request to the old S-GW.
2.4 Detach

For detach a detach-event is generated. The following elements will be delivered by the MME to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	Detach initiator

	Switch off indicator

	Detach type


2.5 Bearer modification
This event will be generated if interception for a target is started and if the target has at least one bearer active. These elements will be delivered by the S-GW/PDN-GW to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	(Access Point Name)

	(PDP Type)

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	Initiator

	Bearer QoS

	EPS bearer id

	Procedure Transaction Identifier


2.6 Start of interception with active bearer
This event will be generated if interception for a target is started and if the target has at least the default bearer active. If more then one bearer is active, for each of them an event record is generated. The parameters which are defined for bearer activation (see related section) will be sent, if available, by the S-GW/PDN-GW to the DF2.
As an option, in case the event is sent due to a change of the involved S-GW, the new S-GW may provide as additional parameter, the “old location information”. However, the absence of this information does not imply that interception has not started in the old location S-GW for an active bearer.

NOTE (to be removed from the final CR): As in EPC an attached subscriber has always at least the default bearer active, an additional event sent by the MME, equivalent to the existing “start of interception with mobile station attached” sent by the SGSN, looks redundant, also considering that the MME and the S-GW are in the same network.
2.7 UE requested PDN connectivity
When a PDN connectivity is requested from the mobile an UE requested PDN connectivity event is generated by the MME. These elements will be delivered to the DF2 if available: 

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	APN

	Failed reason

	IAs (if applicable)

	PDN Address Allocation

	Protocol Configuration Options

	UE Network Capabilities

	EPS bearer identity


2.8 UE requested PDN disconnection
When a PDN disconnection is requested from the mobile an UE requested PDN disconnection event is generated by the MME. These elements will be delivered to the DF2 if available:
	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	Linked EPS bearer identity


2.9 UE requested Bearer Resource Allocation

When Bearer Resource Allocation is requested from the mobile an UE requested Bearer Resource Allocation event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	Linked EPS bearer identity

	Procedure Transaction Identifier

	QoS


2.10 UE requested Bearer Resource Release

When Bearer Resource Release is requested from the mobile an UE requested Bearer Resource Release event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	Linked EPS bearer identity

	Procedure Transaction Identifier


2.11 Tracking Area Update
For each TA update an update-event with the elements about the new location is generated. New MME shall send the event, and the old MME may optionally send the event as well. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (only for the new MME)

	Old Location Information (only for the old MME)

	IAs (if applicable)

	Failure reason


NOTE (to be removed from the final CR): Differently from what happens in 2G/3G, the old MME receives the new location information from the new MME as the complete TAU request message is included in the signaling between the new and the old MME (see section 5.3.3.1 of TS 23.401, step 4). However, it is not proposed that the old MME is required to send also the new location information.
2.12 Serving EPC System
The Serving EPC System report event is generated at the HSS, when the HSS has detected that the intercept subject has roamed. The elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving MME Address

	Serving PGW address


3 Proposal

Agree functional requirements given in this document in order to propose corresponding CRs on 33.107. 










































































































































































































































































































