3GPP TSG SA WG3 LI Meeting#28  
S3LI08_008
5th -7th Feb. 2008 

Sophia Antipolis; France
Source:

BT Group
Title:


CSCF Dynamic CC Triggering
Document for:
Discussion
Agenda Item:
 
33.107 Release 8
1 Introduction

When the original 3GPP IMS Lawful interception architecture was developed during release 5, the IMS service use cases were very tightly coupled to the GPRS/UMTS PS Domain transport bearers. Although IMS was intended to be access technology independent, there was still a fairly good and predictable relationship between the IMS and GPRS based transport domain which could be used to correlation IMS IRI with access domain CC.

In release 7 onwards, partly due to the introduction of Common IMS and partly due to the development of new more complex IMS services within 3GPP, correction between CC and IRI is becoming more difficult. In addition in some scenarios, the traditional LI CC nodes (GSNs) may no longer be able to identify target traffic which should  be intercepted, as the IP address associated with the traffic cannot be easily associated with the user identities known by the node tasked with intercepting CC. Furthermore, the number of services which require the development of service specific LI solutions is slowly increasing.

This discussion paper is intended to consider how a flexible and  interoperable approach to IMS service CC could be standardised. The concept of CC triggering has existed for a number of years but there is no standardised solution. 
2 Discussion

As outlined in the introduction to this contribution, there is an increasing requirement for a flexible and interoperable means of intercepting IMS service CC, in cases where the existing GSN type solutions are not suitable (different access technologies or GSN cannot associate the CC with the target subscriber).
At the heart of the IMS are the CSCF which in general are fully aware of target subscriber IP address, Identities and other detailed information concerned with the routing of both signalling and communication content data. This paper therefore discusses the possible creation of a CSCF based triggering interface which could be used to provide dynamic activation of CC interception functions, in a real time manner.

While there are some existing non-standardised solutions already developed by manufacturers, the architectural approach of these solutions varies and in general interworking between different vendor equipment is not possible.

Potentially this interface could also be used to activate LI across multiple network providers where the CC transport provider is a different operator from the IMS service provider. However, such a requirement has not specifically been considered sections 2.1 and  2.2. LEAs are requested to consider whether cross network border LI activation is a potential future requirement.
NOTE:- While this paper focuses on the use of the CSCF, there appears no significant reason why the same interface could not be included within an Application Server in cases where the CSCF is not able to uniquely identify the necessary parameters required to initiate the dynamic triggering of CC interception.

2.1 Architectural Approaches

This section discusses two possible architectural approaches which could be used to develop a triggering interface.
In general it is assumed that any such interface would be of a one CSCF to many CC LI nodes and not a 1 to 1 relationship between CSCF and CC LI nodes, although the 1 to 1 approach is not specifically ruled out.

At this time, no specific consideration has been given as to the protocols or message format of the interface.
2.1.1 CSCF Integrated Interface

In this approach the triggering interface would be an integral part of the CSCF.

Advantages:- 
· Minimum delay between CSCF SIP message processing and generation of CC LI triggering message.

· Doesn’t require standardisation of an external triggering message generation node.

Disadvantages:-

· May place additional load on the CSCF.

· May be difficult to implement triggering interface for existing CSCFs.

2.1.2 CSCF External Interface
In this approach the triggering interface would be provided via an external function which is not part of the CSCF. Logically, this external functional/node, would process the HI2 IRI SIP messages generated by the CSCF in order to generate the required triggering messages.
Advantages:-

· Does not place additional load on CSCF
· Triggering interface would work with pre-release 8/9 CSCFs

Disadvantages:-

· Increased delay in generation of CC LI triggering messages and therefore increase risk of CC session start being missed.
· May require CSCF to external triggering function interface to be standardised, increasing complexity of LI solution.
· External function would not be able to check for missing subscriber details or other information with the HSS. 

2.2 Generic CC Triggering Interface Requirements

This sections details some of the requirements which a dynamic triggering solution would need to address. There may be other requirements and further contributions are therefore welcomed.
2.2.1 Interface Parameters

As a minimum the following parameters would need to be passed from the CSCF to the CC LI node in order to activate or deactivate CC interception.
· Security parameters (see 2.2.2)

· Target Identity Information – IMPUs, IMPIs and other target identities which may be needed by the CC LI to identify the target.
· IP Addresses – IPv4 or IPv6 addresses associated with the target.

· Stream Information – Parameters of the target service or stream identity information which may be required by the CC LI in order to uniquely identity the media stream that it is required to intercepted.

· Correlation Numbers – Correlation Numbers which can be used by the CC LI node to allow an LEA to associate the CSCF IRI with the CC from the CC LI node.

2.2.2 Security
Potentially this interface could introduce a number of security risks and  it is therefore considered necessary to protect information passing over this interface. 
· Authentication – It must be possible for the CSCF to mutually authenticate the identity of the network node which is being requested to initiate CC LI. 
· Integrity – All messages passing between the CSCF Triggering Interface and CC LI node must be integrity protected to ensure that the content of CC LI activation or deactivation messages cannot be altered without knowledge of the CSCF or CC LI node.
· Confidentiality – All messages exchanged between the CSCF Triggering Interface and the CC LI node must be encrypted to prevent eavesdropping of the target information contained with the messages. 

In cases where the CSCF to CC LI node messages are being routed within a trusted network domain  it may be possible to lower the security requirements as some level of implicit trust and message security would already be provided.

3 Proposal & Conclusion

It is proposed that SA3-LI should accept the need for a standardised triggering interface and agree to start work on such an interface within the framework of common IMS.
In addition is it proposed that the basic concepts, architecture approach in section 2.1.1 (integrated interface) and requirements from this section 2.2,  are adopted as the starting point for further work on a triggering interface. However it is considered that this contribution is only a starting point and alternative architectural approaches or additional requirements are welcomed. 
Also, it is proposed that SA3-LI send LS to TISPAN including a copy of this contribution in order that triggering requirements from a TISPAN common IMS perspective can be included in SA3-LI’s work. In the longer term an LS should be sent to SA3 indicating that SA3-LI would like guidance on appropriate security mechanisms which should be applied to the interface. However it is proposed that the SA3 LS is sent from our SA3-LI#29 meeting in order to although a better definition of the interface requirements to be provided to SA3.
