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	FTP usage is defined in two separate annexes:

· FTP for HI2 (IRI) in A.2.2

· FTP for HI3 (CC) in C.2.2

At the same time, annex C.2.2 reads:

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams might also be delivered via a common transmission path from a MF to a LEMF.
The above quote implies that the spec should contain a separate section that explicitly defines the datails for the multiplexing, but such a definition is missing.

The spec however contains indirect, but clear indications how to multiplex the data within the same FTP file. Explanations to the Table C.1 read:

(The least significant bit that is '1' in file type 1, is reserved for indicating IRI data).

The bit 2 of the ext tells whether the CC(MO) is included in the intercepted data.

The bit 3 of the ext tells whether the CC(MT) is included in the intercepted data.

The bit 4 of the ext tells whether the intercepted data is according to a national requirement.

Therefore, the key to the file type encoding is the combination of the bit values ‘1’ in the least significant nibble. For instance, if bit 2 (CC MO) and bit 3 (CC MT) are set, then this yields ASCII value for a digit ‘6’ that stands for CC (MO&MT). This is expliciltly illustarted by Table C.1.

It is proposed to add the explicit definition to the annex C.2.2 that the filename type for multiplexed IRI+CC data is a combination of set bits. For example, if bits 1, 2 and 3 are set, then the resulting type ‘7’ indicates that the file contains IRI + CC (MO&MT).
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C.2.2
Usage of the FTP

In the packet data LI the MF acts as the FTP client and the receiving node (LEMF) acts as the FTP server . The client pushes the data to the server.

The receiving node LEMF stores the received data as files. The sending entity (MF) may buffer files.

Several smaller intercepted data units may be gathered to bigger packages prior to sending, to increase bandwidth efficiency.

The following configurable intercept data collection (= transfer package closing / file change) threshold parameters should be supported:

-
frequency of transfer, based on send timeout, e.g. X ms.

-
frequency of transfer, based on volume trigger, e.g. X octets.

There are two possible ways how the interception data may be sent from the MF to the LEMF. One way is to produce files that contain interception data only for one observed target (see: "File naming method A)"). The other way is to multiplex all the intercepted data that MF receives to the same sequence of general purpose interception files sent by the MF (see: "File naming method B)").

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams might also be delivered via a common transmission path from a MF to a LEMF. It is possible to correlate HI2 and HI3 packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams.

File naming:

The names for the files transferred to a LEA are formed according to one of the 2 available formats, depending on the delivery file strategy chosen (e.g. due to national convention or operator preference).

Either each file contains data of only one observed target (as in method A) or several targets' data is put to files common to all observed target traffic through a particular MF node (as in method B).

The maximum set of allowed characters in interception file names are "a"…"z", "A"…"Z", "-", "_", ".", and decimals "0"…"9".
File naming method A):


<LIID>_<seq>.<ext>

LIID = 
See clause 7.1.

seq = 
integer ranging between [0..2^64-1], in ASCII form (not exceeding 20 ASCII digits), identifying the sequence number for file transfer from this node per a specific target.

ext = 
ASCII integer ranging between ["1".."8"] (in hex: 31H…38H), identifying the file type. The possible file type codings for intercepted data are shown in table C.1. The types "2", "4", and "6" are reserved for the HI3 interface and type "8" is reserved for data files according to a national requirement by using the same file naming concept.

Table C.1: Possible file types

	File types that the LEA may get
	Intercepted data types

	"1"   (in binary: 0011 0001)
	IRI (see annex A.2.2)

	"2"   (in binary: 0011 0010)
	CC(MO)

	"4"   (in binary: 0011 0100)
	CC(MT)

	"6"   (in binary: 0011 0110)
	CC(MO&MT)

	"7"   (in binary: 0011 0111)
	IRI + CC(MO&MT)

	"8"   (in binary: 0011 1000)
	for national use


The least significant bit that is '1' in file type 1, is reserved for indicating IRI data and may be used for indicating that the HI2 and HI3 packet streams are delivered via a common transmission path from a MF to a LEMF .

The bit 2 of the ext tells whether the CC(MO) is included in the intercepted data.
The bit 3 of the ext tells whether the CC(MT) is included in the intercepted data.

The bit 4 of the ext tells whether the intercepted data is according to a national requirement.

Thus, for CC(MO) data, the file type is "2", for CC(MT) data "4",  for CC(MO&MT) data "6" and for "national use" data the file type is "8".
When HI2 and HI3 packet streams are delivered via a common transmission path from a MF to a LEMF, then the file type typically is "7", that indicates the presence of both the IRI and the CC(MO&MT) data.
This alternative A is used when each target's intercepted data is gathered per observed target to dedicated delivery files. This method provides the result of interception in a very refined form to the LEAs, but requires somewhat more resources in the sending node than alternative B. With this method, the data sorting and interpretation tasks of the LEMF are considerably easier to facilitate in near real time than in alternative B.

File naming method B):

The other choice is to use monolithic fixed format file names (with no trailing file type part in the file name):

           <filenamestring>   (e.g. ABXY00041014084400006)

where:

ABXY = 
Source node identifier part, used for all files by the mobile network operator "AB" from this MF node named "XY".

00 = 
year 2000

04= 
month April

10= 
day 10

14 = 
hour

08 = 
minutes

44= 
seconds

0000 = 
extension

ext = 
file type. Coding: "2" = CC(MO), "4" = CC(MT), "6" = CC(MO&MT), "8" = national use. The type "1" is reserved for IRI data files and may be used for indicating that the HI2 and HI3 packet streams are delivered via a common transmission path from a MF to a LEMF. In such case, the file type typically is "7", that indicates the presence of both the IRI and the CC(MO&MT) data.
This alternative B is used when several targets' intercepted data is gathered to common delivery files. This method does not provide the result of interception in as refined form to the LEAs as the alternative A, but it is faster in performance for the MF point of view. With this method, the MF does not need to keep many files open like in alternative A.
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