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2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
ETSI TR 101 331: "Telecommunications security; Lawful Interception (LI); requirements of Law Enforcement Agencies".

[2]
ETSI ES 201 158: "Telecommunications security; Lawful Interception (LI); Requirements for network functions".

[3]
ETSI ETR 330: "Security Techniques Advisory Group (STAG); A guide to legislative and regulatory environment".

[4]
3GPP TS 29.002: "3rd Generation Partnership Project; Technical Specification Group Core Network; Mobile Application Part (MAP) specification".

[5A]
ITU‑T Recommendation X.680: "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation".

[5B]
ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Information Object Specification".

[5C]
ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Constraint Specification".

[5D]
ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 Specifications".

[6]
ITU‑T Recommendation X.690: "ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".

NOTE 1:
It is recommended that for [5A], [5B], [5C], [5D] and [6] the 2002 specific versions should be used.

[7]
ITU‑T Recommendation X.880: "Information technology - Remote Operations: Concepts, model and notation".

[8]
ITU‑T Recommendation X.882: "Information technology - Remote Operations: OSI realizations - Remote Operations Service Element (ROSE) protocol specification".

NOTE 2:
It is recommended that for [8] the 1994 specific versions should be used.

[9]
3GPP TS 24.008: "3GPP Technical Specification Group Core Network; Mobile radio interface Layer 3 specification, Core network protocol; Stage 3".

[10]
Void.

[11]
Void.

[12]
Void.

[13]
IETF STD 9 (RFC 0959): "File Transfer Protocol (FTP)".
[14]
3GPP TS 32.215: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Telecommunication Management; Charging Management; Charging data description for the Packet Switched (PS) domain)".

[15]
IETF STD0005 (RFC 0791: "Internet Protocol".

[16]
IETF STD0007 (RFC 0793): "Transmission Control Protocol".

[17]
3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".

[18]
3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful Interception Requirements".

[19]
3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful interception architecture and functions".

[20]
3GPP TS 23.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Quality of Service QoS concepts and architecture".

[21]
Void.

[22]
Void.

[23]
ANSI/J-STD-025-A: "Lawfully Authorized Electronic Surveillance".
[24]
ETSI TS 101 671: "Handover Interface for the lawful interception of telecommunications traffic".

[25]
3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core Network; Numbering, addressing, and identification".

[26]
IETF RFC 3261: "SIP: Session Initiation Protocol".

[27]
IETF RFC 1006: "ISO Transport Service on top of the TCP".

[28]
IETF RFC 2126: "ISO Transport Service on top of TCP (ITOT)".
[29]
ITU-T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes".

[30]
ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System No.7; ISDN User Part (ISUP) version 3 for the international interface".

[31]
ETSI EN 300 403-1 (V1.3.2): "Integrated Services Digital Network (ISDN); Digital Subscriber Signalling System No. one (DSS1) protocol; Signalling network layer for circuit-mode basic call control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".

NOTE 3:
Reference [31] is specific, because ASN.1 parameter "release-Reason-Of-Intercepted-Call" has the following comment: "Release cause coded in [31] format". In case later version than the given one indicated for ISDN specification ETSI EN 300 403‑1 has modified format of the "release cause", keeping the reference version specific allows to take proper actions in later versions of this specification.

[32]
Void.

[33]
Void

[34]
ITU-T Recommendation Q.931: "ISDN user-network interface layer 3 specification for basic call control".

[35]
Void.

[36]
IETF RFC 2806: "URLs for Telephone Calls".

[37]
3GPP TS 23.032: "3rd Generation Partnership Project; Technical Specification Group Core Network; Universal Geographical Area Description (GAD)".

[38]
3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".

[39]
ISO 3166-1: "Codes for the representation of names of countries and their subdivisions - Part 1: Country codes".

[40]

3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS); Stage 2".

[41]
3GPP TS 29.234: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals: 3GPP System to Wireless Local Area Network (WLAN) interworking; Stage 3".

[42]
3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
*** First Change end***
***Second Change begin***
6.5
IRI for packet domain

The IRI will in principle be available in the following phases of a data transmission:

1.
At connection attempt when the target identity becomes active, at which time packet transmission may or may not occur (set up of a data context, target may be the originating or terminating party);

2.
At the end of a connection, when the target identity becomes inactive (removal of a data context);

3.
At certain times when relevant information are available.

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Basic data context information, for standard data transmission between two parties.

The events defined in [19] are used to generate records for the delivery via HI2.

There are several different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 6.1: Mapping between UMTS Data Events and HI2 records type
	Event
	IRI Record Type

	GPRS attach
	REPORT

	GPRS detach
	REPORT

	PDP context activation (successful)
	BEGIN

	PDP context modification
	CONTINUE

	PDP context activation (unsuccessful)
	REPORT

	Start of interception with mobile station attached (national option)
	REPORT

	Start of interception with PDP context active
	BEGIN or optionally CONTINUE 

	PDP context deactivation
	END

	Location update
	REPORT 

	SMS
	REPORT

	ServingSystem
	REPORT


A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the GSN or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 6.2: Mapping between Events information and IRI information

	parameter
	description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber).
	partyInformation (party-identiity)

	observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber).
	partyInformation (party-identity)

	observed IMEI 
	Target Identifier with the IMEI of the target subscriber (monitored subscriber)
	partyInformation (party-identity)

	observed PDP address
	PDP address used by the target..
	partyInformation

(services-data-information)

	event type
	Description which type of event is delivered: PDP Context Activation, PDP Context Deactivation,GPRS Attach, etc.
	gPRSevent

	event date
	Date of the event generation in the xGSN
	timestamp

	event time
	Time of the event generation in the xGSN
	

	access point name
	The APN of the access point
	partyInformation

(services-data-information)

	PDP type
	This field describes the PDP type as defined in TS GSM 09.60, TS GSM 04.08, TS GSM 09.02
	partyInformation

(services-data-information)

	initiator
	This field indicates whether the PDP context activation, deactivation, or modification is MS directed or network initiated.
	Initiator

	correlation number
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
	gPRSCorrelationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	location information
	When authorized, this field provides the location information of the target that is present at the SGSN at the time of event record production.
	locationOfTheTarget

	SMS
	The SMS content with header which is sent with the SMS-service
	sMS

	failed context activation reason
	This field gives information about the reason for a failed context activation of the target subscriber.
	gPRSOperationErrorCode

	failed attach reason
	This field gives information about the reason for a failed attach attempt of the target subscriber.
	gPRSOperationErrorCode

	service center address
	This field identifies the address of the relevant server within the calling (if server is originating) or called (if server is terminating) party address parameters for SMS-MO or SMS-MT.
	serviceCenterAddress

	umts QOS
	This field indicates the Quality of Service associated with the PDP Context procedure.
	qOS

	context deactivation reason
	This field gives information about the reason for context deactivation of the target subscriber.
	gPRSOperationErrorCode

	network identifier
	Operator ID plus SGSN, GGSN, or HLR address.
	networkIdentifier

	iP assignment
	Observed PDP address is statically or dynamically assigned.
	iP-assignment

	SMS originating address
	Identifies the originator of the SMS message.
	DataNodeAddress

	SMS terminating address
	Identifies the intended recipient of the SMS message.
	DataNodeAddress

	SMS initiator
	Indicates whether the SMS is MO, MT, or Undefined
	sms-initiator

	serving SGSN number
	An E.164 number of the serving SGSN.
	servingSGSN-Number

	serving SGSN address
	An IP address of the serving SGSN.
	servingSGSN-Address

	NSAPI
	Network layer Service Access Point Identifier

information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane
This is a optional parameter to help DF/MF and LEA’s to distinguish between the sending mobile access neworks when the GGSN is used as element of the PDG according TS 23.234 Annex F [42]
	nSAPI


NOTE:
LIID parameter must be present in each record sent to the LEMF.

***Second change end***

***Third change begin***
8.5
IRI for I-WLAN

The IRI will in principle be available in the following phases of a data transmission:

1.
At I-WLAN access initiation attempt, when the target identity becomes active, at which time packet transmission may or may not occur (at the set up of a I-WLAN tunnel, the target may be the originating or terminating party);

2.
At the end of a connection, when the target identity becomes inactive (removal of a I-WLAN tunnel);

3.
At certain times when relevant information are available.

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Basic data communication information, for standard data transmission between two parties.

The events defined in [19] are used to generate records for the delivery via HI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 8.1: Mapping between I-WLAN Events and HI2 records type
	Event
	IRI Record Type

	I-WLAN Access Initiation
	REPORT

	I-WLAN Access Termination
	REPORT

	I-WLAN Tunnel Establishment (successful)
	BEGIN

	I-WLAN Tunnel Establishment (unsuccessful)
	REPORT

	I-WLAN Tunnel Disconnect
	END

	Start of intercept with I-WLAN Communication Active
	BEGIN or REPORT


A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

For the event “Start of intercept with I-WLAN Communication Active” reported from a AAA server, this event is reported using a:
· REPORT record to provide an indication that I-WLAN Access Initiation event has already occurred, but there are no tunnels established yet.
· BEGIN record to provide an indication that one or more I-WLAN Tunnels are already established.

Table 8.2: Mapping between Events information and IRI information

	parameter
	description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber).
	partyInformation (partyIdentiity)

	observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber).
	partyInformation (partyIdentity)

	observed NAI 
	Target Identifier with the NAI of the target subscriber (monitored subscriber).
	partyInformation (partyIdentity)

	event type
	Description which type of event is delivered: I-WLAN Access Initiation, I-WLAN Access Termination, I-WLAN Tunnel Establishment, I-WLAN Tunnel Disconnect, Start of Intercept with I-WLAN Communication Active, etc. 
	i-WLANevent

	event date
	Date of the event generation in the PDG or AAA server.
	timestamp

	event time
	Time of the event generation in the PDG or AAA server.
	

	WLAN access point name
	The W-APN of the access point.
	partyInformation

(services-Data-Information)

	initiator
	This field indicates whether the event being reported is the result of an MS directed action or network initiated action when either one can initiate the action.  
	Initiator

	correlation number
	Unique number for each I-WLAN tunnel delivered to the LEMF, to help the LEA, to have a correlation between each I-WLAN tunnel and the IRI. 
	correlationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	WLAN UE Local IP address
	The Local IP address used by the target in a WLAN AN.
	partyInformation

(services-data-information)

	WLAN UE MAC address
	MAC Address of WLAN UE on the WLAN 
	i-WLANInformation

 (wLANMACAddress)

	WLAN Remote IP address 
	It is the IP address of the WLAN UE in the network being accessed by the WLAN UE and is used in the data packet encapsulated by the WLAN UE-initiated tunnel.  In addition, it is the source address used by applications in the WLAN UE. 
	partyInformation

(services-data-information)

	network identifier
	Operator ID plus PDG or AAA server address.
	networkIdentifier

	WLAN Operator name
	This field identifies the WLAN Operator serving the intercept subject.
	i-WLANInformation

 (wLANOperatorName)

	WLAN Location Name
	This field identifies the name of the location of the WLAN serving the subject.
	i-WLANInformation

(wLANLocationName)

	WLAN Location Information
	This field provides detailed location information about the WLAN serving the intercept subject. 
	i-WLANInformation

(wLANLocationInformation)

	NAS IP/Ipv6 address
	An IP address of the serving Network Access Server.
	i-WLANInformation

 (nasIPIPv6Address)

	visited PLMN ID
	This field identifies the visited PLMN that will either terminate or tunnel the intercept subject’s communications to the Home PLMN.
	visitedPLMNID

	session alive timer
	Thi field identifies the expected maximum duraton of the I-WLAN access being initiated. 
	i-WLANInformation

(sessionAliveTimer)

	failed access reason
	This field gives information about the reason for a failed access initiation attempt of the target subscriber.
	i-WLANOperationErrorCode

	session termination reason
	This field identifies the reason for the termination of the I-WLAN access.
	i-WLANOperationErrorCode

	failed tunnel establishment reason
	This field gives information ("Authentication failed" or Authorization failed") about the reason for a failed tunnel establishment of the target subscriber.
	i-WLANOperationErrorCode

	tunnel disconnect reason
	This field gives information about the reason for tunnel disconnect of the target subscriber. (For Further Study).
	i-WLANOperationErrorCode

	NSAPI
	Network layer Service Access Point Identifier

information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane
This is a optional parameter to help DF/MF and LEA’s to distinguish between the sending mobile access neworks when the GGSN is used as element of the PDG according TS 23.234 Annex F [42]
	nSAPI


NOTE:
LIID parameter must be present in each record sent to the LEMF.

***Third change end***
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