TISPAN WG7
TD17
Interim Drafting Meeting
Oslo, 19-21 April 2005

3GPP TSG-SA3 LI Meeting#25










SA3LI07_032 part 3

Riga, Latvia, 25 – 27 Apr. 2007

​3GPP TSG SA WG3 Security — SA3#45
S3-070122
Beijing, China, 13-16 Feb, 2007















  
Source:
Nokia, Siemens Networks, Vodafone
Title:
Existing solutions for IMS media security and their impact on lawful interception requirements
Agenda item:
6.1
Document for:
Discussion and decision
1 Introduction 

In an earlier contribution to SA3 [S3-060723], a set of 3GPP requirements on IMS media security was presented, and it was decided to include this set in a newly created TR [S3-070xxx]. These requirements included support for Lawful Interception. They are recapped in the next section. 
When starting work on possible solutions for IMS media security we noticed that the acceptability of certain types of solutions to 3GPP depended to a considerable extent on questions relating to Lawful Interception, which we felt unable to answer. In this contribution, we present examples of IMS media security solutions to explain the problems related to Lawful Interception and try to derive a list of questions from them. 
These examples were chosen because

· They are available as published standards;

· When taken together, they address a large spectrum of dependencies on LI requirements.

The selection of the examples of IMS media security solutions in this contribution does not express a preference of the authors for these solutions.

Solutions for IMS media security include, of course, solutions for key management for IMS media security.

We propose to send an LS to the LI group for guidance, based on this contribution. 

2 Lawful Interception Requirements from S3-060723 

These requirements are listed here for the convenience of the reader:

3GPP Requirements:
1. Lawful interception shall be supported.

2. The lawful interception solution shall not require the operator to reveal information to the interception agent that would allow him to intercept user communications that are outside the terms of the intercept warrant.

3. It shall not be possible for users to determine whether their communications are subject to lawful interception.

NOTE
Further study is needed on the exact requirements for lawful interception.
IETF Requirements:

4. A solution SHOULD support media recording (ffs).

5. A solution SHOULD NOT allow end users to determine whether their end-to-end interaction is subject to lawful interception (ffs).

The IETF requirements are taken from an recent IETF document [draft-wing-media-security-requirements-00] and have not been endorsed by 3GPP.
3 Examples of IMS Media Security Solutions and LI impact

For all solutions discussed here we assume that the IMS media is secured on an end-to-end basis. We acknowledge that no decision has been taken yet about the feasibility of a pure end-to-end approach. Issues with such an approach may include transcoding, cf. S3-050501.

We further assume that SRTP as specified in RFC3711 (although this has not yet been decided) is used for media protection, so the examples differ in the key management procedures. The choice of the examples does not express any preference for a particular solution or suggest that the solutions would be particularly well suited for IMS. They were merely chosen because the fundamental questions relating to LI can be well explained using these examples. 
Question 1 to LI group: We assume that there would be no requirement for operators to block any of the described or similar key establishment methods in their networks, or restrict the sale of handsets that could support these methods, because of lawful interception issues. The LI group is asked to comment on this assumption.

Furthermore, no attempt has been made to assess the "cost" of providing lawful interception in each case, or to determine which approach provides the best balance between satisfying lawful interception requirements and protecting customers against unlawful interception. These aspects need to be studied further in other contributions.  
It is noted that the media stream may follow a different path from the SIP signalling, and the IMS provider may not even be involved in any way in transporting the media. An LI agency then may need to interact with both the IMS provider and the media transport provider in order to lawfully intercept IMS media. 
Question 2 to LI group: Is the understanding of SA3 correct that the operator carrying the IMS signalling is not affected by any LI requirements relating to the media path, and vice versa?
It is also noted that the key management methods described below may also be used when only one of the involved users is an IMS user and the other is a SIP user on the Internet, hence outside the jurisdiction of an IMS operator. 

Question 3 to LI group: Do you see any fundamental difference in LI requirements on IMS operators for calls between two IMS users, and between an IMS user and a non-IMS user?

The four examples for key management selected here proceed from lower to higher difficulties for LI as shown in the following table.
	LI agency needs to: (
	Overcome key management-specific security in addition to IMS security
	Play MITM in the signaling path
	Play MITM in the 
media path

	SDES
	NO
	NO
	NO

	MIKEY / pre-shared key
	YES
	NO
	NO

	MIKEY / pk encryption
	YES
	YES 1)
	NO

	MIKEY / DH
	YES
	YES
	YES


1) for case B in section 3.3.1
In each of the following cases where MIKEY is used, we assume that it runs over the IMS control plane via the P-CSCF and S-CSCF.
3.1 Use of Security Descriptions (SDES)

SDES is specified in RFC4568. It defines a Session Description Protocol (SDP) cryptographic attribute for unicast media streams. The attribute describes a cryptographic key and other parameters that serve to configure security for a unicast media stream. RFC4568 defines how to use it for Secure Real-time Transport Protocol (SRTP) unicast media streams. The SDP crypto attribute requires the services of a data security protocol to secure the SDP message.
The big advantage of this method is that it is very simple. However, it has no inbuilt security and therefore relies on some other security protocol to provide confidentiality and integrity. In IMS from Release 6 onwards, both confidentiality and integrity are provided for SIP signaling by IMS access security and network domain security. This can protect the media encryption key providing that the endpoints trust the intermediate proxies as they can see SDES attributes in the clear. 
If SDES is used in this way, then interception of SIP signaling at any of the involved P-CSCFs or S-CSCFs using existing 3GPP LI standards will reveal the media encryption keys and associated security parameters for both directions of the communications. This information could then be used to decrypt IMS media intercepted at the SGSN or GGSN for IMS services accessed over GSM/UMTS, or at other network elements on the media plane for other types of IMS access.
Question 4 to LI group: SA3 understands that it would be sufficient for the operator to make the encrypted media stream and the key (if accessible to the operator) available to the LI agency. Otherwise, a new LI interface would need to be standardised. The LI group is asked to comment on whether this understanding is correct.
SIP signaling is typically encrypted between the UE and P-CSCF. This means that an LI agency cannot obtain the media encryption keys from a visited network which transports the media for inbound roamers that use a P-CSCF in their home network. Consequently the visited network is unable to help the LI agency decrypt the IMS media that is routed through its network. This deviates from the current situation for circuit-switched services where interception of inbound roamers can be performed without assistance from the home network. If IMS media encryption is not applied, then the visited network could provide access to the raw data intercepted at the SGSN. Isolating and decoding the content of the IMS media communications might be difficult in this case. 
Question 5 to LI group: We assume that it would be unreasonable to force 3GPP operators to deploy a model where all IMS services use a P-CSCF in the visited network for the sole purpose of facilitating lawful interception of inbound roamers. Furthermore, we also assume that it would be unreasonable, impractical and ultimately ineffective to require 3GPP operators to block access to P-CSCFs (or other similar elements) in an external network in order to facilitate lawful interception. The LI group is asked to comment on these assumptions.

3.2 Use of MIKEY with pre-shared key 
It is described in section 3.1 of RFC3830 how MIKEY messages are secured using keys pre-shared between the endpoints. It is also conceivable, although not specified in RFC3830, that MIKEY messages are secured hop-by-hop by pre-shared keys between the endpoint and some intermediate point. We consider each of these approaches in the following subsections. 
3.2.1 Pre-shared key between end points

The ability to perform interception depends on how the end-to-end key is established. We assume that it is established by the end users without any assistance from the involved operators. If this is the case then the involved operators have no reasonable way in which to provide the key to an LI agency. The involved operators could in principle try to block this type of key establishment, but we believe that this would be unreasonable, impractical and ultimately ineffective.
Question 6 to LI group: We assume that there would be no requirement on operators to block pre-shared key MIKEY or similar key establishment methods in their networks, or restrict the sale of handsets that could support pre-shared key MIKEY or similar methods, because of lawful interception issues, in case the pre-shared key is established by the end users without any assistance from the involved operators. We further assume that any assistance by the operator to set up the pre-shared key between end users may constitute a requirement on the operator to provide this pre-shared key to the LI agency. The LI group is asked to comment on these assumptions.
A variation on this scheme would be to use a publicly known pre-shared key. Interception could then be performed by intercepting the MIKEY messages at the P-CSCF or S-CSCFs and the scheme would have the same LI characteristics and issues as the use of SDES described in 3.1. This approach would offer no security advantage over the SDES scheme in section 3.1, but might offer other non-security advantages. 

3.2.2 Pre-shared key between intermediaries 

If all or some of the involved P-CSCFs and S-CSCFs act as intermediaries, then this case has the same LI characteristics and issues as the use of SDES described in 3.1. In particular, if all intermediaries are located in the home network then a visited network cannot assist in providing the media keys to the LI agency.
3.3 Use of MIKEY with public-key encryption
3.3.1 RSA method in RFC3830

It is described in section 3.2 of RFC3830 how MIKEY messages can be secured using a public encryption key of the responding endpoint and a signature key of the initiating endpoint. 

There are four cases regarding how the operators can get involved in the provision of certificates for their users for use in this variant of MIKEY:

Case A) The users use CAs that are outside the operator's control. Then the operator has no reasonable way to assist with interception.

Case B) The involved operators provide certificates for their users for use in this variant of MIKEY, but have no access to the private keys. Then the operators could facilitate lawful interception based on a man-in-the-middle attack on the MIKEY exchange. The attack would proceed as follows: 
Step 1: Initiator obtains responder's certificate

Here the initiator would need to be provided by the operator with a "fake" certificate which has the identity of the responder, but the public encryption key of the MITM. 
Step 2: Initiator and responder run MIKEY protocol

	Initiator
	
	Man-in-the-middle
	
	Responder

	Generate MIKEY envelope key

Encrypt envelope key using "responder" public key 

Sign result and other information with initiator private key and send to responder together with the initiator certificate 
	(
	Decrypt envelope key, re-encrypt using responder public key

Sign result and other information with MITM private key and send to responder

Substitute initiator certificate with "fake" certificate which has identity of initiator but public key of MITM
	(
	Verify "fake" initiator certificate

Verify signature on message from "initiator"

Decrypt envelope key

	Acknowledgement
	(
	Acknowledgement
	(
	Acknowledgement


Observations:
· The MITM knows the MIKEY envelope key and can thus generate the keys to decrypt the media stream.

· The LI agency, or the operator acting on its behalf, need only act as a man-in-the-middle in the MIKEY exchange. It does not need to act as a man-in-the-middle on the media stream.

· The IMS operators of both endpoints need to assist in the interception. If only one operator assists, then interception is not possible.  
Case C) The involved operators provide certificates for their users for use in this variant of MIKEY, and have access to the private keys. Then the operator of the responder could facilitate lawful interception by providing the private decryption key of the responder and access to the encrypted MIKEY exchange.

Case D) The involved users could use self-signed certificates. Interception could then be performed by acting as a man-in-the-middle in the MIKEY exchange at the P-CSCF or S-CSCFs. The scheme would offer a slight security advantage over the use of SDES or MIKEY with a known pre-shared key, at the expense of more complicated lawful interception.
3.3.2 Reverse mode RSA method in RFC4738

One issue with the RSA method in RFC3830 is that the initiator needs to fetch the responder's certificate before running the MIKEY protocol. This adds an extra round trip which delays session establishment. To combat this, an alternative "reverse mode" of the MIKEY RSA method is defined in RFC4738 where the responder sends the envelope key encrypted with the initiator’s public key.
Quite similar considerations as in section 3.3.1 apply. 
Question 7 to LI group: What is the acceptability of the MIKEY RSA method (both variants) in RFC3830 from an LI point of view? In particular, how significant is the requirement that, for case B, the IMS operators of both endpoints need to assist in the interception, and that, for case C, the assistance of the IMS operator of the responder is required?
3.4 Use of MIKEY with Diffie-Hellman key exchange
It is described in section 3.3 of RFC3830 how MIKEY establishes media encryption keys based on a Diffie-Hellman (DH) key exchange. The DH values are authenticated using digital signatures. They may also be authenticated using HMAC with symmetric keys according to RFC4650. The signature keys or symmetric keys may be obtained by the endpoints with or without the assistance of the operator. The endpoints may also use DH with self-signed certificates, or the DH HMAC variant with a publicly known pre-shared key, and rely on IMS control plane security to authenticate the DH values.
3.4.1 DH with digital signatures 

If the involved operators provide certificates for their users for use in this variant of MIKEY, or if self-signed certificates are used, then the operators could facilitate lawful interception based on a man-in-the-middle attack on the MIKEY exchange. The attack would proceed as follows: 

	Initiator
	
	Man-in-the-middle
	
	Responder

	Generate gx, add initiator certificate and other info, sign with initiator private key and send result to responder

	(
	Generate ga, add "fake" initiator certificate, which has identity of initiator but public key of MITM, sign with MITM private key and send result to responder


	(
	Verify "fake" initiator certificate

Verify signature on message from "initiator"

Generate gy, add responder certificate, ga and other info, sign with responder private key and send result to initiator

Generate (ga)y

	Verify "fake" responder certificate

Verify signature on message from "responder"

Generate (gb)x 
	(
	Generate gb, add "fake" responder certificate, which has identity of responder but public key of MITM, sign with MITM private key and send result to initiator

Generate (gx)b
Generate (gy)a
	(
	


Observations:

· The MITM shares a different DH secret key with the initiator and the responder and thus the LI agency, or the operator acting on its behalf, can intercept IMS media by acting as a man-in-the-middle in both the MIKEY exchange and the media stream.

· Unless self-signed certificates are used the IMS operators of both endpoints need to assist in the interception. If only one operator assists in this case, then interception is not possible. When self-signed certificates are used, no operator-assistance regarding certificates is required.
· If the users use CAs that are outside the operator's control, then the operator has no reasonable way to assist with interception.

Question 8 to LI group: What is the acceptability of the MIKEY Diffie-Hellman method with digital signatures from an LI point of view? In particular, how significant is the requirement that the IMS operators of both endpoints need to assist in the interception, and the requirement that the LI agency, or an operator acting on its behalf, must play man-in-the-middle in both the signaling and the media path.
3.4.2 
DH with HMAC authentication 

This approach could make use of a pre-shared HMAC key agreed out of band by the end users, or could involve running the HMAC authentication between the end users and intermediaries. Furthermore, a publicly known pre-shared HMAC key could be used. This case does not generate any new questions to the LI group not yet raised with the previous examples, so we do not discuss it here any further.
4 A possible approach to IMS media security
The next steps depend on the answers from the LI group, but one possible approach is as follows:

· Introduce a simple "LI friendly" mechanism which 
· offers an adequate baseline level of security for users who trust the involved IMS operators. 
· shows that IMS provides an added value to users (needs to verified for relevant scenarios).

· SDES protected using IMS control plane security and network domain security seems like a good candidate for such a simple LI friendly mechanism, but others may be suitable as well. 
· Develop the IMS media security standard such that it does not prevent (and maybe even facilitates) end users providing their own additional end-to-end security if needed.
· Introduce additional IETF-compliant methods later which offer enhanced user security with perhaps more limited LI support than the baseline mechanism (providing LI regulations permit this).
· Do not introduce key management approaches which are especially designed to facilitate lawful interception (i.e. key escrow/recover schemes).

Question 9 to LI group: Do you have any comments on this approach?
5 Proposal

It is proposed to send an LS to the LI group based on the material in this contribution in order to gain a better understanding about the constraints on the solution space for IMS media security resulting from Lawful Interception requirements. 






















































