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Summary

At the October 2006 SA3-LI meeting, the Action Point (AP) 06_17 was given to CIU to clarify the Media Gateway (MGW) issue with respect to the interception of Virtual Call Continuity (VCC) supported calls.  This contribution updates contribution SA3LI06100 by including the requested information.  

1. Introduction

At the June 2006 SA3-LI meeting, the Action Point (AP) 06_04 was given to LEA members to bring in requirements for the interception of Virtual Call Continuity (VCC).  Contribution SA3LI06100 provides these requirements which are based on the more general and common requirements for LI as described in TS 101 331.  This contribution addresses AP 06_17 which requested clarification on the issues with respect to the Media Gateway and VCC.
VCC allows users to “seamlessly” switch access connections to the network while maintaining their voice call.  It allows switching from a circuit based access to a packet based access as well as one type of packet access (e.g., UMTS) to another e.g., WLAN.

2. Requirements

The common requirement for interception is to get the content of communication and to get the interception related information. The requirements are a national issue.

From an LI perspective, the interception of VCC service should occur in a seamless manner for the LEA as well.  The requirements provided below are intended to assist the LEA in such a seamless transition.

1. LEAs need access to both IRI and CC, if available in the network, during both pre-transition and post transition.  Currently some scenarios (e.g., Figure 6.4.1.3.1 of TS 23.206) are not fully covered by the current LI architecture.  For example, it does not appear that interception of CC will occur in the home network for the segment from the CS network to the PS network via the Media Gateway (MGW).  Additional Details are provided in Appendix A.
2. LEAs need the ability to correlate IRI and CC during both pre-transition phase and post-transition phase.  During the establishment of a call that may be affected by VCC, it is not clear how correlation will occur with the DTF changing acting as a B2BUA.
3. LEAs need the ability to correlate the pre-transition IRI to the post transition IRI for call related IRI. The Re-Invite Message (from the DTF) in 24.206 does not appear to have information that would correlate the pre-transition and post transition calls.  (See Call Flows in Appendix A of 24.206)
4. LEAs need the ability to correlate the pre-transition CC to the post transition CC for call related CC. 
5. If multiple calls associated with the target are transitioned, then the above should apply to each call.

6. Changes in supplementary services/service state information as a result of the transition should be reported (e.g., a previously held call is no longer held).

7. LEAs need to be notified when the VCC user roams out of the served carrier’s network (via Serving System) or a VCC transition occurs between the served carrier’s network and another visited network.  For example, if while on a call, a VCC user on a packet network using transitions to a visited circuit network and registers to the home network, this event should be reported via a Serving System event.  
3. Recommendation
It is recommended that SA3-LI develop an interception solution for VCC that meets the above requirements and reflect the solution in 3GPP TS 33.107 and 33.108 as appropriate.

Appendix A – Media Gateway/VCC Issues

Figure 6.4.1.3-1 (also shown in this contribution) shows a pre-transition and post-transition VCC call from a CS network entering the “IMS” packet network.  Assume that everything within the red circle is part of the Home IMS network.  Assume that the CS doamin is a visited network which may for the following case is not subject to a lawful interception order.  Assume that there is a lawful interception order for user A in the home network.  

The signaling for both pre-transition and post transition VCC calls are handled at the CSCF.  Therefore the IRI can be captured and reported via the CSCF in the IMS network.

The CC passes from the CS network via the GMSC to the packet network via the MG.  As mentioned previously, if interception is active in the home network (for user A) being performed in the home network, it is not clear that CC will be intercepted in the MG if the MG is part of the “packet network provider”.  This is a scenario of a user using a circuit switched access to access and receive services from a packet based IMS network.  We have not addressed this case in 33.107.  For example, there is no interception being mentioned for a MG in Section 4 of 33.107 in Figure 1b.  This is a problem of CC interception in the packet network particularly for VCC.
Figure 6.4.1.3-2 shows a similar problem to 6.4.1.3-1.  

Excerpt from 3GPP TS 23.206:
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Figure 6.4.1.3-1: U-Plane path between VCC UE and IMS UE
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Figure 6.4.1.3-2: U-Plane path between VCC UE and CS UE / PSTN
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