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1. Introduction

SA3-LI has received a LS from SA2 in tdoc SA3LI07_003, which provides short summary of the architectural choices taken in SA2 for direct tunnel functionality, which is an optional functionality in Iu mode that allows the SGSN to establish direct user plane tunnel between RAN and GGSN within the PS domain. One of the options foreseen by SA2 seems to show major problems in fulfilling standard LI service requirements from confidentiality point of view and should be discussed in SA3-LI.
2. Discussion

As stated in the mentioned LS from SA2, 

“User-plane LI in a Direct Tunnel enabled network has been discussed by SA2. The conclusion is that an operator shall be able to choose how non-roaming traffic is intercepted. It is intercepted in the GGSN and/or in the SGSN. Interception in the SGSN includes a fallback from direct tunnel to two-tunnel. SA2 understand all approaches are feasible. The usage of the option depends on LI requirements and national/regional regulations”

In order to have interception of CC in the SGSN for non-roaming traffic, while direct tunnel is active, the following is needed:

1. At PDP context activation, the SGSN shall check whether the subscriber is a target for interception or not: in the former case, no direct tunnel shall be setup but the normal two tunnel configuration shall be used. 
2. If LI is activated in the SGSN for a subscriber who has an already active PDP context with direct tunnel, the SGSN shall update the tunnel configuration and fallback to two tunnels by updating the PDP context, which implies signaling between the SGSN and the GGSN.

Both actions violate the LI service requirements given in TS 33.106. Just as an example, section 5.2.2.2 states that “Lawful interception shall not alter the standard function of 3GMS network elements.”.

So, while the two solutions are of course both technically feasible, the option to have LI of CC in the SGSN could create legal problems in several countries and this should be taken in account when specifying a standard solution.
3. Conclusion


The following is proposed.
1. To discuss the issue in SA3-LI

2. Based on the outcome, to agree a CR on TS 33.107 to specify LI for direct tunnel
3. If seen needed, to send a reply LS to SA2 highlighting the SA3-LI concern on the “LI in SGSN option” for non-roaming case when direct tunnel is used..
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