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Discussion:

The MBMS service provides video or similar streamed services via either point to point multicast or cell broadcast mechanisms between an operator content server (BM-SC) and UEs. 

In the general broadcast case the UE will listen to a cell broadcast channel in IDLE mode and therefore it is not possible to identify whether or not a UE received a particular broadcast. In some cases the broadcast could be encrypted by a single DRM key which the UE would receive in advance but against the broadcast is received in IDLE mode so from an LI perspective you cannot tell if the user actually received the broadcast even if they have the key.

MBMS may be used over any access technology, like UMTS/GSM, I-WLAN, NGN, etc. The following description is a mere example of MBMS over UMTS. Therefore, the example holds for MBMS over other technologies where respective ICE should be considered.

For Multicast MBMS services, the content  is provided to the UE over secure communication tunnels. The following figure illustrates the release 6 case of a UE receiving an MBMS service over the PS-domain, although in theory this could be I-WLAN or an NGN network in future.

A detailed description of the MBMS service can be found in TS 23.246 (MBMS 23.246 stage 2)
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Figure 1:- MBMS Reference Architecture (from 23.246)

MBMS service activation implies the following steps (TS 33.246):

· BM-SC announces the service to the users in question.

· MBMS User Key (MUK) and MBMS Request Key are derived. This procedure uses plain text message exchange, but only UE, BSF, HSS and NAF can derive secret keys from the exchanged public keys. This is based on UMTS AKA procedures (TS 33.220).

· UE and BM-SC mutual authentication (RFC 2617) and later UE Authorization takes place.

· MBMS Service Key (MSK) is delivered to UE (RFC 3830). This is encrypted message that uses MUK.

· MBMS Traffic Key (MTK) is delivered to UE (RFC 3830). This is encrypted message that uses MSK.

· MBMS data is delivered to UE. This is encrypted communication that uses MTK.

Therefore, intercepting GSNs (PDG, etc.) cannot decrypt either MBMS payload, or key exchange signalling messages. One needs to know MUK in order to find out what are MSK and MTK values. Once MTK key is known, it is relatively straightforward to decrypt MBMS payload.

Any LI solution should address MBMS key delivery (IRI) and MBMS CC delivery separately. 

Three network elements look appropriate to extract MUK and deliver it to LEMF. These are HSS (HLR), BSF and BM-SC. HSS already has certain LI capability, but putting additional load on HSS does not look attractive. Currently BM-SC does not have LI capability and adding it to new network element. In order to simply MBMS LI implementation, it is no necessary to add LI capability to BSF. As some materials of MBMS key delivery in BSF can also be obtained from HSS (HLR) or BM-SC.

Concerning CC delivery, LEMF will get encrypted MBMS data within CC stream intercepted at a GSN in the PS domain case, PDG in I-WLAN case, etc. Only BM-SC (or content provider) can deliver MBMS data in plain text to LEMF. This option however would require that the BM-SC be added to our LI architecture as a network element which may have considerable impact on existing specifications. Besides, and more importantly LEMF will be getting the same data twice: in encrypted format – from GSN (PDG, etc.) and in unencrypted format – from BM-SC.

Potential Solution:

The following solution is proposed for the multicast case only. LI solutions for broadcast scenarios are considered for further study, except that in this solution the BM-SC could send subscription information as IRI for broadcast service where the target subscriber needs to request a key to decode the broadcast. All other broadcast MBMS scenarios for further study. The solution assumes that both MBMS domain elements namely the BM-SC and the underlying access bearers LI solutions (eg SGSN or PDG) will be used to provide a complete LI solution while minimising the impact on exist release 6 solutions.

In addition the solution introduces the concept of an LEA UE which would receive a copy of the MBMS stream of the 3G RAN, and provide it to the LEMF locally rather than via the 3GPP core network.

1. BM-SC operator notify LEA to which services LI target has subscribed by sending IRI report records from the BM-SC to the LEMF. IRI data contains the target's requests to subscribe or de-subscribe to certain services, so that LEMF gets IDs of these services.  Note:- Once LI target has roamed out of the warrant’s jurisdiction LEMF may still receive IRI. This needs further study.

2. MBMS Session establishment and control messages such as  Create/Update/Delete MBMS Context, MBMS Session Start/Stop and MBMS Registration procedures [3GPP TS 29.060] shall be intercepted by the transport domain ICEs eg SGSN or PDG, etc. 

3. LEA UE must subscribe to the same services as LI target did. Hence, LEMF will get exactly the same signalling messages and MBMS payload as the target does. All these will be in plain text at LEA’s UE. 

4. MBMS CC data is intercepted at target’s MBMS Context eg by SGSN or PDG. The MBMS CC will in general be encrypted. Apart from actual CC the encrypted intercepted data will contain signalling, or control plane messages. However, as it is illustrated in step 3 above, LEMF will get all this data in plain text. As long as MBMS data is flowing through MBMS context, which is different from eg PGP context, it seems possible not to copy encrypted CC data to LEMF at all. FFS.
5. BM-SC receives SGSN’s RAI and possibly CGI/SAI with MBMS Authorization Request message [3GPP TS 23.234, TS 29.061]. Therefore, BM-SC can compare warrant RAI with target UE’s RAI and optionally the BM-SC must stop sending IRI to LEMF if the target moves outside of the warrant jurisdiction. Eg target roams onto an SGSN (new RAI) outside of the home network (old RAI).

One of the main advantages of such a solution is achieved in case when multiple LI targets watch the same MBMS data. In such case LEMF gets huge MBMS data only once (in addition to encrypted copies supplied by the GSN (PDG, etc.) for each target intercepted). 

Advantage:- This looks to be quite simple, cheap and resource efficient solution which requires minimal changes to the existing MBMS architecture and LEMF implementations. With the proposed solution LEMF does not have to implement cryptographic algorithms for decrypting MBMS CC intercepted at SGSN/PDG, etc.

Requirements for LI system:- Requires enhancements to LEMF equipment and inclusion of receiving mobile and or USIM.

Proposal:-

It is proposed that SA3-LI adopt the above solution as the working assumption for MBMS multicast services and subscription based broadcast services (subscription related IRI support only for broadcast services) and that this contribution is used as the basis for standardisation of MBMS solutions in 33.107 & 108 for release 7.
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