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Summary

This contribution discusses gaps in the lawful interception solutions developed thus far in 3GPP SA3-LI based on LE needs.    It is intended that this paper will be an aid to SA3-LI in further improving the specifications by addressing these gaps in the course of their work.  
1 Introduction
While reviewing the lawful interception solutions developed in 3GPP SA3-LI, some gaps still exist between what law enforcement needs and what has been developed.  This does not detract from some very useful capabilities that had been developed.  This paper takes a first attempt at identifying these gaps.

2 Identification and Discussion of Gaps
2.1 WLAN
A) Interception of WLAN communications in the visited network

The current Wireless LAN Interworking interception solution addresses interception at the PDG and the AAA servers.  However, if a lawful interception order is being implemented in a visited network, access to IRI and CC from the visited network is also important. There are some WLAN architectural scenarios where a Wireless Access Gateway (WAG) is present in the visited network, but not the PDG (e.g., see Figure 6.2a of 3GPP TS 23.234 as excerpted herein below).  Thus, the group should consider how IRI and CC is intercepted in this case.  At first glance it appears that IRI can be intercepted in the AAA proxy server.   For CC, the only location appears to be the WAG.  It is recognized that the WAG may not necessarily have access to the unencrypted communications.  However, if this is the only access that is available in certain scenarios, then a means of intercepting in the visited network needs to be supported even if it means intercepting and delivering encrypted communications.
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NOTE:
The shaded area refers to WLAN 3GPP IP Access functionality.
Figure 6.2a: Roaming reference model - 3GPP PS based services provided via the 3GPP Home Network

B) SMS Interception for WLAN

The current approach for intercepting SMS in the WLAN is one where SMS (both SMS IRI and SMS CC) is intercepted and reported as part of a general WLAN CC interception.  This is a problematic solution where the lawful authorization or warrant is only for IRI and not for CC.  A complete solution is needed for interception of SMS (only SMS IRI is intercepted or both SMS IRI and SMS CC are intercepted).   Note that 3GPP TS 23.234 (WLAN) refers to 3GP TS 23.204 for the SMS over generic access network.  3GPP TS 23.204 prescribes the encapsulation of the SMS messages within the body of the “IMS Messages” (i.e., in SIP messages).  Thus SIP messages that carry the SMS information.  The LI solution must ensure that for IRI only intercepts that the SMS IRI is delivered (i.e., no SMS CC is delivered). 

Clause 7.5 of TS 33.108 describes the handling of SIP message bodies for IRI and CC, especially for SDP.  Consideration may need to be given for how encapsulated SMS messages are handled and reported.

The following is an excerpt from Clause 5.1 of 3GPP TS 23.204.
Figure 5.1 below shows the overall architecture for providing SMS over a generic IP CAN.
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Figure 5.1: Architecture for providing SMS over a generic IP-CAN

2.2 Interception of CC for VoIP calls

Interception of CC for most cases and scenarios for VoIP calls is addressed in the current interception specifications.  However, the following additional scenarios are not addressed.

A) When the target is in a visited network, the GGSN and P-CSCF are in a visited network, and the call completes to a user (associate) in the home network (see Figure 1 below), where is CC for the VoIP call intercepted? 

Interception for VoIP calls currently presume that access to CC is gained either in the SGSN (required) or GGSN (optionally).  When the call is routed to the home network and is handled by the S-CSCF in the home network which completes the call to a user in the home network, how and where is the CC intercepted and reported to the LEA?  It appears that this scenario would evade interception of CC.  A means of intercepting CC for this case needs to be supported.
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Figure 1 - Scenario for CC Interception for VoIP Calls (User A – Visited Network, User B, Home Network)
B) The target is in a visited network, the GGSN and P-CSCF are in visited network, and the call completes to a user (associate) in the PSTN (or CS network) via a Media Gateway Controller (MGC) or Media Gateway (MG) in home network (see Figure 2 below).  Where is CC for the VoIP call intercepted? 

The scenario is similar to the Case A above.  In this case, while it may be possible to intercept the CC at the MG in the Home network, interception at the MG is not currently part of the interception architecture although the MG is part of the general IMS architecture of 3GPP.  It appears that this scenario would evade interception of CC.    A means of intercepting CC for this case needs to be supported.
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Figure 2 - Scenario for CC Interception for VoIP Calls (User A - Visited Network, User B – PSTN)
C) Target has a call forwarding service which forwards the call to another user and interception of the forwarded call is authorized for the LEA, where is CC for the forwarded VoIP call intercepted?
Interception for VoIP calls currently presume access to CC is gained either in the SGSN (required) or GGSN (optionally).  When the call is forwarded by the home network and CC is handled by the home network which completes the call to a user in the home network or elsewhere, how and where is the CC intercepted and reported to the LEA (see Figure 3 below)?  It appears that this scenario would evade interception of CC.  A means of intercepting CC for this case needs to be supported.
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Figure 3 - Scenario for CC Interception for VoIP Calls (User B - Visited Network, User C – PSTN)
2.3 MMS

The architecture for the Multimedia Messaging Service (MMS) is described in 3GPP TS 23.140.  The following is general architecture diagram from 23.140.  The user (via a UE) signals to the MMS relay/server (a key part of the 3GPP MMS architecture) its desire to send an MMS and provides information pertinent to the MMS for the relay to handle/route the request to the desired destination.  Information regarding the destination address(es), the source address, the earliest delivery time, priority, etc., along with the actual message itself is provided to the MMS relay/server.  

The current approach for interception of Multimedia Messaging Service (MMS) is one where MMS (both IRI and CC aspects of MMS) is intercepted and reported as part of a general access network CC interception.  This is a problematic solution where the lawful authorization or warrant is only for IRI and not for CC.   A solution is needed for interception of MMS where only IRI is authorized to be intercepted as well as the case where both IRI and CC are authorized.  One possible approach to consider is one where information from the MMS relay/server sends a copy of the MMS to a MF/DF and the MF/DF formats the IRI for delivery to the LEA.
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Figure 3: MMS Reference Architecture

3 Recommendation
It is recommended that SA3-LI address and resolve these gaps during the further development of the lawful interception specifications. 
4 Excerpts from Relevant 3GPP Specs.

4.1 Excerpts from 23.204

4.1.1 Section 5.1

  5.1
Reference architecture

Figure 5.1 below shows the overall architecture for providing SMS over a generic IP CAN.
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Figure 5.1: Architecture for providing SMS over a generic IP-CAN

4.1.2 Section 5.3.1

     5.3.1
IP-Short-Message-Gateway (IP-SM-GW)

The IP-SM-GW shall provide the protocol interworking for delivery of the short message between the IP-based UE and the SMSC. The message is routed to the SMSC for delivery to the SMS-based user or the message is received from the SMSC of an SMS-based UE for delivery to an IP-based UE.

The general functions of the IP-SM-GW are:

-
to connect to the GMSC using established MAP protocols, appearing to the GMSC as an MSC or SGSN using the E or Gd interfaces;

-
to respond to Send Routeing Information for Short Message requests made by the SMS-GMSC, and forwarded from the HSS, with its own address; 

Editor's Note:
The functionality (correlation identifier for correlating an SRI for SM, Forward SM, and SMSIP registration) and forwarding or SRI for SM) is the similar to that defined in the MT SMS WID in CT4 currently in TR 23.840 – a formal reference will be necessary.

-
to connect to the SMS-IWMSC using established MAP protocols, appearing to the SMS-IWMSC as an MSC or SGSN using the E or Gd interfaces;

-
to connect to the HSS using established MAP protocols;
Note: The IP-SM-GW may not support all of the functionality defined in MAP in 3GPP TS 29.002 [6].
-
to acquire and maintain knowledge of the association between the MSISDN, IMSI and the IP address of the terminal;

-
to check that it has a valid address in SMS for the sender as well as the recipient when receiving an IMS message for an SMS user. The IP-SM-GW shall obtain a valid address for both from the SIP headers of the IMS message (e.g. the sender would be identified in the asserted id in form of TEL URI). 
- 
for terminating procedures, to map the recipient’s address from an MSISDN/IMSI to TEL URI format when receiving an SMS for an IP-based UE, and then it is the responsibility of the IMS core to perform any further mapping towards a SIP URI as required.

-
to act as an Application Server towards the IMS core.
-
to perform domain selection to choose the appropriate domain to deliver a message to a recipient and to obtain the MSC and/or SGSN addresses from the HSS.
The additional functions of the IP-SM-GW when interworking is done by carrying encapsulated SMS messages in IMS messages are:

-
to communicate with the UE using IMS messaging as transport while maintaining the format and functionality of the SMS message;
-
to carry the SMS status messages as encapsulated bodies of IMS messages;
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