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Summary

At the April 2006 SA3-LI meeting, there was an issue regarding the type of correlation number parameter encoding to be used for WLAN Interworking.  This contribution identifies the two possibilities, shows changes needed to the working document for the two possibilities and recommends the group to choose one of the alternatives.  

1. Introduction

At the April 2006 meeting, during the review of the WLAN Interworking working document for changes to 3GPP TS 33.108, an issue was identified regarding the parameter to be used to encode the correlation number information.

It was noted that the group could use either the format originally defined in 33.108 for the PS domain which is a parameter called GPRSCorrelationNumber.  It was noted that since this parameter was originally defined, a new and more comprehensive parameter called CorrelationValues has been defined.  This new CorrelationValues parameter has been used to address IMS correlation.   
The group needs to decide which parameter should be used for I-WLAN.  This is the last open issue associated with the I-WLAN working document.
2. Discussion

The original GPRS Correlation Number parameter is defined in 33.108 as follows:
GPRSCorrelationNumber ::= OCTET STRING (SIZE(8..20))
The new generic correlation Values Parameter is defined in 33.108 as follows:

CorrelationValues ::= CHOICE {



iri-to-CC 
[0]

IRI-to-CC-Correlation, -- correlates IRI to Content(s)



iri-to-iri
[1]

IRI-to-IRI-Correlation, -- correlates IRI to IRI 



both-IRI-CC
[2]

SEQUENCE { -- correlates IRI to IRI and IRI to Content(s)









iri-CC
[0]
IRI-to-CC-Correlation,









iri-IRI
[1]
IRI-to-IRI-Correlation}

}

IRI-to-CC-Correlation ::= SEQUENCE { -- correlates IRI to Content




cc 

[0] SET OF 
OCTET STRING,-- correlates IRI to multiple CCs




iri 
[1] 

OCTET STRING OPTIONAL 










-- correlates IRI to CC with signaling

}

IRI-to-IRI-Correlation ::= OCTET STRING -- correlates IRI to IRI

We can choose either parameter and technically it should work for I-WLAN.  The older parameter is simpler in format, but less flexible in allowing various types of correlations.  The new parameter is more sophisticated (thus more complex) and more flexible in allowing various types of correlations.  

3. Proposal
It is proposed that one of the above approaches be adopted.  As a straw proposal, it is suggested that the new parameter be considered.

If the old parameter is adopted, it is proposed that the green highlighted changes (at a minimum) shown in Section 3.1 of this contribution be incorporated.  
If the new parameter is selected, then it is recommended that all of the changes shown in Section 3.1 of this contribution be incorporated into the working document.

3.1 Specific Text Changes to the working document
8.6
CC for I-WLAN

The interface protocols and data structures defined in Annex B.8, Annex C, and Annex G of this specification are applicable to the delivery of the intercepted CC for I-WLAN over the I-WLAN HI3 PS interface as described in this Clause.  The availability of relevant intercepted information will affect the population of the parameters.  

There are two possible methods for delivery of content of communication to the LEMF standardized in this document:

-
I-WLAN LI Correlation Header (ILIC) and UDP/TCP

-
FTP
Clause 8.6.1 describes the use of the ILIC header for delivery of CC to the LEMF while Claue 8.6.2 describes the use of FTP for delivery of CC to the LEMF.  In addition, Annex G can be used with the interpretation that the “GLIC” identified therein should be interpreted as the ILIC header defined in 8.6.1.
8.6.1
I-WLAN LI correlation header
8.6.1.1
Introduction

The header and the payload of the communication between the intercepted subscriber and the other party (later called: Payload Information Element) is duplicated. A new header (later called: ILIC-Header) is added before it is sent to LEMF.

8.6.1.2 
ILIC Header Details

Data packets with the ILIC header shall be sent to the LEA via UDP/IP or TCP/IP.

ILIC-header is defined in ASN.1 [5] (see annex B.8) and is encoded according to BER [6]. It contains the following attributes:

-
Object Identifier (hi3wlanDomainId)

-
ILIC header ASN.1 version (version).

-
lawful interception identifier (lIID, optional)
sending of lawful interception identifier is application dependant; it is done according to national requirements.

-
correlation number (correlation-Number). As defined in clause 8.1.3

-
time stamp (timeStamp, optional), 
sending of time stamp is application dependant; it is done according to national requirements.

-
sequence number (sequence-number). Sequence Number is an increasing sequence number for tunneled T-PDUs. Handling of sequence number is application dependent; it is done according to national requirements (e.g. unique sequence number per I-WLAN Tunnel).

-
TPDU direction (t-PDU-direction) 
indicates the direction of the T-PDU (from the target or to the target).

-
National parameters (nationalParameters, optional)
this parameter is encoded according to national requirements

-
ICE type (ice-type, optional)
indicates whether the T-PDU was intercepted (e.g., in the PDG). This parameter is needed only in case the PDG and another ICE use the same Delivery Function/Mediation Function for the delivery of Content of Communication.

The ILIC header is followed by a subsequent payload information element. Only one payload information element is allowed in a single ILIC message (see annex B.8).

The payload information element contains the header and the payload of the communication between the intercepted subscriber and the other party.

8.6.1.4
Exceptional procedure

With ILIC over UDP: the delivering node doesn't take care about any problems at LEMF.

With ILIC over TCP: TCP tries to establish a connection to LEMF and resending (buffering in the sending node) of packets is also supported by TCP.

In both cases it might happen that content of communication gets lost (in case the LEMF or the transit network between MF and LEMF is down for a long time).

8.6.1.5
Other considerations

The use of IPsec for this interface is recommended.

The required functions in LEMF are:

-
Collecting and storing of the incoming packets inline with the sequence numbers.

-
Correlating of CC to IRI with the use of the correlation number in the ILIC header.

8.6.2 FTP
8.6.2.1 Introduction

The text contained in Annex C.2 of this standard shall apply to I-WLAN for FTP delivery with the exception of Clause C.2.4.1.  For I-WLAN, the contents fo C.2.4.1 shall be replaced with the contents of 8.6.2.2.
8.6.2.2 I-WLAN Specific Details
The logical contents of the I-WLAN CC-header is described here.

I-WLNA-CC-header = (Version, HeaderLength, PayloadLength, PayloadType, PayloadTimeStamp, PayloadDirection, CCSeqNumber, CorrelationNumber, LIID, PrivateExtension).

The Information Element CorrelationNumber forms the means to correlate the IRI and CC of the communication session intercepted.

The first column indicates whether the Information Element referred is Mandatory, Conditional or Optional.

The second column is the Type in decimal.

The third column is the length of the Value in octets.

(Notation used in table C.2: M = Mandatory, O = Optional, C= Conditional).

Table C.3: Information elements in the I-WLAN CC header

	Mode
	Type
	Length
	Value

	M
	130
	2
	Version = the version number of the format version to be used. This field has a decimal value, this enables version changes to the format version. The values are allocated according to national conventions.

	O
	131
	2
	HeaderLength = Length of the CC-header up to the start of the payload in octets.

(This field is optional since it is useful only in such cases that these information elements would be transferred without a dynamic length encapsulation that contains all the length information anyway. This field could be needed in case of e.g. adapting to a local encapsulation convention).

	O
	132
	2
	PayloadLength = Length of the payload following the CC-header in octets.

(This field is optional since it is useful only in such cases that these information elements would be transferred without a dynamic length encapsulation that contains all the length information anyway. This field could be needed in case of e.g. adapting to a local encapsulation convention.)

	O
	134
	4
	PayloadTimeStamp = Payload timestamp according to intercepting node. (Precision: 1 second, timezone: UTC). Format: Seconds since 1970-01-01 as in e.g. Unix (length: 4 octets).

	C
	137
	1
	PayloadDirection = Direction of the payload data. This field has a decimal value 0 if the payload data is going towards the target (ie. downstream), or 1 if the payload data is being sent from the target (ie. upstream). If this information is transferred otherwise, e.g. in the protocol header, this field is not required as mandatory. If the direction information is not available otherwise, it is mandatory to include it here in the CC header.

	O
	141
	4
	CCSeqNumber = Identifies the sequence number of each CC packet during interception of the target. This field has a 32-bit value.

	M
	144
	1-N
	CorrelationNumber = Identifies an intercepted session of the observed target. 

	
	
	
	<Possible future parameters are to be allocated between 145 and 250.>

	M
	251
	2
	MainElementID = Identifier for the TLV element that encompasses one or more HeaderElement-PayloadElement pairs for intercepted packets.

	M
	252
	2
	HeaderElementID = Identifier for the TLV element that encompasses the CC-header of  a PayloadElement.

	M
	253
	2
	PayloadElementID = Identifier for the TLV element that encompasses one intercepted Payload packet.

	O
	254
	1-25
	LIID = Field indicating the LIID as defined in this document. This field has a character string value, e.g. "ABCD123456".

	O
	255
	1-N
	PrivateExtension = An optional field. The optional Private Extension contains vendor or LEA or operator specific information. It is described in the document 3GPP TS 29.060 [17].


*** NEXT CHANGE – CLAUSE B.2 (Red Color in Diagram)********

B.2
3GPP object tree
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*** NEXT CHANGE – NEW CLAUSE B.7********

B.7
Intercept related information (and I-WLAN)

Declaration of ROSE operation iwlan-umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data IWLANUmtsIRIsContent must be considered.

ASN1 description of IRI (HI2 interface)

IWLANUmtsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2wlan(6) r7(7) version-1 (1)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 



OPERATION, 



ERROR 




FROM Remote-Operations-Information-Objects 




{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}



LawfulInterceptionIdentifier,



TimeStamp,



Network-Identifier,



National-Parameters,



National-HI2-ASN1parameters,



DataNodeAddress,



IPAddress




FROM HI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 



  lawfulIntercept(2) hi2(1) version10 (10)}; -- Imported from TS 101 671


CorrelationValues




FROM UmtsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) 
            lawfulintercept(2) threeGPP(4) hi2(1) r7(7) version-2(2)}
-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi2wlanDomainId OBJECT IDENTIFIER
::= {threeGPPSUBDomainId hi2wlan(6) r7(7) version-1(1)}

iwlan-umts-sending-of-IRI  OPERATION ::= 

{


ARGUMENT
IWLANUmtsIRIsContent


ERRORS

{ OperationErrors }


CODE

global:{threeGPPSUBDomainId hi2wlan(6) opcode(1)}

}

-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 

-- The timer.default value is 60s.

-- NOTE:
The same note as for HI management operation applies.

IWLANUmtsIRIsContent

::= CHOICE

{


iWLANumtsiRIContent


IWLANUmtsIRIContent,

iWLANumtsIRISequence

IWLANUmtsIRISequence
}

IWLANUmtsIRISequence

::= SEQUENCE OF IWLANUmtsIRIContent

-- Aggregation of IWLANUmtsIRIContent is an optional feature.
-- It may be applied in cases when at a given point in time
-- several IRI records are available for delivery to the same LEA destination.

-- As a general rule, records created at any event shall be sent

-- immediately and not withheld in the DF or MF in order to

-- apply aggragation.

-- When aggregation is not to be applied,  

-- IWLANUmtsIRIContent needs to be chosen.

IWLANUmtsIRIContent

::= CHOICE 

{


iRI-Begin-record

[1] IRI-Parameters,
 


iRI-End-record


[2] IRI-Parameters,


iRI-Report-record

[3] IRI-Parameters,
 

   …

}

unknown-version 

ERROR ::= { CODE local:0}

missing-parameter

ERROR ::= { CODE local:1}

unknown-parameter-value
ERROR ::= { CODE local:2}

unknown-parameter

ERROR ::= { CODE local:3}

OperationErrors ERROR ::= 

{ 


unknown-version | 


missing-parameter | 


unknown-parameter-value | 


unknown-parameter 

}

-- These values may be sent by the LEMF, when an operation or a parameter is misunderstood.

IRI-Parameters

::= SEQUENCE 

{


hi2wlanDomainId



[0]
OBJECT IDENTIFIER,  -- 3GPP HI2 WLAN domain


lawfulInterceptionIdentifier
[2] LawfulInterceptionIdentifier,



-- This identifier is associated to the target.


timeStamp



[3] TimeStamp, 



-- date and time of the event triggering the report. 


initiator 



[4] ENUMERATED 


{



not-Available

(0),



originating-Target
(1),




-- in case of I-WLAN, this indicates that the I-WLAN tunnel disconnect is WLAN UE 




-- requested.



terminating-Target
(2),




-- in case of I-WLAN, this indicates that the I-WLAN tunnel disconnect is network 




-- initiated.


...


} OPTIONAL,


partyInformation 

[5] SET SIZE (1..10) OF PartyInformation OPTIONAL, 



-- This parameter provides the concerned party, the identiy(ies) of the party



-- and all the information provided by the party. 


national-Parameters

[6] National-Parameters OPTIONAL,


networkIdentifier

[7] Network-Identifier OPTIONAL,


i-WLANevent



[8] I-WLANEvent
OPTIONAL,


correlationNumber

[9] CorrelationNumber OPTIONAL,


i-WLANOperationErrorCode[10] I-WLANOperationErrorCode 
OPTIONAL,


i-wLANinformation

[11] I-WLANinformation OPTIONAL,


visitedPLMNID


[12] VisitedPLMNID 
OPTIONAL,


national-HI2-ASN1parameters
[255]
National-HI2-ASN1parameters
OPTIONAL,

...
}

-- PARAMETERS FORMATS

PartyInformation 


::= SEQUENCE 

{


party-Qualifier 
[0]  ENUMERATED 


{



iWLAN-Target(1),


...

},


partyIdentity 

[1] SEQUENCE 


{



imsi




[2] OCTET STRING (SIZE (3..8)) OPTIONAL,




-- See MAP format [4] International Mobile 




-- Station Identity E.212 number beginning with Mobile Country Code



msISDN




[3] OCTET STRING (SIZE (1..9)) OPTIONAL,




-- MSISDN of the target, encoded in the same format as the AddressString




-- parameters defined in MAP format document [4], § 14.7.8



nai





[7]  OCTET STRING  OPTIONAL,



-- NAI of the target, encoded in the same format as 




-- defined in 3GPP TS 29.234 [41].


...

},


services-Data-Information 
[2] Services-Data-Information OPTIONAL,



-- This parameter is used to transmit all the information concerning the



-- complementary information associated to the basic data call


...

}

CorrelationNumber ::= CorrelationValues
I-WLANEvent ::= ENUMERATED 

{


i-WLANAccessInitiation 




(1),


i-WLANAccessTermination




(2),


i-WLANTunnelEstablishment



(3),


i-WLANTunnelDisconnect




(4),


startOfInterceptionCommunicationActive
(5),


...

}

-- see [19]

Services-Data-Information ::= SEQUENCE

{


i-WLAN-parameters [1] I-WLAN-parameters OPTIONAL,


...
}

I-WLAN-parameters ::= SEQUENCE 

{


wlan-local-IP-address-of-the-target 
[1] DataNodeAddress OPTIONAL,


w-APN 








[2] OCTET STRING
OPTIONAL,


wlan-remote-IP-address-of-the-target 
[3] DataNodeAddress 
OPTIONAL,


...

}

I-WLANOperationErrorCode ::= OCTET STRING

-- The parameter shall carry the I-WLAN failed tunnel establishment reason, the I-WLAN Failed Access -- Initiation reason or the I-WLAN session termination reason.

I-WLANinformation ::= SEQUENCE 

{


wLANOperatorName 




[1] OCTET STRING 

OPTIONAL,


wLANLocationName 




[2] OCTET STRING

OPTIONAL,


wLANLocationInformation 


[3] OCTET STRING

OPTIONAL,


nASIPIPv6Address




[4]
IPAddress


OPTIONAL,


wLANMACAddress





[5]
OCTET STRING

OPTIONAL,


sessionAliveTimer




[6]
SessionAliveTime
OPTIONAL,


...

--These parameters are defined in 3GPP TS 29.234.
}

VisitedPLMNID ::= OCTET STRING

-- The parameter shall carry the VisitedPLMNID as defined in 3GPP TS 29.234. 

SessionAliveTime ::= OCTET STRING

--The parameter shall carry the SessionAliveTime as defined in 3GPP TS 29.234.

END -- OF IWLANUmtsHI2Operations

*** NEXT CHANGE – NEW CLAUSE B.8********
IWLANUmtsHI3 {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) iwlanhi3(7) r7(7) version-1(1)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

CorrelationNumber

FROM IWLANUmtsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) 

    lawfulintercept(2) threeGPP(4) hi2wlan(6) r7(7) version-1 (1)}   
LawfulInterceptionIdentifier,

TimeStamp

FROM HI2Operations 


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) hi2(1) 
version9(9)};  -- from ETSI HI2Operations TS 101 671v2.13.1
-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi3wlanDomainId OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3wlan(7) r7(7) version-1(1)}

CC-PDU
::= SEQUENCE 

{

 
wlan-uLIC-header

[1] WLAN-ULIC-header, 


payload




[2] OCTET STRING

}

WLAN-ULIC-header ::= SEQUENCE 

{


hi3wlanDomainId


[0]
OBJECT IDENTIFIER,  -- 3GPP HI3 WLAN Domain


lIID




[1] LawfulInterceptionIdentifier OPTIONAL,


correlation-Number

[2]
CorrelationNumber,


timeStamp



[3]
TimeStamp OPTIONAL,


sequence-number


[4]
INTEGER (0..65535),


t-PDU-direction


[5] TPDU-direction,


...,


national-HI3-ASN1parameters

[6] National-HI3-ASN1parameters OPTIONAL,


--  encoded per national requirements


ice-type



[7] ICE-type OPTIONAL


-- The ICE-type indicates the applicable Intercepting Control Element(see ref [19]) in which


-- the T-PDU is intercepted.

}

TPDU-direction ::= ENUMERATED

{


from-target 
(1),


to-target 

(2),


unknown 

(3)

}

National-HI3-ASN1parameters
::= SEQUENCE

{


countryCode

[1] PrintableString (SIZE (2)),



-- Country Code according to ISO 3166-1 [39],



-- the country to which the parameters inserted after the extension marker apply


...



-- In case a given country wants to use additional national parameters according to its law,



-- these national parameters should be defined using the ASN.1 syntax and added after the



-- extension marker (...).



-- It is recommended that "version parameter" and "vendor identification parameter" are



-- included in the national parameters definition. Vendor identifications can be



-- retrieved from IANA web site. It is recommended to avoid



-- using tags from 240 to 255 in a formal type definition.

}

ICE-type ::= ENUMERATED

{


sgsn


(1),

ggsn


(2),

...

}

END-- OF IWLANUmtsHI3
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