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Summary

This contribution discusses gaps in the lawful interception solutions developed thus far for WLAN Interworking in 3GPP SA3-LI based on LE needs.  It is intended that this paper will be an aid to SA3-LI in further improving the specifications by addressing these gaps.  
1 Introduction
While reviewing the lawful interception solutions developed in 3GPP SA3-LI for WLAN Interworking, some gaps still exist between what law enforcement needs and what has been developed.  This does not detract from some very useful capabilities that had been developed.  This paper takes a first attempt at identifying these gaps in the WLAN solution.

2 Identification and Discussion of Gaps in WLAN solution
A) Interception of WLAN communications in the visited network

The current Wireless LAN Interworking interception solution addresses interception at the PDG and the AAA servers.  However, for interception in a visited network, interception at the WAG is also important.  It is recognized that the WAG may not necessarily have access to the unencrypted communications.  However, if this is the only access that is available in certain scenarios, then a means of intercepting in the visited network needs to be supported even if it means intercepting and delivering encrypted communications.
B) SMS Interception for WLAN

The current approach for intercepting SMS in the WLAN is one where SMS is intercepted and reported as part of CC interception and is delivered to the LEA in the CC stream.  This is a problematic solution where the lawful authorization or warrant is only for IRI and not for CC. That is, IRI associated with SMS is not delivered for an IRI only lawful authorization as is currently done for the GPRS access. A solution is needed for reporting of IRI associated with SMS when only IRI is authorized to be intercepted.  
3 Recommendation
It is recommended that SA3-LI address these gaps in the WLAN solution during the further development of the lawful interception specifications. 
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