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1 Introduction

This paper discusses the LI issues surrounding the introduction of the Voice Call Continuity Service (VCC). 

Release 6, TS 23.234 (3GPP system to Wireless Local Area Network (WLAN) interworking: System description) allows the possibility to offer VoIP over WLAN interworking with IMS. In Release 7 SA2 are considering extending the use of IMS to other domains and allow in call handover between domains. The capability to support seamless voice call continuity between the CS Domain and an I-WLAN, or other IP-CANs will present a number of challenges to Lawful Interception standardisation. In addition, wireline operators with VoIP offerings should be able to use the 3GPP IMS architecture to offer converged services. The paper discusses the general remit of the VCC service and presents a number of possible approaches to the problem.
Note:- SA2 are still in the early stages of work on VCC in the form of TR 23.806, so precise details of the service and scenarios may be subject to change relative to the information presented in this contribution.

2 Discussion

SA2 and other SA groups are actively working on the Voice Call Continuity Service (VCC) in TR 23.806 (latest version v1.5.0). They have defined 4 basic scenarios which need to be considered from an LI perspective.  They have also clearly defined the cases not covered by the VCC work.
2.1 Scenarios

2.1.1 Two party UE to PSTN calls

1)
UE(A) is in a stable voice call to PSTN User B via GSM/UMTS CS Domain.  After voice call continuity procedures are completed, UE(A) is in a stable voice call to PSTN User B via IMS Domain.

2)
UE(A) is in a stable voice call to PSTN User B through IMS via IP-CAN.  After voice call continuity procedures are completed, UE(A) is in a stable voice call to PSTN User B  via GSM/UMTS CS domain.

3)
Voice call continuity from IMS via IP-CAN when UE(A) moves back to GSM/UMTS CS Domain.

4)
Voice call continuity from GSM/UMTS CS Domain when UE(A) moves back to IMS via IP-CAN.

2.1.2 Two party UE(A) to UE(B) calls

1)
UE(A) is in a stable voice call to UE(B) through GSM/UMTS CS domain. After voice call continuity procedures are completed, UE(A) is in a stable voice call to UE(B) via IMS Domain.

2)
UE(A) is in a stable voice call to UE(B) through IMS via IP-CAN (all IP call).   After voice call continuity procedures are completed, UE(A) is in a stable voice call to UE(B) via GSM/UMTS CS domain.

3)
Voice call continuity from IMS via IP-CAN when UE(A) moves back to GSM/UMTS CS Domain.

4)
Voice call continuity from GSM/UMTS CS Domain when UE(A) moves back to IMS via IP-CAN.

2.1.3 Supplementary services are active when call continuity procedures occur

1)
GSM/UMTS CS domain 2 way call on-hold by UE(A) when voice call continuity procedures are initiated to IMS via IP-CAN.  After the voice call continuity procedures are completed, the other party remains on hold and UE(A) can remove the call hold when requested by the user.

2)
IMS via IP-CAN 2 way call on-hold (UE(A) owner) when voice call continuity procedures are initiated to GSM/UMTS CS domain.  After the voice call continuity procedures are completed, the other party remains on hold and UE(A) can remove the call hold when requested by the user.

3)
GSM/UMTS CS domain 3 way call active (UE(A) owner) when voice call continuity procedures are initiated to IMS via IP-CAN.  After the voice call continuity procedures are completed, UE(A) is still the active owner of the 3 way call and standard 3 way call control rules and procedures will be followed (e.g., UE(A) can drop the last added party).

4)
IMS via IP-CAN 3 way call active (UE(A) owner) when voice call continuity procedures are initiated to GSM/UMTS CS domain.  After the voice call continuity procedures are completed, UE(A) is still the active owner of the 3 way call and standard 3 way call control rules and procedures will be followed (e.g., UE(A) can drop the last added party).

5)
GSM 2 way call with call-waiting active (UE(A) owner) when voice call continuity procedures are initiated to IMS via IP-CAN.  After the voice call continuity procedures are completed, the other party is still in call waiting mode and UE(A) can perform standard call waiting actions (e.g. toggle between calls).

6)
IMS via IP-CAN 2 way call with call-waiting active (UE(A) owner) when voice call continuity procedures are initiated to GSM/UMTS CS domain.  After the voice call continuity procedures are completed, the other party is still in call waiting mode and UE(A) can perform standard call waiting actions (e.g. toggle between calls).

2.1.4 Supplementary Services are Activated After Call Continuity Procedures Have Completed

1)
After GSM/UMTS CS domain to IMS via IP-CAN voice call continuity procedures have completed, UE(A) performs a subsequent add 3rd party (3 way call) or call hold.

2)
After IMS via IP-CAN to GSM/UMTS CS domain voice call continuity procedures have completed, UE(A) performs a subsequent add 3rd party (3 way call) or call hold.

3)
After GSM/UMTS CS domain to IMS via IP-CAN voice call continuity procedures have completed, a subsequent incoming call to UE(A) invokes call waiting.

4)
After IMS via IP-CAN to GSM/UMTS CS domain voice call continuity procedures have completed, a subsequent incoming call to UE(A) invokes call waiting.

2.1.5 Excluded Cases in TR 23.806
· Handovers between 3G CS and 3G PS domains are not supported.

· Handovers between 2G CS and 2G PS domains are not supported

· Handovers between 3G CS and 2G PS domains are not supported

· Handovers between 2G CS and 3G PS domains are not supported

· Simultaneous transmit and receive of 2G and 3G radio is not supported.

It is worth noting that while TR 23.806 excludes these scenarios, since SA3-LI solutions rely on GSNs for interception of CC, CS to PS and PS to CS handovers are supported for the purposes of provided an IMS service.

2.2 VCC Architecture Considerations
The VCC adds two new nodes to the network the Call Continuity Control Function (CCCF) and the Network Domain Selection (NeDS) control function. 

The CCCF is the entity responsible for receiving and processing call continuity requests and establishment or release of call legs in the CS or IMS domains. The precise interfaces to the IMS and CS domains are currently FFS.
The NeDS is the network functionality required to make decisions on domain selection for call termination based user preferences and service availability. (eg a CS domain call cannot be established if only a I-WLAN service is available). Unlike the CCCF it is unclear from the TR whether this will be implemented as a single entity or entities which could be used for LI or embedded as functionality to existing 3GPP elements.
2.3 Lawful Interception approaches
There several LI approaches which could be taken to VCC ranging from the do nothing approach through to standardisation of a new services and interception elements. Several but by no means an exhaustive list are discussed below.
2.3.1 No new standardisation

3GPP SA3-LI have already specified interception solutions for IMS, CS and I-WLAN interception domains. The existing specifications would allow all parts subject to warrant restrictions of any call subject to VCC to be intercepted.

Pros:-

· No New standardisation required.

Cons:-

· No correlation between different calls in different domains provided.

· If combined with roaming scenarios, calls may simply terminate from an LI perspective without an indication that a VCC handover as opposed to call termination has occurred. 
2.3.2 Modification to existing HI2 records only

SA3-LI have already specified IRI records which deal with serving system handover. However these records are designed to deal with handover between serving systems in the same domain (ie PS to PS or CS to CS not CS to PS etc). The existing serving system message ASN definitions are not intended to have CS domain Global titles or MSISDNs in fields intended for IP addresses etc.
Here we would modify the existing serving system messages to allow parameters relating to other domains to be conveyed in the existing IRI records or create one or more IRI records specifically for this purpose.
Pros:-
· Provides a higher degree of handover correlation when VCC occurs.

Cons:-

· Places requirements on SGSN, MSCs, AAAs and PDGs to be able transfer LI information to each other across domain boundaries.
· Most complex of the options and may have significant impacts on existing interception elements.

· May require new inter-domain signalling to be defined in other groups to support this.

2.3.3 Fully specified VCC LI solution

This approach would extend the previous IRI modification approach to provide a full VCC specific interception solution. The CCCF could be added to our specifications as an interception function possibly in conjunction with the NeDS.

Pros:-

· Provides a full VCC LI solution with full correlation between call legs and interception Ids.

Cons:-

· Most complex of the options and may have significant impacts on existing interception elements.

· May require new inter-domain signalling to be defined in other groups to support this.

3 Proposal & Conclusion

It is currently too early in the specification of VCC to start detailed design of LI solutions. It is proposed for the time being that VCC is tracked in SA2/SA3 until it becomes more stable and conversion to a TS as opposed to TR becomes likely.
SA3-LI should however adopt one of the three proposed approaches for VCC as a working assumption. 
This paper recommends that the IRI modification or full solution approach be adopted as a working assumption.

In addition SA3-LI should study the existing work in TR 23.806 and if necessary provide guidance to SA2 on likely LI requirements or issues which arise from their proposed scenarios and architecture.
