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*** FIRST CHANGE ********

9.3
Provision of Intercept Related Information
Figure 25 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the PDG, or the AAA Server sends the relevant data to the DF2.
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Figure 25: Provision of Intercept Related Information
9.3.1
X2-interface
The following information needs to be transferred from the PDG or the AAA server to the DF2 in order to allow a DF2 to perform its functionality:
-
target identity (IMSI, NAI, or MSISDN, if available);
-
events and associated parameters as defined in section 9.3.2 may be provided;
-
the target location (if available);
-
Correlation number (for PDG only);
-
Quality of Service (QoS) identifier (if available).

The IRI should be sent to DF2 using a reliable transport mechanism.
9.3.2
3GPP WLAN Interworking LI Events and Event Information
The following events are applicable to AAA Server:
-
I-WLAN Access Initiation;
-
I-WLAN Access Termination;
-
I-WLAN Tunnel Establishment;
-
I-WLAN Tunnel Disconnect;
-
Start of Intercept with I-WLAN Communication Active;
The following events are applicable to the PDG:

-
I-WLAN Tunnel Establishment;
-
I-WLAN Tunnel Disconnect;
-
Start of Intercept with I-WLAN Communication Active.

A set of possible fields as shown below is used to generate the events. Information associated with the events are transmitted from the PDG or AAA server to DF2. 

Note – some of these parameters apply to the PDG and some apply to the AAA server.  Parameters sent from the PDG or AAA server is dependent on what is available at the network element.
Table 2: Information Events for Packet Data Event Records

	Element
	Source Spec - PDG
	Source Spec – AAA Server

	Observed MSISDN

MSISDN of the target subscriber (monitored subscriber).
	To be resolved
	TS 29.234

	Observed NAI

NAI of the target subscriber (monitored subscriber). 
	To be resolved
	TS 29.234

	Observed IMSI
IMSI of the target subscriber (monitored subscriber).
	To be resolved
	TS 29.234

	Event type

Description which type of event is delivered: I-WLAN Access Initiation, I-WLAN Access Termination, I-WLAN Tunnel Establishment, I-WLAN Tunnel Disconnect, Start of Intercept with I-WLAN Communication Active.
	Locally available
	Locally available

	Event date

Date of the event generation in the PDG or the AAA server.
	Locally available
	Locally available

	Event time

Time of the event generation in the PDG or the AAA server. Timestamp shall be generated relative to the PDG or AAA server internal clock.
	Locally available
	Locally available

	WLAN UE Local IP address

The WLAN UE Local IP addess of observed party.  The WLAN UE Local IP address field specified in Clause 8.2.2.1 of 3GPP TS 24.234 and Clause 2 of IETF RFC 2409, represents the IPv4/IPv6 address of the WLAN UE in the WLAN AN.  It is an address used to deliver the packet to a WLAN UE in a WLAN AN.  Note that this address might be dynamic.
	Clause 8.2.2.1 of 3GPP TS 24.234 and Clause 2 of IETF RFC 2409
	Not identified

	WLAN UE MAC address

The WLAN MAC address of the target subscriber. Note that this address might be dynamic.
	Not identified
	Clause 4.3.1 of 3GPP TS 29.234

	WLAN UE Remote IP address
The WLAN UE Remote IP addess of observed party.  The WLAN UE Remote IP address field specified in Clause 8.2.2.2 of 3GPP TS 24.234, represents the IPv4/IPv6 address of the WLAN UE in the network being accessed by the WLAN AN.  It is an address used in the data packet encapsulated by the WLAN UE-initited tunnel and is the source address used by applications in the WLAN UE.  Note that this address might be dynamic.
	Clause 8.2.2.2 of 3GPP TS 24.234
	Not identified

	WLAN Access Point Name

The W-APN of the access point. 
	Clause 8.2.1.3 of 3GPP TS 24.234
	Clause 8.4.1 of 3GPP TS 29.234

	WLAN Operator Name

The name of the WLAN operator name serving the target subscriber. 
	Not identified
	Clause 4.4.1 of 3GPP TS 29.234

	WLAN Location Name

The name of the location of the WLAN serving the target subscriber (e.g., string like “coffee shop” or “airport”, etc.).
	Not identified
	Clause 4.4.1 of 3GPP TS 29.234

	WLAN Location Information

Location Information regarding the WLAN as provided in RADIUS or DIAMETER signalling exchanged with the AAA server. 
	Not identified
	Clause 4.4.1 of 3GPP TS 29.234

	Correlation Number

The correlation number (generated by the PDG) is used to correlate CC and IRI.
	Generated for LI
	Generated for LI

	Network Element Identifier

Unique identifier for the element reporting the ICE.
	Generated for LI
	Generated for LI

	Initiator

The initiator of the request either the network or the WLAN UE.
	Generated for LI
	Generated for LI

	NAS IP/IPv6 address

The IP or IPv6 address of the NAS in the WLAN.
	Not identified
	Clause 4.3.1 of 3GPP TS 29.234

	Visited PLMN Identity

Identity of the visited PLMN to which the user is terminating their WLAN tunnels or through which the user is establishing their WLAN tunnels.
	Not identified
	Clause 5.4.1 of 3GPP TS 29.234

	Session Alive Time

The amount of time in seconds during which the target subscriber can be registered for WLAN access.
	Not identified
	Clause 4.3.1 of 3GPP TS 29.234

	Failed access reason

Provides the only reason for why a WLAN access attempt failed.
	Not identified
	“Authentication Failed”

	Session termination reason

Provides a reason for why a WLAN access session is terminated.
	Not identified
	Clause 4.3.3 of 3GPP TS 29.234

	Failed tunnel establishment reason

Provides a reason for why a WLAN tunnel establishment failed.
	“Authentication failed” or “Authorization failed”
	“Authentication failed” or “Authorization failed” 

	Tunnel disconnect cause

Provides a reason for why the WLAN tunnel is disconnected.
	For further study according to Clause 8.5 of 3GPP TS 24.234
	Not identified.


*** NEXT CHANGE – ADD NEW CLAUSE 9.4********
9.4
Structure of I-WLAN Events

9.4.1
I-WLAN Access Initiation
For I-WLAN Access Initiation, a I-WLAN Access Initiation-event is generated. When a WLAN Access Accept is generated from the mobile to servicing PDG this event is generated. The fields, shown in Table 1, will be delivered to the DF2, if available, by the AAA server.
Table 1. I-WLAN Access Initiation – AAA Server
	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	WLAN Operator Name

	WLAN Location Name

	WLAN Location Information

	NAS IP/IPv6 Address

	WLAN UE MAC Address

	Visited PLMN ID

	Session Alive Time

	Failed Access reason


9.4.2
WLAN Access Termination

For WLAN Access Termination or the immediate purging of a user from a WLAN access, a WLAN access termination-event is generated. The fields, shown in Table 2, will be delivered to the DF2, if available, by the AAA server.
Table 2. I-WLAN Access Termination – AAA Server
	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	WLAN Operator Name

	WLAN Location Name

	WLAN Location Information

	NAS IP/IPv6 Address

	WLAN UE MAC Address

	Session Termination reason


9.4.3
I-WLAN Tunnel Establishment

For I-WLAN Tunnel Establishment, a I-WLAN tunnel establishment-event is generated. When a WLAN tunnel establishment is generated from the mobile to PDG this event is generated. The fields, shown in Table 3 and Table 4, will be delivered to the DF2 if available, by the PDG or AAA server, respectively.
Table 3. I-WLAN Tunnel Establishment - PDG
	Observed MSISDN

	Observed IMSI

	Observed NAI

	Event Type 

	Event Time

	Event Date

	Correlation number

	WLAN UE Local IP address

	WLAN UE Remote IP address

	WLAN Access Point Name

	Network Element Identifier

	Failed tunnel establishment reason



EDITOR’s NOTE:  The inclusion of Tunnel Type and Location Information parameters from the PDG require further study. QoS not currently supported for WLAN Interworking.
Table 4. I-WLAN Tunnel Establisment - AAA Server
	Observed MSISDN

	Observed IMSI

	Observed NAI

	Event Type 

	Event Time

	Event Date

	Correlation number

	WLAN Access Point Name

	Network Element Identifier

	Visited PLMN ID

	Failed tunnel establishment reason



EDITOR’s NOTE:  The inclusion of Tunnel Type and Location Information parameters from the AAA server require further study.  QoS not currently supported for WLAN Interworking.
9.4.4
I-WLAN Tunnel Disconnect

At I-WLAN Tunnel Disconnect, a I-WLAN tunnel disconnect event is generated. The fields, shown in Table 5 and Table 6, will be delivered to the DF2, if available, by the PDG or AAA server, respectively.
Table 5. I-WLAN Tunnel Disconnect - PDG
	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Event Type

	Event Time

	Event Date

	Correlation number

	WLAN UE Local IP Address

	WLAN UE Remote IP address

	WLAN Access Point Name

	Network Element Identifier

	Initiator (optional)



EDITOR’s NOTE:  The inclusion of the Location Information and Tunnel disconnect cause parameters by the PDG requires further study.

Table 6. I-WLAN Tunnel Disconnect - AAA Server
	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Event Type

	Event Time

	Event Date

	Correlation number

	Tunnel address of observed party

	WLAN Access Point Name

	Network Element Identifier

	Initiator (optional)


EDITOR’s NOTE:  The inclusion of the Location Information and the Tunnel disconnect cause parameters by the AAA server requires further study.
9.4.5
Start of Intercept with I-WLAN Communication Active

This event will be generated if interception for a target is started and if the target has one or more active I-WLAN Access sessions or one or more I-WLAN Tunnels established. The fields, shown in Table 7 and Table 8, will be delivered to the DF2, if available, by the PDG or AAA server, respectively.
Table 7. Start of Intercept with I-WLAN Communication Active - PDG
	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Event Type

	Event Time

	Event Date

	Correlation Number

	WLAN UE Local IP Address

	WLAN UE Remote IP address

	WLAN Access Point Name

	Network Element Identifier



EDITOR’s NOTE:  The inclusion of Tunnel Type and Location Information parameters from the PDG require further study. QoS not currently supported for WLAN Interworking.
Table 8. Start of Intercept with I-WLAN Communication Active - AAA Server
	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Event Type

	Event Time

	Event Date

	Correlation Number

	WLAN Access Point Name

	Network Element Identifier

	WLAN Operator Name

	WLAN Location Name

	WLAN Location Information

	NAS IP/IPv6 address

	Visited PLMN ID



EDITOR’s NOTE:  The inclusion of Tunnel Type parameter from the PDG require further study.
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