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Intellectual Property Rights
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Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee {ETSI Technical Committee|ETSI Project|<other>} <long techbody> (<short techbody>).

Introduction

This clause is optional. If it exists, it is always the third unnumbered clause.

Clause numbering starts hereafter.
PLEASE AVOID USING AUTOMATIC NUMBERING AS IT IS UNSTABLE.
Check http://portal.etsi.org/edithelp/other/EDRnavigator8_0.chm clauses 5.2.3 and A.4 for help.

 AUTONUMLGL  \* Arabic \e 
Scope

The present document …

 AUTONUMLGL  \* Arabic \e 
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.
[1]
ETSI EN 301 234: "Example 1, using sequence field".

[2]
ETSI EG 201 568: "Example 2, using fixed text".

 AUTONUMLGL  \* Arabic \e 
Definitions, symbols and abbreviations

 AUTONUMLGL  \* Arabic \e 
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

example 1: text used to clarify abstract rules by applying them literally

 AUTONUMLGL  \* Arabic \e 
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

 AUTONUMLGL  \* Arabic \e 
Abbreviations

For the purposes of the present document, the following abbreviations apply:

ToII
Target of Interception Identity

ToI
Target of Interception

 AUTONUMLGL  \* Arabic \e 
Interception domain architecture

This clause is to identify the architectures (physical and logical) within the concept of TISPAN-NGN and to identify the Point of Interception for each of CC and IRI in each access component.

 AUTONUMLGL  \* Arabic \e 
Overview

The provision of LI in TISPAN NGN introduces the functional compenents shown in figure 2 and with particular spect to the service variants offered in TISPAN NGN. The key service variants of TISPAN NGN are as follows:

· Unspecified Internet Multimedia services
· This service platform offers a suite of unspecified services over the IMS platform.

· IRI raw data and CC copy principles, as specified in 3GPP, can be applied

· PSTN/ISDN Emulation

· This service platform offers ISDN/PSTN services in the exact same manner as provided in the existing (pre-NGN) networks from the point of view of the service user.

· Functions for INI1, INI2 largely taken over from legacy (ISDN) systems

· Functions for INI3 largely taken over from 3GPP

·  Control of external CCGF: (Mc-Interface in 3GPP: H.248; others, e.g.  MIDCOM ?)
· PSTN/ISDN Simulation

· This service platform offers services similar to those offered in pre-NGN networks but may offer them differently from the current user point of view.

· Functions for INI1, INI2 largely taken over from legacy (ISDN) systems

· Functions for INI3 largely taken over from 3GPP

·  Control of external CCGF: (Mc-Interface in 3GPP: H.248; others, e.g.  MIDCOM ?)
· 
· 
· 
The overall interception framework is extended from the model described in clause 5.2 of ES 201 158 [] and from the architecture identified in clause 5 of TS 101 671 [] (see figure 1).
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Figure 1: Functional block diagram showing Handover Interface HI (from TS 101 671 [])

The scope of this document is the NMW/AP/SvP's domain as shown in figure 1. This document describes the internal interfaces INI1, INI2 and INI3 as shown in figure 2.
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Figure 2: Reference Model for Lawful Interception

3
Description of functional elements

3
Intercept Related Information Interception Function (IRIIF)

The purpose of the IRIIF is to generate information related to calls or and other information involving interception targets identified by Law Enforcement Agency (LEA) sessions, i.e. IRI.

The IRI information is sent to the LIMF to be delivered to the Law Enforcement Monitoring Facility (LEMF) over interface HI2.

3
Content of Communication Interception Function (CCIF)

The CCIF shall cause the CC to be duplicated and passed to the LIMF. The content may be duplicated within the Media Layer or within the Transport Layer and this may be achieved by any means such that the sender and recipient(s) are unaware of the copying process and cannot take steps that will reveal the copying process is taking place. 

The CC is sent to the LIMF and it is formatted in accordance with later clauses for delivery to the LEMF over interface HI3.

3
Lawful Interception Mediation Function (LIMF)

The LIMF receives information from the IRIIF(s) and CCIF(s) within the administrative domain and formats that received information to be passed on to the LEMF. If there is more than one IRIIF within an administrative domain the LIMF shall manage the reporting state of the call so that information is sent to the LEMF as if it were from a single IRIIF. In this case the LIMF shall ensure that the reported information elements represent a consistent and single view of the intercept.

3
Lawful Intercept Administration Function (LIAF)

In each administrative domain there shall exist an LIAF to manage requests for interception . This function ensures that the request from an LEA to send IRI and or CC information to an LEMF is acted upon. This function is not the subject of this specification and is described here only for completeness.

The information available at the LIAF includes:

NOTE:
This list is adapted from clause 7.1 of TS 101 671 [].

· Identification of the interception subject (Target Identity)

· The agreed lawful interception identifier (LIID)

· Start and end, or start and duration, of the interception

· Kind of interception information, i.e. IRI, CC or both

· Address of the LEMF to which IRI information should be sent i.e. the HI2 destination address (if applicable)

· Address of the LEMF to which CC information should be sent i.e. the HI3 destination address (if applicable)

· Other details related to the intercept such as the value of options

· A reference for authorisation of the interception

· Other information as required

This information is transported via INI1 to the relevant elements (the IRIIF, LIMF and CCIF as necessary).
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3
Internal Network Interfaces INI1, INI2, INI3 

· core network (( mediation function

· INI1: LI administration (only principles)

· INI2: Intercept Related Information (IRI) data records

· INI3: Content of Communication (CC)

· INI2, INI3: to be defined on a functional level only (Stage-2)

· Stage-3: network or supplier proprietary

3
Interface CCCF – CCGF: Control of copy function

· Protocols (H.248, MIDCOM, …) to  be specified, considering other results (e.g. ITU SG16)

· Should be specified on protocol level

· An optional extension of H.248 may be used:

· Topology Descriptor (preferred, also recommended by 3GPP TS 29.232)

· LI-package (IETF draft expired in 2002)
3
LI Mediation Function
The LI mediation function is not described in this document other than by inspection of the correspondence between the described INIx interfaces and the nationally or regionally defined HIx interfaces.
 AUTONUMLGL  \* Arabic \e 
Identification of target of interception

This clause is to specify the means of identifying the target of interception and to also identify how the integrity of this identification is maintained (e.g. name-E164-IPaddress-MACaddress where one or more components of the identity is constant).

 AUTONUMLGL  \* Arabic \e 
ISDN/PSTN services

 AUTONUMLGL  \* Arabic \e 
Emulation sub-system

In the PSTN/ISDN emulation sub-system the target shall be identified in the service domain by a globally unique E.164 identity.
 AUTONUMLGL  \* Arabic \e 
Simulation sub-system

In the PSTN/ISDN simulation sub-system the target shall be identified in the service domain by a globally unique E.164 identity that may be mapped to a system unique SIP-identity.
 AUTONUMLGL  \* Arabic \e 
IMS services

 AUTONUMLGL  \* Arabic \e 
Multi-media services (not using IMS)

 AUTONUMLGL  \* Arabic \e 
Interception of signalling

 AUTONUMLGL  \* Arabic \e 
Point of interception

It is important to distinguish signalling as those signals exchanged between the ToII and a network resident service provision point and end-to-end command communication content.

 AUTONUMLGL  \* Arabic \e 
Interception of communication content

 AUTONUMLGL  \* Arabic \e 
Point of interception

 AUTONUMLGL  \* Arabic \e 
Security considerations

This clause is added to address the security issues of interception and particularly of the need to give evidential quality of interception. This requires being able to show with to high degree of assurance that intercepted data has not been tampered.

 AUTONUMLGL  \* Arabic \e 
Integrity of IRI

 AUTONUMLGL  \* Arabic \e 
Time of interception

 AUTONUMLGL  \* Arabic \e 
Integrity of ToII relationships

There is a high probability in the NGN that Target of Interception identity relationships will be fluid (e.g. mobility and dynamic allocation of addressing) so it may be essential for the intercepting agent to prove the integrity and ownership of identity in any intercepted information.

 AUTONUMLGL  \* Arabic \e 
Availability of interception

How to prevent Denial of Service of interception.

 AUTONUMLGL  \* Arabic \e 
Confidentiality of interception measures

Annex A (normative):
Interception domain data definitions

A.1
ASN.1

This is to ensure compatibility with existing interception domain specifications and to ensure straightforward compliance with existing handover mechanisms (SS7 based).

A.2
XML

This is to give support to non-ETSI handover mechanisms and to be able to support text based encoding mechanisms more straightforwardly.

Annex B (informative):
Placeholder for contributions considered against this draft

B.1
Oslo TD07 (Alcatel)

This contribution contains complementary text to the first Draft of the TISPAN LI Deliverable: DTS/TISPAN-07013.

Scope

The present document describes Lawful Interception and provides proper solutions for a corresponding LI architecture with respect to Multimedia Services (IMS), PSTN-Simulations (PSS) and PSTN-Emulation (PES) on a stage-2 level. In particular, the description of the internal LI-interfaces and functionality is a major part of this document.

This specification endorse where appropriate existing specifications from work already done in 3GPP in a manner consistent with the goals of the NGN project in TISPAN.
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Definitions, symbols and abbreviations

Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [13] and the following apply.

Network Based Interception: Interception that is invoked at a network access point regardless of Target Identity.

Subject Based Interception: Interception that is invoked using a specific Target Identity.

Target Identity (TargetID): A technical identity that uniquely identifies a target of interception. One target may have one or several identities.

PSTN Emulation (PES): Refers to mimicking a PSTN/ISDN network from the point of view of a legacy terminal connected to an IP network, through a gateway. All PSTN/ISDN services remain identically available (i.e. with the same ergonomics) and end users should be unaware that they are not connected to a TDM-based PSTN/ISDN. PSTN/ISDN Emulation might be an objective for the replacement of PSTN network elements.

PSTN Simulation (PSS): The provision of services similar to the PSTN/ISDN voice services by IP multimedia terminal equipment, incl. pure voice terminals, is termed PSTN/ISDN simulation. It is not assumed that such services will be identical to their counter-parts in the PSTN/ISDN, and they will not necessarily utilize PSTN/ISDN call models or signalling protocols. PSTN/ISDN Simulation is provided at the User Interface; consequently the UNI may be different to the PSTN/ISDN UNI.
Multi-Media: Refers in a strict sense to conversational services involving other media in addition to voice, such as video or data. In a wider sense, multimedia services are services that require terminal capabilities that go beyond those of PSTN terminals, i.e., including textual and graphical displays and input devices. 

Conversational services: two-party or multi-party, voice or multimedia bi-directional communication services along with associated added value services such as presence and instant messaging.
Symbols

…

Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [13] and the following apply:

	ADMF
	Administration Function

	AGW
	Access Gateway

	BB
	Broadband

	BG
	Border Gateway

	BGF
	Border Gateway Function

	CC
	Content of Communication / Call Content

	CCCF
	CC Copy Function

	CCCI
	Content of Communication Control Interface

	CCGF
	Content of Communication Generation Function

	CS
	Circuit Switched

	DF
	Delivery Function

	EBC
	Edge Border Controller

	GPRS
	General Packet Radio Service

	GF
	Gateway Function

	HI
	Handover Interface

	IAD
	IP Access Device

	ICEs
	Intercepting Control Elements ()

	IMS
	IP Multimedia Core Network Subsystem

	INEs
	Intercepting Network Elements ()

	IP
	Internet Protocol

	IRI
	Intercept Related Information

	IRIGF
	Intercept Related Information Generation Function

	ISDN
	Integrated Service Digital Network

	LEA
	Law Enforcement Agency

	LEMF
	Law Enforcement Monitoring Facility

	LIAF
	Lawful Interception Administration Function

	LIMF
	Lawful Interception Mediation Function

	MF
	Mediation Function

	MG
	Media Gateway

	MGC
	Media Gateway Controller

	MGCF
	Media Gateway Control Function

	MGF
	Media Gateway function

	MM
	Multi Media

	NAT
	Network Address Translation

	NB
	Narrowband

	NGN
	Next Generation Network

	PES
	PSTN Emulation Services

	PLMN
	Public Land Mobile Network

	PSS
	PSTN Simulation Services

	QoS
	Quality of Service

	RA
	Routing Area

	RAI
	Routing Area Identity

	RGW
	Residential Gateway 

	RTP
	Real time Protocol

	SAI
	Service Area Identity

	SIP
	Session Initiation Protocol

	TDM
	Time Division Multiplexing

	TEL URL
	"tel" URL

	TGW
	Trunking Gateway

	TMG
	Trunking Media Gateway

	ToI
	Target of Interception

	ToII
	Target of Interception Identity

	TSP
	Telecommunication Service Provider

	UDP
	User Datagram Protocol

	URI
	Universal Resource Identifier

	URL
	Universal Resource Locator

	VoIP
	Voice over Internet Protocol


Interception for PSTN – Emulation (PES) and  –Simulation Services (PSS) 

Introduction

This clause is to identify the architectures (physical and logical) within the concept of TISPAN-NGN PES and to identify the Point of Interception for each of CC and IRI in each access component.

Details on the TISPAN NGN overall architecture can be found in ref. [10]

The purpose of a TSP’s NGN network is to provide conversational end-to-end services, in principle in the same manner as CS networks, but offering a much larger set of services, e.g. offering flexible bearer services and new telecommunication services, like multi media communications. The Media consist exclusively of RTP streams. Managed IP networks are used, which can provide e.g. a defined QoS. On application level, the Managed IP network consists of distributed elements, like Media- and Border Gateway Functions (MGF, BGF), and centralized control functions, like Media Gateway Control Function (MGCF). 

Subscribers are fully managed (profiles, call services, supplementary services, QoS, etc.) by the centralized control function (MGCF) that control subscribers access behind the Media- and Border Gateways. Media- and Border Gateways ensure the access control to the Managed IP network.

The interception of NGN/IMS services is a fully service aware interception.

Figure-1 below gives an overview of different distributed LI functions within a TISPAN NGN network. The control layer functions reside in the Media Gateway Control System components (MGCF), which consist of dedicated Media Gateway Controller (MGC) to support different services types, like PES, PSS/IMS services. These MGCs are also used as an entry point for lawful interception:

1. Entry point for triggering Lawful Interception for a specific target

2. The IRI generation function (IRIGF); since the IRI is derived from call control and signalling information.

3. The control function (CCCF) of the CC generation, is also task of the Control Subsystem, since it has the knowledge of the bearer flows related to a LI-target.

Within the Media Layer a dedicated CCGF is defined, which is responsible for creation of a copy of the Content of Communication (CC). Independent of the type of communication (VoIP, MM, etc.), RTP packets of a LI target are copied, the packets are filtered based on target related identification information, which is sent from the CCCF. The CCGF may reside, as an add-on feature for LI, in the standard border components like AGWs, TGW (MGF) for NB access, or BGF for BB accesses, or as an option in a special core network element like a Media-Server (MS).

[image: image7.wmf]
Figure-1: Interception functional architecture for PES

X1 Interface

The X1-Interface is system-dependant. Its external pendant: HI1 is a non-electronic Interface, which is not standardized.

X1 Transport layer

To limit the degree of differences between the Control Subsystem types, the transport layer should be the same. It is proposed to use TCP/IP.

X1 Application layer

The general OAM and network management functions do not need to be harmonized for the LI administration. They need to be optimized with respect to the element to be managed.

The Lawful Interception Administration Function (LIAF) has consequently to cope with all types of Control Subsystem applications, related to LI OA&M. Therefore it should be implemented in a simple and stable manner and not with as few as possible dependencies on the network element.

Command information from the LI AF to the Control Subsystem include:

· Target identities (e.g. Directory Number, SIP URL, TEL URL) 

· Information whether the Content of Communication (CC) shall be provided
· Identifier to correlate X2 and X3 streams with TargetID Address of Delivery Function 2 (IRI-MF) for the intercept related information (if dynamic)

· Address of Delivery Function 3 (CC-MF) for the intercepted content of communications (if dynamic)

X2 Interface

X2 Transport layer

The transport layer shall be common, and be the same as for X1, i.e. TCP/IP.

X2 Application layer

For the content of the application messages two options have to be considered:

· To be as near as possible to the HI2 standard, in order to minimize the mapping function of the IRI Mediation Function (IRI MF).

· To avoid complex requirements on the IRI generation functions inside the Control Subsystems; they should as far as possible deliver raw data (mainly from the signalling function), and rely on the IRI MF.

The HI2 standard for PSTN Emulation is identical to the circuit switched PSTN (see [3]). The IRI Generation Function (IRIGF) is normally part of an Media Gateway controller (MGC), which sets up IRI-information at the X2 interface fully conforming to the HI2 specification; consequently, the IRI-MF has to collect and mediate the information into the standard IRI content. The IRI-records are created based on national standard HI2 specification and broadcasted towards the requesting LEMFs, using the required data transmission protocol, e.g. FTP

PSS specific clarifications

PSTN Simulation Services (PSS) are handled close to PES, or close to IMS. This classification depends on the implementation of the MGC.

An MGC may for example connect SIP users, and map the SIP signalling into ISDN Layer 3, in order to interwork with Legacy PSTN networks. In such cases, the LI functions will follow the ISDN LI procedures, i.e. the X2 and X3 functions are identical to the PES case. However, the SIP signalling may transport information, which cannot be mapped to, nor processed by ISDN, like the SIP body. These parts have to be transferred transparently to the IRI-MF. But for simple services, e.g. connecting analogue UE via IADs to an NGN, such additional information are unlikely. 

In case of full PSS support, e.g. using SIP signalling and complex SIP UE, PSS is treated like a subset of IMS, from an LI perspective.

Since the TISPAN fixed IMS is based on 3GPP, where possible, this principle applies of course for LI as well.

3GPP IRI Records for IMS (interface HI2) are entitled to send the complete SIP messages to the LEMF leaving it in the responsibility of the LEA, to discriminate between relevant and irrelevant information. This agreed principle has not only the technical advantage of discharging the NGN of complex, but very infrequent tasks, but also relieves the NGN from highly legal issues. 

On X2, the input information for HI2 has to be provided. 

In respect of the constraint, to minimize the Control Subsystems complexity, the following is recommended:

The X2 information shall as far as possible consist of native raw data of the signalling system used for the intercepted communication. However, it must enable the IRI MF to generate the required HI2 structure and information, like:

· Structuring it into the transaction components related to a call: BEGIN / CONTINUE / END / REPORT messages. I.e. it must be visible, when a call is set up (successfully, unsuccessfully), ends, and intermediate information gets available (reconfigurations, notifications), or call-unrelated information gets available.

· Fundamental information, like party identities must be timely available.

Concluding, the X2 interface will be a superset, satisfying the needs of PSTN emulation, simulation and IMS. The IRI MF has to perform the final mapping to HI2. Where possible, X2 should be common for the different communication types, but priority has the goal of a minimum complexity for the IRI generation function in the Control Subsystems.

X3 Interface

X3 delivery format: IP, TDM

The delivery format of the content of communication (CC) at HI3 shall be based on the transport format within the network, i.e. be packet based; i.e. RTP streams.

This means, Law Enforcement Agencies (LEAs) using TDM based Law Enforcement Monitoring Facilities (LEMFs) equipment need to convert from IP-based CC to TDM-based CC by equipment on their premises (standard solution).
However, for PSTN emulation applications, or for an NGN class 4 network with interception functions, the delivery in TDM mode may be desired.

Possible solution for the conversion to TDM: The CC-MF routes the VoIP-stream (the target’s intercepted CC) by initiating a SIP-I call to an MGC, which becomes responsible to route the call to the final TDM LEMF. The intercepted media stream will pass through an MGW, which performs the conversion VoIP to TDM. The signalling information from the MGC to the PSTN (ISUP) has to include the LI specific parameters, as defined for HI3 – ISDN.
X3 Transport layer

The transport layer is the same as for the media stream transport of the intercepted communication: i.e. it uses protocol encapsulation, without any additional protocol header e.g. UDP/IP

The transport layer is UDP, no RTP. The payload is transported over UDP, this payload may be composed of original RTP/UDP/IP packets or limited (preferred) to only copied RTP packets.

Note: The transport mechanism shall not affect the CCCI protocol.

The advantage of using this very simple encapsulation and transport scheme for media stream (VoIP) packet provisioning towards the CC-MF is that in principle all Media Gateways are able to provide this interface without any adaptation. This implementation is fully compliant to any existing standard Internet protocols.

The CC-MF behind X3 interface acts as traffic sink, which means it may only use a single IP address with a single UDP port for all intercepted traffic.

This will result in following RTP mode of operation:

· Unidirectional: intercepted traffic is unidirectional, corresponding RTP Terminations are in “sendonly” mode. There’s no backward RTP packet flow.

· Multiplexing: intercepted traffic (in MG) of all LI target (2(N) RTP Terminations is multiplexed on a single RTP endpoint as traffic sink.

· RTCP: shall be not used for RTP-based intercept access interfaces. There’ll be therefore no backward RTCP traffic (e.g. by Receiver Reports) as well.

X3 Application layer

The intercepted IP/UDP packets are sent to the CC-MF. No LI specific header information will be included. The X3 streams are differentiated at CC MF side via their source IP address / UDP port (local RTP terminations at MGW side) that vary for each X3 stream.

To correlate X3 streams with the relevant TargetID, MF needs to know the association between local-termination and TargetID. This mapping has to be previously provided by the MGC that controls the bearer duplication in the MGW and therefore must transmit to MF, via a dedicated IRI record message, the information that the X3 bearer corresponding to which TargetID has to be awaited from which IP address / UDP port (local LI descriptor). The format of the target’s information stream is RTP. As a common principle, the content of communication (CC) for these types of communication is transported from the Content of Communication Generation Function (CCGF) to the CC-MF via IP/UDP. The content is the original RTP PDU.

As an option, the original RTP PDU may be encapsulated within a secured IP VPN tunnel.

CC Control Interface (CCCI)

For the interface between CCCF and CCGF, the CC Control Interface is used. It shall be an open interface, since several Media Gateways need to comply with it. Therefore it is recommended to use one of the existing MGFs or BGFs control technologies, which are normally based on H.248 or SIP - depending on xGF type. 

H.248 Approach

Full standard conform, no LI specific parts necessary 

Given by 3GPP, see ref. [11], at least for CS Domain

Require just the use of the Topology Descriptor

H.248 Topology Descriptor is already required for Handover Control in 3GPP (see UMTS R4 CS-MGW)

In order to limit the Implementation of the H.248 Topology Descriptor for LI, a specific Profile may be specified, which shrinks its usage to a very static set of parameters. First H.248-based solutions were already presented in ITU-T, see SG16 contributions AVD-2616 and AVD-2617, see ref. [13] and [14].

This approach is resulting in following major H.248 use case capabilities:

· The H.248 MG system, compliant to this H.248 Profile, is acting as a “regular VoIP H.248 MGW”.

· The H.248 MG, compliant to this H.248 Profile, is controlled by H.248.1 core protocol methods only. There are no further H.248.x Packages required for LI access control.

· The H.248 MG, compliant to this H.248 Profile, is unaware about LI interface type (X3).

SIP Approach

  For further study

Handover Interfaces H1, HI2 and HI3

The Handover Interfaces may vary from country to country. Worldwide to major standards are known:

1. For the ANSI (North American) markets, see ref. [4] and

2. for ETSI (Europe) markets, see ref. [3]. 

These standards keeps also some options for national use, so in the most countries, national regulation authorities specifies the details, e.g. the security mechanisms which have to be applied.

The work item shall endorse where appropriate existing specifications from work already done in 3GPP in a manner consistent with the goals of the NGN project in TISPAN.

In such extent it is fully recommended to converge the fixed and mobile protocols and parameters for HI2 and HI3 as much as possible, meaning it is fully recommended to align ES 201671 fixed packet HI2/HI3 with existing 33.108 mobile HI2 and HI3 packet interfaces. 

Proposal:

· HI2 definition of 101671 is a superset of both HI2-CS and HI2-PS of 33.108. This HI2 may therefore efficiently be used for delivering fixed NGN/IMS IRIs (CS part for PES/PSS, PS part for PSS/IMS).

· HI3 PS definition of 101671 consists in an import of 33.108 UMTS HI3 (ULIC). ULIC allows the PS HI3 delivery for GPRS and UMTS PS (ULIC header + Payload). 
It is therefore proposed to adopt the same mechanism to deliver the PS HI3 delivery for fixed IMS and PSS (Payload consisting in copied RTP packets). In case ULIC is not desirable (because U stands for UMTS that is not a fixed network) an equivalent form could be defined in 101671 for fixed IMS (e.g. ILIC for IMS LI Correlation Header).

[Editor’s note]: Even if HIx protocol definition is not really the main goal of the Oslo meeting I think it is wish able to deal with our proposal to feel how other parties consider it: is there a common agreement to re-use 33.108 mechanisms or not. 
Besides in case the Oslo meeting participants would agree on such a principle it would help to update 101671 accordingly at the forthcoming TC LI meetings. 

Specific Identifiers for LI

Lawful Interception Identifier (LIID)

For each target identity related to an interception measure, the authorized NWO/AP/SvP operator shall assign a special lawful interception identifier (LIID), which has been agreed between the LEA and the NWO/AP/SvP. It is used within parameters of all HI interface ports.

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized NWO/AP/SvP operators and the handling agents at the LEA.

The authorized NWO/AP/SvP shall enter for each target identity of the interception subject a unique LIID.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned. This means that for each relation between an intercepting LEA and an intercepted target an unambiguous LIID has to be assigned.

Communication Identifier (CID)

For each call or other activity relating to a target identity a CID is generated by the relevant network element. The CID consists of the following two identifiers: 


Network identifier (NID)


Communication Identity Number (CIN)

The CID distinguishes between the different calls of the target identity. It is also used for correlation between IRI records and CC connections. It is used at the interface port X2.

Network Identifier (NID)

The network identifier is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers:

1)
NWO/AP/SvP- identifier (mandatory):

Unique identification of network operator, access provider or service provider. The NwO-ID format shall consist of an OCTET STRING.

2)
Network element identifier NEID (optional)


Address of the intercepting control element responsible for triggering LI (e.g. MGC). 



Communication Identity Number (CIN)

The communication identity number is a temporary identifier of an intercepted call, relating to a specific target identity, to identify uniquely an intercepted call.

This parameter is mandatory for call related IRI.

Correlation between CC and IRI

To assure correlation between the independently transmitted content of communication (CC) and intercept related information (IRI) of an intercepted call the following parameters are used:

· Local LI descriptor: selected by the CCGF for delivering X3-media stream results, which means the IP-address and UDP-port numbers used within the intercepting context.

· Remote LI descriptor: receiving port of the CC-MF

See Figure-2 for illustration and as an example for the use of these different (LI) descriptors.
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Figure-2: Topology of an intercepted call within a H.248 Media Gateway
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Introduction

This document is based on a template for the WI for interception within TISPAN WG 7 of Scott Cadzow with inputs according TS 33.107 and TS 33.108.
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [13] and the following apply.

Network Based Interception: Interception that is invoked at a network access point regardless of Target Identity.

Subject Based Interception: Interception that is invoked using a specific Target Identity.

Target Identity: A technical identity that uniquely identifies a target of interception. One target may have one or several identities.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [13] and the following apply:

AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

CC
Content of Communication

DF
Delivery Function

ECT
Explicit Call Transfer

GPRS
General Packet Radio Service

HI
Handover Interface

ICEs
Intercepting Control Elements ()

IMS
IP Multimedia Core Network Subsystem

INEs
Intercepting Network Elements ()

IP
Internet Protocol

IRI
Intercept Related Information

I-WLAN
Interworking WLAN

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

PDG
Packet Data Gateway

RA
Routing Area

RAI
Routing Area Identity

SAI
Service Area Identity

SIP
Session Initiation Protocol

TEL URL
"tel" URL, as defined in [9]
ToII
Target of Interception Identity

ToI
Target of Interception
URI
Universal Resource Identifier

URL
Universal Resource Locator

Outline table of contents

The sections that follow give a hint at the form of the content of the document.

4
Interception domain architecture

This clause is to identify the architectures (physical and logical) within the concept of TISPAN-NGN and to identify the Point of Interception for each of CC and IRI in each access component.

4.1
Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and theoperator (NO/AN/SP).

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter a unique LIID for each target identity of the interception subject or a single LIID for multiple target identities all pertaining to the same interception subject.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

4.1.2
Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.

1)
Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2)
Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.


A network element identifier may be an IP address or other identifier.

4.1.3
Correlation number

The Correlation Number is unique per context and used for the following purposes:

-
correlate CC with IRI,

-
correlate different IRI records within one PDP context.

5
Identification of target of interception

This clause is to specify the means of identifying the target of interception and to also identify how the integrity of this identification is maintained (e.g. name-E164-IPaddress-MACaddress where one or more components of the identity is constant).

6
Interception of signalling

6.1
Point of interception

It is important to distinguish signalling as those signals exchanged between the ToII and a network resident service provision point and end-to-end command communication content.

6.1.1
Invocation of Lawful Interception for Packet Data Multi-media Service
This clause deals with IRI reporting in the IMS. 
Interception has to be supported in S‑CSCF. As national option also in the P‑CSCF. For the identification of the intercepted traffic only the SIP-URL and TEL‑URL are available. In the intercepting nodes (CSCF's) the relevant SIP-Messages are duplicated and forwarded to the MF HI2. See also TS 33.107 [19],

For clarification see following Figure 7.1. If P‑CSCF and S‑CSCF are in the same network the events are sent twice to the LEMF.

[image: image5]
Figure 7.1: IRI Interception at a CSCF
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6.1.1.1
Provision of IRI
SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shown in figure 22 below, all SIP messages executed on behalf of a target subscriber are subject to intercept at the S CSCF. Based upon network configuration, the ADMF shall provision P CSCFs, or S CSCFs, or both P CSCFs and S CSCFs with SIP URI or TEL URL target identifiers. These resulting intercepted SIP messages shall be sent to DF2 for mediation prior to transmittal across the HI2 interface.
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Figure 22: Provision of Intercept Related Information for multi-media

6.1.1.2
Multi-media events

-
All SIP messages to or from a targeted subscriber, and all SIP messages executed on behalf of a targeted subscriber for multi-media session control are intercepted by S CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. P CSCF event reports may be redundant with S CSCF event reports when the P CSCF and S CSCF reside in the same network, however, this standard does not require nor prohibit redundant information from being reported to DF2.

-
The IRI should be sent to DF2 with a reliable transport mechanism.

-
The use of a correlation ID for SIP to bearer correlation is not defined in this release.

-
An intercepted SIP event sent to DF2 is shown below:

-
Observed SIP URI

-
Observed TEL URL

-
Event Time and Date

-
Network element identifier

-
SIP Message Header

-
SIP Message Payload
In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information).

2.
Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF, if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 7.1: Mapping between IMS Events and HI2 Records Type

	Event
	IRI Record Type

	SIP-Message
	REPORT


A set of information is used to generate the record. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new IEs are available and if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 7.2: Mapping between IMS Events Information and IRI Information

	Parameter
	Description
	HI2 ASN.1 parameter

	Observed SIP URI
	Observed SIP URI
	partyInformation (sip-uri)

	Observed TEL URL
	Observed TEL URL
	partyInformation (tel-url)

	Event type
	IMS Event
	iMSevent

	Event date
	Date of the event generation in the CSCF
	timeStamp

	Event time
	Time of the event generation in the CSCF
	

	Network identifier
	Unique number of the intercepting CSCF
	networkIdentifier

	Correlation number
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
	gPRSCorrelationNumber

	Lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	SIP message
	Either whole SIP message, or SIP message header. SIP message header is used if warrant requires only IRI. In such case, specific content in the SIPMessage (e.g. ‘Message’, etc.) must be deleted.
	sIPMessage


NOTE 1:
LIID parameter must be present in each record sent to the LEMF.

NOTE 2:
Details for the parameter SIP message. If the warrant requires only signaling information, specific content in the parameter ‘SIP message’ like IMS (Immediate Messaging) has to be deleted/filtered.

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 7-1 Mapping between IMS Events and HI2 Records Type and Annex B.3 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI Record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 7-1: Mapping between the IMS Event and HI2 Record Type and Table 7-2: Mapping between IMS Events Information and IRI Information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

Table 7.3: SIP-Message REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the interception target (if available).

	observed TEL-URL
	C
	TEL URL of the interception target (if available).

	event type
	M
	Provide IMS event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	C
	If available and not included in the SIP-message.

	SIP message
	M
	The relevant SIP message or SIP message header.


6.1.1.3 Hints

Provision of content of communications

Interception of the content of communications for is explained / defined in clause for CC. No additional content of communications intercept requirements are identified. (to be confirmed pending completion of multi-media stage 2 specifications) Activation and invocation of multi-media service does not produce interception of content of communications, which must be intercepted at the GSN under a separate activation and invocation.

Push to talk

Push to talk is a service of the IMS Domain and interception is done according the definitions in clause 6.1.1. Interception of CC is available with the current implementations for CC interception
7
Interception of communication content

7.1
Point of interception

[According the different access’s methods us/reference of these specifications:

TS 101 671

TS 33.108

TS 102 232 Handover specification for IP delivery

'DTS/LI-00017' Work Item Service-specific details for Layer 2 Lawful Interception
'DTR/LI-00014' Work Item Lawful Interception of WLAN Internet Access]
8
Security considerations

This clause is added to address the security issues of interception and particularly of the need to give evidential quality of interception. This requires being able to show with to high degree of assurance that intercepted data has not been tampered.

8.1
Integrity of IRI

8.1.1
Time of interception

8.1.2
Integrity of ToII relationships

There is a high probability in the NGN that Target of Interception identity relationships will be fluid (e.g. mobility and dynamic allocation of addressing) so it may be essential for the intercepting agent to prove the integrity and ownership of identity in any intercepted information.

8.2
Availability of interception

How to prevent Denial of Service of interception.

8.3
Confidentiality of interception measures

Annex A (normative):
Interception domain data definitions

A.1
ASN.1

This is to ensure compatibility with existing interception domain specifications and to ensure straightforward compliance with existing handover mechanisms (SS7 based).

A.2
XML

This is to give support to non-ETSI handover mechanisms and to be able to support text based encoding mechanisms more straightforwardly.
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