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(

	LI fora have been discussing for a long period of time how precise an IRI timestamp should be. That is, how many digits after the decimal dot should have the number, which represents the timestamp value.

The matter is further complicated by different interpretations of legislations in different countries. However, recent discussions yield an important common understanding that single approach to resolving the problem is not appropriate. Therefore, separate timing requirements should be defined for each network type.

Partial consensus can be summarized as flllows:

· One-second precise IRI timestamp generated by an intercepting GSN is sufficient to accurately report the sequence of events for the given LI target. Implementation may opt to have higher precision, of course.

· Concerning the IRI timestamp generated by an intercepting CSCF, one-second precise IRI timestamp may not be sufficient. In order to accurately report the sequence of events for the given LI target in a given CSCF, implementation should either use higher precision timestamp than one second, or should amend each IMS specific IRI record with a sequence number. This requirement however is subject to national requirements.

The CR proposes necessary modifications to the packet data domain clause.

The CR proposes to add to the multi-media domain the missing subclauses: “Performance, reliability, and quality”, “Security aspects”, “Quantitative aspects”.
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	This comment must be removed if the CR is approved. 

In order to improve readability, I have inserted the contents of subclauses 6.2, 6.3 and 6.4 in to the clause 7 as 7.2, 7.3 and 7.4, respectively. This part of the new text it highlighted in yellow, but not revision marked.

I used revision marks to highlight deleted text, compared to packet data domain, and added new text.


6.2.1
Timing

As a general principle, within a telecommunication system, IRI, if buffered, should be buffered for as short a time as possible.

NOTE:
If the transmission of IRI fails, it may be buffered or lost.

Subject to national requirements, the following timing requirements shall be supported:

-
Each IRI data record shall be sent by the delivery function to the LEMF over the HI2 within seconds of the detection of the triggering event by the IAP at least 95% of the time.
-
Each IRI data record shall contain a time-stamp, based on the intercepting nodes clock, that is generated following the detection of the IRI triggering event. Given the nature of IRI records generated by GSNs, 1 second precise timestamp is sufficient for packet data domain IRI records. Defining the required precision of an IRI timestamp however is subject to national requirements.
*** Next Modification ***

7
Multi-media domain
This clause deals with IRI reporting in the IMS. See Annexes C and G for CC interception at the SGSN/GGSN.

According to TS 33.107 [19], interception has to be supported in P‑CSCF and S‑CSCF. For the identification of the intercepted traffic only the SIP-URL and TEL‑URL are available. In the intercepting nodes (CSCF's) the relevant SIP-Messages are duplicated and forwarded to the MF HI2.

For clarification see following Figure 7.1. If P‑CSCF and S‑CSCF are in the same network the events are sent twice to the LEMF.
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Figure 7.1: IRI Interception at a CSCF

7.1
Identifiers

Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsections below.

For the delivery of CC and IRI the SGSN, GGSN and CSCF's provide correlation numbers and target identities to the HI2 and HI3. The correlation number is unique per PDP context and is used to correlate CC with IRI and the different IRI's of one PDP context.

Interception is performed on an IMS identifier(s) associated with the intercept subject including identifiers such as SIP‑URL and Tel‑URL [30].

7.1.1
Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and theoperator (NO/AN/SP).

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter a unique LIID for each target identity of the interception subject or a single LIID for multiple target identities all pertaining to the same interception subject.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

7.1.2
Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.

1)
Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2)
Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.


A network element identifier may be an IP address or other identifier.

7.1.3
Correlation number

The Correlation Number is unique per PDP context and used for the following purposes:

-
correlate CC with IRI,

-
correlate different IRI records within one PDP context.

As an example, in the UMTS system, the Correlation Number may be the combination of GGSN address and charging ID.

7.2
Performance, reliability, and quality

7.2.1
Timing

As a general principle, within a telecommunication system, IRI, if buffered, should be buffered for as short a time as possible.

NOTE:
If the transmission of IRI fails, it may be buffered or lost.

Subject to national requirements, the following timing requirements shall be supported:

-
Each IRI data record shall be sent by the delivery function to the LEMF over the HI2 within seconds of the detection of the triggering event by the IAP at least 95% of the time.
-
Each IRI data record shall contain a time-stamp, based on the intercepting nodes clock, that is generated following the detection of the IRI triggering event. Subject to national requirements, and as an implementation option either IMS specific IRI timestamp should have higher precision than 1 second, or each IMS specific IRI record should contain a sequence number.
7.2.2
Quality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the original content of communication. The QoS class in PS domain however is defined only for user plane data (CC). QoS is not applicable to SIP signalling and hence to IMS specific IRI records
7.2.3
Reliability


Reliability from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree upon.

7.3
Security aspects

Security is defined by national requirements.

7.4
Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the interception subject;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same interception subject while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple interception subjects) legally authorized interceptions within its service area(s), including different levels of authorization for each interception, including between agencies (i.e. IRI only).
7.5
IRI for IMS

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information).

2.
Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF, if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 7.1: Mapping between IMS Events and HI2 Records Type

	Event
	IRI Record Type

	SIP-Message
	REPORT


A set of information is used to generate the record. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new IEs are available and if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 7.2: Mapping between IMS Events Information and IRI Information

	Parameter
	Description
	HI2 ASN.1 parameter

	Observed SIP URI
	Observed SIP URI
	partyInformation (sip-uri)

	Observed TEL URL
	Observed TEL URL
	partyInformation (tel-url)

	Event type
	IMS Event
	iMSevent

	Event date
	Date of the event generation in the CSCF
	timeStamp

	Event time
	Time of the event generation in the CSCF
	

	Network identifier
	Unique number of the intercepting CSCF
	networkIdentifier

	Correlation number
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
	gPRSCorrelationNumber

	Lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	SIP message
	Either whole SIP message, or SIP message header. SIP message header is used if warrant requires only IRI. In such case, specific content in the SIPMessage (e.g. ‘Message’, etc.) must be deleted.
	sIPMessage


NOTE 1:
LIID parameter must be present in each record sent to the LEMF.

NOTE 2:
Details for the parameter SIP message. If the warrant requires only signaling information, specific content in the parameter ‘SIP message’ like IMS (Immediate Messaging) has to be deleted/filtered.

7.5.1
Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 7-1 Mapping between IMS Events and HI2 Records Type and Annex B.3 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI Record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 7-1: Mapping between the IMS Event and HI2 Record Type and Table 7-2: Mapping between IMS Events Information and IRI Information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

Table 7.3: SIP-Message REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the interception target (if available).

	observed TEL-URL
	C
	TEL URL of the interception target (if available).

	event type
	M
	Provide IMS event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	C
	If available and not included in the SIP-message.

	SIP message
	M
	The relevant SIP message or SIP message header.
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