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During SA3-LI meeting #16 (Barcelona),  a LS (Tdoc S3LI05_020) was received from CN4 asking questions about  possibile LI requirements to store the IMSI at the PDG.

After considerable discussions, SA3-LI agreed a reply LS to CN4 (Cc SA2/SA3) – Tdoc S3LI05_024r2 -  in which it is stated that “If CN4 can confirm that an MSISDN will be available then SA3-LI do not require the IMSI to be provided at the PDG”; CN4 was also asked to “Confirm whether the MSISDN is available at the PDG in case of a PS domain only subscriber”.

CN4 has confimed the above in the LS (N4-050344): “the MSISDN is indeed available at the PDG. Therefore MSISDN based interception can be enabled at the PDG in Release 6”.

Moreover, it is well known in 3GPP WGs (in particular SA2/CN4/SA3) that in the current versions of WLAN stage 2/stage 3/security specifications the IMSI is not stored at PDG. When this issue was discussed in last SA3#37 meeting, according to the draft meeting report (v.0.0.5), it was even noted that “The security implications related to sending the IMSI over the interface should be checked by SA WG3 Members”.

On the other side, in the current version of TS 33.107 rel-6, the following is stated for I-WLAN interception (see chapter 5).

“The target identities for 3GPP WLAN Interworking interception can be IMSI or NAI.

NOTE 2:
The NAI may be a temporary ID, therefore the use of IMSI is recommended.

NOTE 3:
The MSISDN may be used, however, in many cases it will not be available”

Moreover, in section 5.1.1:

NOTE 7:
In case MSISDN is not available, interception based on the MSISDN is not applicable at the AAA server and the PDG.
Finally, in section 9.3.1:

“The following information needs to be transferred from the PDG or the AAA server to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, NAI, or MSISDN, if available);

-
events and associated parameters as defined in section 9.3.2 may be provided;

-
the target location (if available);

-
Correlation number (for PDG only);

-
Quality of Service (QoS) identifier (if available).

The IRI should be sent to DF2 using a reliable transport mechanism.”

The quoted statements in TS 33.107 are then clearly not in line with the architecture and protocols specified by other 3GPP WGs, as in TS 33.107 the IMSI is considered always available while the MSISDN is considered not always available. As the IMSI is indeed not available at the PDG, the current statements in 33.107 make then not possible to have reliable interception functionalities in this node.

Based on the above considerations it is recommended to align TS 33.107 rel-6 to the other 3GPP specifications. A separate contribution offers a CR to TS 33.107 to solve these inconsistencies.
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