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SA3 LI thanks SA3 and CN4 for their liaisons S3-041046 and N4-041590, respectively on Need for the IMSI at the PDG.

Two possible alternative answers are provided below, for discussion and decision in SA3-LI.

Alternative answer 1:

We would like to ask you to consider the following scenario and provide the guidance if there is a need for PDG to have IMSI, or not.
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Scenario 3


Let’s assume that authorities in the visited country have requested form the network operator to intercept data exchanged by some suspect’s (LI target) UE. Besides, let’s assume that authorities know only IMSI of the LI target. In such a case, visited network operator’s LI administration function (ADMF) would instruct PDG to intercept all signalling and user plane data for the given IMSI

Note:
Visited network’s ADMF can communicate only with visited network elements. That is, in this scenario, only with visited network PDG, and not with home network AAA Server.

Question #1:
Once LI target attaches to WLAN network and requests 3GPP services, does PDG always receive target’s IMSI in plain text? If so, in which signalling message(s)?

Question #2:
Once UE decides to establish a secure tunnel with PDG, does PDG PDG always receive target’s IMSI in plain text? If so, in which signalling message(s)?

Question #3:
In case PDG PDG does not always receive target’s IMSI in plain text, does AAA Server has any means to communicate MSISDN-IMSI association to PDG?

Question #4:
If not, how could PDG intercept data for given IMSI, without knowing MSISDN-IMSI association?

Actions:

SA3 LI kindly asks SA3 and CN4 to provide answers to the above questions.

Alternative answer 2:

SA3-LI would like to provide the following answers to the questions raised by CN4.

Q1: Is intercept at PDG implied in Release 6?

A1: SA3-LI has specified the PDG as an Intercepting Control Element in TS 33.107 “Lawful Interception Architecture and Functions” for rel-6.

Q2: If yes, is intercept based on IMSI mandatory, or it is enough to store the MSISDN, or is there no requirement for intercept at all in Release 6?

A2: According to the LSs sent from CN4 and SA3, SA3-LI understanding is that in rel-6 specifications the IMSI is not stored at the PDG while the MSISDN is; moreover it is not planned to have the IMSI stored at the PDG in rel-6 for any other reason. In that case, SA3-LI does not require neither to store the IMSI just for LI purposes, nor to have LI based on IMSI at the PDG, given that the IMSI would be not available and also considering that the MSISDN is stored at that node and can be considered a suitable identity for LI. For these reasons, given the limitations in using the IMSI as LI target identity, SA3-LI will recommend in rel-6 LI specifications to use the MSISDN as suitable target identity for LI at the PDG in case of I-WLAN.

Actions: None
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