Page 1



3GPP TSG-SA LI Meeting #16
Tdoc (
S3LI05_003

Barcelona, Spain, 18-20 January, 2005

	CR-Form-v7.1

	CHANGE REQUEST

	

	(

	33.108
	CR
	CRNum
	(

rev
	-
	(

Current version:
	6.8.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Correlating SIP-IRI with IRI and CC

	
	

	Source:
(

	SA3 LI (Nokia)

	
	

	Work item code:
(

	SEC
	
	Date: (

	10/01/2005

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-7

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Ph2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)

     Rel-7
(Release 7)



	
	

	Reason for change:
(

	Once IRI only interception is underway, LEMF can receive SIP IRI only from CSCF, because for SGSN SIP message is part of CC. Therefore, there is no CC to correlating a SIP IRI with.

Once IRI + CC interception is underway, LEMF receives SIP IRI both from SGSN and CSCF.  SIP IRI from SGSN is part of CC stream. Therefore, SIP IRI from CSCF is redundant, and there is no need to correlate it with CC. Rather, LEMF receives SIP IRI and CC already correlated within the same pipe from SGSN.

Some vendors may wish to optionally provide redundant SIP IRI to the LEMF. Moreover, LEMF might wish to associate SIP IRI with IRI and CC from GSN. This can be achieved e.g. if ADMF would distribute some kind of IRI identification number to GSN DF and to CSCF DF. GPRSCorrelationNumber may serve this purpose. Note that this could be only a proprietary, non-standard feature, because when IRI + CC interception is underway delivering SIP IRI is redundant.
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7.2
IRI for IMS
In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information).

2.
Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF, if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 7.1: Mapping between IMS Events and HI2 Records Type

	Event
	IRI Record Type

	SIP-Message
	REPORT


A set of information is used to generate the record. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new IEs are available and if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.
Once IRI only interception is underway, LEMF receives IMS specific IRI only from CSCF. LEMF does not receive CC, and therefore it is not possible to correlate IMS specific IRI with CC. Once IRI and CC interception is underway, LEMF receives IMS specific IRI both from a GSN and CSCF. LEMF receives SIP messages from a GSN within CC. Therefore, in such case sending IRI from CSCF is redundant. However, LEMF may optionally receive from CSCF the GSN IRI identification number. GPRS correlation number may serve this purpose.
Table 7.2: Mapping between IMS Events Information and IRI Information

	Parameter
	Description
	HI2 ASN.1 parameter

	Observed SIP URI
	Observed SIP URI
	partyInformation (sip-uri)

	Observed TEL URL
	Observed TEL URL
	partyInformation (tel-url)

	Event type
	IMS Event
	iMSevent

	Event date
	Date of the event generation in the CSCF
	timeStamp

	Event time
	Time of the event generation in the CSCF
	

	Network identifier
	Unique number of the intercepting CSCF
	networkIdentifier

	Correlation number
	Unique PS domain number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. Optional parameter for IMS IRI, which identifies GSN IRI record, and helps to associate SIP message with respective GSN IRI record and CC.
	GPRSCorrelationNumber

	Lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	SIP message
	Either whole SIP message, or SIP message header. SIP message header is used if warrant requires only IRI. In such case, specific content in the SIPMessage (e.g. ‘Message’, etc.) must be deleted.
	sIPMessage


NOTE 1:
LIID parameter must be present in each record sent to the LEMF.

NOTE 2:
Details for the parameter SIP message. If the warrant requires only signaling information, specific content in the parameter ‘SIP message’ like IMS (Immediate Messaging) has to be deleted/filtered.

7.2.1
Events and information
This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 7-1 Mapping between IMS Events and HI2 Records Type and Annex B.3 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI Record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 7-1: Mapping between the IMS Event and HI2 Record Type and Table 7-2: Mapping between IMS Events Information and IRI Information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

Table 7.3: SIP-Message REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the interception target (if available).

	observed TEL-URL
	C
	TEL URL of the interception target (if available).

	event type
	M
	Provide IMS event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	O
	 LEMF may optionally receive from CSCF the GSN IRI identification number. GPRS correlation number may serve this purpose..

	SIP message
	M
	The relevant SIP message or SIP message header.
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