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Summary

This contribution proposes a set of events to be included as part of the WLAN Interworking updates to 3GPP TS 33.107. The need for defining a set of events was highlighted at the July SA3-LI meeting.  This document presents changes to the working document S3LI04_141r1 from the July SA3-LI meeting.  Additional background information is provided in a companion paper.
9.3.2
Structure of the events

There are six different events in which the information is sent to the DF2 if this is required. Details are described in the following section. The events for interception are configurable (if they are sent to DF2) in the AAA server or the PDG and can be suppressed in the DF2.

The following events are applicable to AAA Server:

-
WLAN Access Accept;

-
Start of Intercept with WLAN Access Accepted;

-
WLAN Session Termination;

-
WLAN Tunnel Establishment;

-
Start of Intercept with WLAN Tunnel Established;

-
WLAN Tunnel Disconnect;

The following events are applicable to the PDG:

-
WLAN Tunnel Establishment;

-
Start of Intercept with WLAN Tunnel Established;

-
WLAN Tunnel Disconnect.

A set of fields as shown below is used to generate the events. The events transmit the information from PDG or AAA server to DF2. This set of fields as shown below can be extended in the PDG or  AAA server, if this is necessary as a national option. DF2 can extend this information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

Table 2: Information Events for Packet Data Event Records

	Observed MSISDN

MSISDN of the target subscriber (monitored subscriber).

	Observed NAI

NAI of the target subscriber (monitored subscriber). 

	Observed IMSI

IMSI of the target subscriber (monitored subscriber).

	Event type

Description which type of event is delivered: WLAN Access Accepted, Start of Intercept with WLAN Access accepted, WLAN Session Termination, WLAN Tunnel Established, Start of Intercept with WLAN Tunnel Established, and WLAN Tunnel Disconnected.

	Event date

Date of the event generation in the PDG or the AAA server.

	Event time

Time of the event generation in the PDG or the AAA server. Timestamp shall be generated relative to PDG or AAA server internal clock.

	WLAN UE remote address

The WLAN remote address of the target subscriber. Note that this address might be dynamic.

	WLAN Access Point Name

The W-APN of the access point. 

	WLAN Operator Name
The name of the WLAN operator name serving the target subscriber. 

	WLAN Location Name
The name of the location of the WLAN serving the target subscriber.

	WLAN Location Information

Location Information regarding the WLAN as provided in RADIUS or DIAMETER signalling exchanged with the AAA server. 

	Correlation Number

The correlation number is for further study.

	SMS

The SMS content with header which is sent with the SMS-service. The header also includes the SMS-Centre address. FOR FURTHER STUDY.

	Network Element Identifier

Unique identifier for the element reporting the ICE.

	Initiator

The initiator of the request either the network or the WLAN UE.

	NAS IP/IPv6 address

The IP or IPv6 address of the NAS in the WLAN.

	Visited PLMN Identity
Identity of the visited PLMN to which the user is terminating their WLAN tunnels.

	Session Alive Time

The amount of time in seconds during which the target subscriber can be registered for WLAN access.

	Failed access reason

Provides a reason for why a WLAN access attempt failed.

	Session termination reason
Provides a reason for why a WLAN access session is terminated.

	Failed tunnel establishment reason

Provides a reason for why a WLAN tunnel establishment failed.

	Tunnel disconnect cause

Provides a reason for why the WLAN tunnel is disconnected.

	QoS

This field indicates the Quality of Service associated with the WLAN tunnel establishment procedure.


9.4
Packet Data related events


9.4.1
WLAN Access Accept

For WLAN Access Accept a WLAN Access Accept-event is generated. When a WLAN Access Accept is generated from the mobile to servicing PDG this event is generated. These fields will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Observed target IP address

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	WLAN Operator Name

	WLAN Location Name

	WLAN Location Information

	NAS IP/IPv6 address

	Visited PLMN ID

	Session Alive Time

	Failed Access reason


9.4.2
Start of Intercept with WLAN Access Accepted

This event will be generated if interception for a target is started and if the target has an active WLAN Access session. These fields will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Observed target IP address

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	WLAN Operator Name

	WLAN Location Name

	WLAN Location Information

	NAS IP/IPv6 address

	Visited PLMN ID


9.4.3
WLAN Session Termination

For WLAN Session Termination or the immediate purging of a user from a WLAN access, a WLAN session termination-event is generated. These fields will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	WLAN Operator Name

	WLAN Location Name

	WLAN Location Information

	NAS IP/IPv6 Address

	Session Termination reason


9.4.4
WLAN Tunnel Establishment

For WLAN Tunnel Establishment a WLAN tunnel establishment-event is generated. When a WLAN tunnel establishment is generated from the mobile to PDG this event is generated. These fields will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed NAI

	Tunnel address of observed party

	Event Type 

	Event Time

	Event Date

	Correlation number

	WLAN Access Point Name

	Tunnel Type

	Network Element Identifier

	Location Information

	Visited Network Identifier

	Failed tunnel establishment reason

	QoS (optional)


9.4.5
Start of Intercept with WLAN Tunnel Established

This event will be generated if interception for a target is started and if the target has at least one WLAN tunnel established. If more then one WLAN tunnel is open, then for each of them an event record is generated. These fields will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Tunnel address of observed party

	Event Type 

	Event Time

	Event Date

	Correlation number

	WLAN Access Point Name

	Tunnel Type

	Network Element Identifier

	Location Information

	WLAN ID

	QoS (optional)


9.4.6
WLAN Tunnel Disconnect

At WLAN Tunnel Disconnect, a WLAN tunnel disconnect is generated. These fields will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed NAI

	Tunnel address of observed party

	Event Type

	Event Time

	Event Date

	Correlation number

	WLAN Access Point Name

	Network Element Identifier

	Location Information

	Tunnel disconnect cause

	Initiator (optional)
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