S3LI04_167 Dial Out List


Join via Dial-Out List scenario:
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Abbreviations in Diagrams:

MRFC:  Media Resource Function Controller    CSCF: Call Service Control Function

MRFP:  Media Resource Function Processor      UE:  User Equipment
AS:  Application Server                                        SGSN: Serving GPRS Support Node
1. User A (intercept subject) initiates conference by communicating with conferencing serve and reserving resources. (See Clause 5.3.1.3.2 of TS 24.147).
2. User A sends a XCAP PUT request to the conference server adding User B to the Dial Out List for the conference id.   (See Clause 5.3.2.5.1 of 3GPP TS 24.147 and Clause 7.3.2 of IETF draft-ietf-xcon-cpcp-xcap-01).
3. Server sends INVITE to User B (to add User B to the conference) and User B is added when the 200 OK is received.  The From header identifies the conference, the To header identifies User B, but there is no other information that refers to User A.  (See Clause 5.3.2.4 of TS 24.147). 
Steps 2 through 3 can be repeated to add other users to the conference or Step 2 can identify multiple parties to be added to the conference.  As can be seen in the above scenario, by focusing on the signaling between the subject and the CSCF, the network is not able to detect when a user (in this case User B) joins the conference and thus does not report this activity to the LEA.  The LEA only knows about the establishment of the basic conference call.  If only SIP signaling is intercepted, then the XCAP signaling is not intercepted and the LEA would not know about the request to add the other parties to the conference.  
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