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Summary

This contribution considers the open issue associated with WLAN Interworking with respect to the SMS interception.  Currently this issue is highlighted in the working document (S3LI04_141r1) from the July SA3-LI meeting.  
1 Introduction
S3LI04_141r1 contains the output of the July SA3-LI meeting and is the latest working document.  Within this document, the SMS items are identified as requiring further study.  This contribution examines the idea of performing interception on SMS at various nodes in the WLAN Interworking architecture and then makes a recommendation for SA3-LI to consider.
2 Discussion

There has been discussion of where and how SMS interception should be performed for the case of WLAN interworking.  If we keep an open mind, then all the locations that have been mentioned so far include the following list:  IP-SM-Gateway, PDG, SMS Centre, SGSNs and SMS-GMSC/SMS-IWMSC.

Let us consider each entity on a case by case basis to determine the most suitable location to perform the interception.

2.1 IP-SM-Gateway

Based on the description of the IP-SM-Gateway as described in Annex D of 3GPP TS 23.234, the IP-SM-Gateway appears to be performing the functions as the SGSN for the PS Domain with respect to SMS handling.  If we were to parallel the interception approach taken for SMS in the PS Domain, this would be the natural and logical place to perform the interception.

2.2 PDG

The PDG is involved with handling the establishment and termination of tunnels between the home network and the WLAN for the target.  It routes SMS messages sent in IP packets between the target in the WLAN and the IP-SMS-Gateway.  Although not responsible for all aspects of SMS handling like the IP-SM-Gateway, it may be possible to perform interception at the PDG.
2.3 SMS Centre

The SMS Centre is responsible for receiving messages from one user and routing those messages to the destination user.  This node has access to the SMS messages and is able to determine the parties to the communication.  Of all the locations, the SMS Centre would be the most logical place to perform interception.  Doing so would address LE’s concerns about interception of SMS in both the GPRS and WLAN interworking scenarios.  However, this option has not been pursued in the past for various reasons.

2.4 SGSN

During previous discussion, interception at the originating or terminating SGSN (of the associate, not the target subscriber) was suggested as a possible alternative to performing interception at the IP-SM-Gateway.  It is not feasible to perform interception at the SGSN for the WLAN interworking case where both the target and the associate are on WLAN accesses.  In this case, the SMS message never passes through a SGSN and therefore would not be intercepted.  
2.5 CS Domain

During previous discussion, interception in the originating or terminating CS domain (of the associate, not the target subscriber) was suggested as a possible alternative to performing interception at the IP-SM-Gateway.  It is not feasible to perform interception in the CS domain for the WLAN interworking case for the same reason as provided in Section 2.4 of this contribution for the SGSN interception.  

2.6 SMS-GMSC/SMS-IMSC

During previous discussion, interception at the SMS-GMSC/SMS-IMSC was suggested as a possible alternative to performing interception at the IP-SM-Gateway.  Based on the SMS architecture shown in Annex D of 3GPP TS 23.234, it appears that it is certainly possible to perform the interception at this location.  Since this node handles SMS, it could be considered equivalent to performing interception at the SGSN for the PS domain case.  

3 Conclusion

3.1 General recommendation

Based on the analysis of Section 2 and previous discussions/decisions, it appears that the interception entity options for the group to consider are, in decreasing order of suitability and consistency: 1) IP-SM-Gateway, 2) SMS-GMSC/SMS-IWMSC, or 3) PDG.

It is recommended that the group select one of these alternatives and include it in the working document.

3.2 Proposal for text changes to the working document 
Specific text changes (see enclosed text change alternatives) to SA3LI04_141r1 are proposed for the 3 alternatives identified in Section 3.1 of this contribution.  Depending on which node is selected, the appropriate text changes can be considered.
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