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B.3
Intercept related information (HI2 PS and IMS)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data UmtsIRIsContent must be considered.

ASN1 description of IRI (HI2 interface)

UmtsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2(1) r6(6) version-6(6)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 



OPERATION, 



ERROR 




FROM Remote-Operations-Information-Objects 




{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}



LawfulInterceptionIdentifier,



TimeStamp,



Network-Identifier,



National-Parameters,



National-HI2-ASN1parameters,



DataNodeAddress,



IPAddress,



IP-value,



X25Address




FROM HI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 



  lawfulIntercept(2) hi2(1) version7(7)}; -- Imported from TS 101 671v2.11.1
-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi2DomainId OBJECT IDENTIFIER
::= {threeGPPSUBDomainId hi2(1) r6(6) version-5(5)}
hi2DomainIdv2 OBJECT IDENTIFIER
::= {threeGPPSUBDomainId hi2(1) r6(6) version-6(6)}
*** Next modification ***

-- Parameters having the same tag numbers must be identical in Rel-5 and Rel-6 modules.

IRI-Parameters

::= SEQUENCE 

{


hi2DomainIdv2


[0]
OBJECT IDENTIFIER,  -- 3GPP HI2 domain


iRIversion



[23] ENUMERATED


{



version2 (2),



…,



version3 (3),


version4 (4),



version5 (5)

} OPTIONAL,



-- if not present, it means version 1 is handled

*** Next modification ***

B.3a
Interception related information (HI2 CS)

For North America the use of J-STD-25 A[23] is recommended.

Declaration of ROSE operation sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data IRI-Content must be considered.

ASN1 description of IRI (HI2 CS interface)

UmtsCS-HI2Operations 

{ itu-t (0) identified-organization (4) etsi (0) securityDomain (2) lawfulIntercept (2) threeGPP(4) hi2CS (3) version-3 (3)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS OPERATION, 


ERROR 



FROM Remote-Operations-Information-Objects 



{joint-iso-itu-t (2) remote-operations(4) informationObjects(5) version1(0)}


LawfulInterceptionIdentifier,


TimeStamp,


Intercepted-Call-State,


PartyInformation,


CallContentLinkCharacteristics,


CommunicationIdentifier,


CC-Link-Identifier,


National-Parameters,


National-HI2-ASN1parameters,


FROM HI2Operations



{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)




lawfulIntercept(2) hi2(1) version7(7)} –- Imported from TS 101 671v2.11.1 

Location,


SMS-report


FROM UmtsHI2Operations



{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)




lawfulintercept(2) threeGPP(4) hi2(1) r6(6) version-6(6)}; 




–- Imported from TS 33.108v6.8.0
-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi2CSDomainId OBJECT IDENTIFIER ::= {threeGPPSUBDomainId hi2CS(3) version-2(2)}
hi2CSDomainIdv2 OBJECT IDENTIFIER ::= {threeGPPSUBDomainId hi2CS(3) version-3(3)}
*** Next modification ***

IRI-Parameters

::= SEQUENCE 

{


hi2CSDomainIdv2





[0]
OBJECT IDENTIFIER OPTIONAL, -- 3GPP HI2 CS domain


iRIversion






[23] ENUMERATED


{



version1(1),



...,



version2(2),



version3(3)

} OPTIONAL,



-- if not present, it means version 1 is handled

*** Next modification ***
B.4
Contents of communication (HI3 PS)

Umts-HI3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi3(2) r6(6) version-3(3)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

GPRSCorrelationNumber


FROM UmtsHI2Operations


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) 
hi2(1) r6(6) version-6(6)}    -- Imported from TS 33.108v6.8.0
LawfulInterceptionIdentifier,

TimeStamp

FROM HI2Operations 


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) hi2(1) 
version7(7)};  -- from ETSI HI2Operations TS 101 671v2.11.1

-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi3DomainId OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3(2) r6(6) version-2(2)}
hi3DomainIdv2 OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3(2) r6(6) version-3(3)}
CC-PDU
::= SEQUENCE 

{

 
uLIC-header

[1] ULIC-header, 


payload


[2] OCTET STRING

}

ULIC-header ::= SEQUENCE 

{


hi3DomainIdv2


[0]
OBJECT IDENTIFIER,  -- 3GPP HI3 Domain


version




[1]
Version,


lIID




[2] LawfulInterceptionIdentifier OPTIONAL,


correlation-Number

[3]
GPRSCorrelationNumber,


timeStamp



[4]
TimeStamp OPTIONAL,


sequence-number


[5]
INTEGER (0..65535),


t-PDU-direction


[6] TPDU-direction,


...,


national-HI3-ASN1parameters

[7] National-HI3-ASN1parameters OPTIONAL


--  encoded per national requirements

}

Version ::= ENUMERATED

{


version1(1),


...,


version1(2)
}

*** Next sections are for illustration only. To be removed ***

B.5
HI management operation (HI1 PS and CS using HI2 method)

This data description applies only for ROSE delivery mechanism.

ASN.1 description of HI management operation (any HI interface)

UMTS-HIManagementOperations 

{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) him(5) version1(1)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS




OPERATION, 



ERROR 




FROM Remote-Operations-Information-Objects 




{joint-iso-itu-t (2) remote-operations(4) informationObjects(5) version1(0)}



himDomainId




FROM SecurityDomainDefinitions 




{ itu-t (0) identified-organization (4) etsi (0) securityDomain (2)};

uMTS-sending-of-Password

OPERATION ::= 

{


ARGUMENT
UMTS-Password-Name


ERRORS

{ ErrorsHim }


CODE

global:{ himDomainId sending-of-Password (1) version1 (1)}

}

-- Class 2 operation. The timer must be set to a value between 3 s and 240s.

-- The timer default value is 60s.

uMTS-data-Link-Test


OPERATION ::=

{


ERRORS 

{ other-failure-causes }


CODE

global:{ himDomainId data-link-test (2) version1 (1)}

}

-- Class 2 operation. The timer must be set to a value between 3s and 240s. 

-- The timer default value is 60s.

uMTS-end-Of-Connection

OPERATION ::=

{


ERRORS 

{ other-failure-causes }


CODE

global:{ himDomainId end-of-connection (3) version1 (1)}

}

-- Class 2 operation. The timer must be set to a value between 3s and 240s. 

-- The timer default value is 60s.

other-failure-causes
ERROR ::= { CODE local:0}

missing-parameter

ERROR ::= { CODE local:1}

unknown-parameter

ERROR ::= { CODE local:2}

erroneous-parameter

ERROR ::= { CODE local:3}

ErrorsHim



ERROR ::= 

{ 


other-failure-causes | 


missing-parameter | 


unknown-parameter | 


erroneous-parameter 

}

UMTS-Password-Name


::= SEQUENCE 

{


password
[1] OCTET STRING (SIZE (1..25)),


name

[2] OCTET STRING (SIZE (1..25)),


...

}


-- IA5 string recommended

END -– UMTS-HIManagementOperations

B.6
User data packet transfer (HI3 CS)

Declaration of ROSE operations circuit-Call-related-Services and no-circuit-Call-related-Services are ROSE delivery mechanism specific. When using FTP delivery mechanism, data Content-Report must be considered.

ASN.1 description of circuit data transfer operation (HI3 interface)

UMTS-HI3CircuitLIOperations

{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi3CS(4) version1(1)}

DEFINITIONS IMPLICIT TAGS ::=

-- The following operations are used to transmit user data, which can be exchanged via the DSS1,

-- ISUP or MAP signalling (e.g. UUS).

BEGIN

IMPORTS OPERATION, 


ERROR 



FROM Remote-Operations-Information-Objects 



{joint-iso-itu-t (2) remote-operations(4) informationObjects(5) version1(0)}


hi3CircuitLISubDomainId



FROM



SecurityDomainDefinitions 



{ itu-t (0) identified-organization (4) etsi (0) securityDomain (2)}


LawfulInterceptionIdentifier,


CommunicationIdentifier, 


TimeStamp, 


OperationErrors, 


Supplementary-Services,



FROM HI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 

  
lawfulIntercept(2) hi2(1) version3(3)} -- TS 101 671 Edition 3

SMS-report



FROM UmtsHI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2)




threeGPP(4) hi2(1) version-2(2)};
uMTS-circuit-Call-related-Services
OPERATION ::= 

{


ARGUMENT
UMTS-Content-Report


ERRORS 

{ OperationErrors }


CODE

global:{ hi3CircuitLISubDomainId circuit-Call-Serv (1) version1 (1)}

}

-- Class 2 operation. The timer shall be set to a value between 3 s and 240 s. 

-- The timer default value is 60s.

-- NOTE: The same note as for HI management operation applies.

uMTS-no-Circuit-Call-related-Services
OPERATION ::=

{


ARGUMENT
UMTS-Content-Report


ERRORS 

{ OperationErrors }


CODE

global:{ hi3CircuitLISubDomainId no-Circuit-Call-Serv (2) version1 (1)}

}

-- Class 2 operation. The timer must be set to a value between 10s and 120s. 

-- The timer default value is 60s.

UMTS-Content-Report

::= SEQUENCE 

{


lawfulInterceptionIdentifier
[6] LawfulInterceptionIdentifier OPTIONAL,


communicationIdentifier


[1] CommunicationIdentifier,



-- Used to uniquely identify an intercepted call: the same as used for the relevant IRI.



-- Called "callIdentifier" in edition 1 ES 201 671.


timeStamp





[2] TimeStamp,


initiator





[3] ENUMERATED 


{



originating-party(0),



terminating-party(1), 



forwarded-to-party(2),



undefined-party(3),



... 


} OPTIONAL,


content






[4] Supplementary-Services OPTIONAL,



-- UUI are encoded in the format defined for the User-to-user information parameter



-- of the ISUP protocol (see EN 300 356 [30]). Only one UUI parameter is sent per message.


sMS-report





[5] SMS-report OPTIONAL,


...,

}

END –- UMTS-HI3CircuitLIOperations
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