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1 Introduction

This paper discusses the possible need to provide an indication that an intercept session has been terminated due to removal of the intercept warrant while an interception target PDP content is still in progress. The paper discusses two possible solutions. 

2 Discussion

33.107 & 33.108 provide an HI2 record called ‘Start of interception with PDP context active’. This record is sent to the LEMF by the network over HI2 when an intercept is started and there is already a PDP context active (as the name would suggest).

However, no mechanism is provided to specifically inform the LEMF over the HI2 interface if the interception is terminated due to warrant being removed from the system. As far as the HI2 interface is concerned, no further records are received from the network for that interception target. From an HI3 prospective, the HI3 session will simply come to an end. 

When considering WLAN interception or other roaming scenarios where a user is being intercepted and is moving in and out of different intercept domains, only some of which are subject to an intercept warrant, it may also be desirable to provide a specific indication of why the intercept has terminated, when the user PDP context is still active.

It is acknowledged that if the LEMF is receiving HI1 activate & de-activate records over the HI2 interface then an indication may be received at the LEMF. Similarly if the warrant issuing agency is controlling the addition and removal of warrants from a network then the reason for termination may be implicit. However neither of this case would necessarily cover the WLAN or general roaming cases.
3 Solutions

3.1 End of interception with PDP context active

One solution is to introduce a new HI2 record to cover the issues discussed in this paper. Although this paper has specifically addressed the need for an indication of why the intercept has terminated due to removal of the warrant, this solution provides maximum flexibility for indicating why intercept has terminate in cases such as WLAN roaming.

Such an HI2 record would in principle include similar parameter to the ‘Start of interception with PDP context active’ and ‘END’ records.

3.2 Use of the END Record

Another possible solution is to extend the use of the ‘PDP Context End’ record to cover this case. However, this record is specifically intended for the case where the User PDP context itself has terminated. Extending the use of this record is seen by this paper’s contributing companies as a source of possible confusion at the LEMF as to the specific meaning of a given END report for a particular session. 
4 Proposal & Conclusion

Based on the discussion in this paper in is proposed that SA3-LI accept the requirement to provide an HI2 indication of termination of interception with PDP context active through the use of a new ‘End of interception with PDP context active’ record. A CR to 33.107 is provided as separate contribution to this meeting implementing this requirement.

