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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This is a discussion paper. The aim of this paper is to investigate whether the LI facility can be made more efficient and effective for the parties involved in this process (manufacturers, providers, law enforcement).
First aim of this paper is to discus the feasibility of concepts to increase efficiency and effectiveness.

A second step could be to discus phased scenarios to allow adding these facilities partly or totally as options.
This paper also fits the concept of S3LI03_90 and S3LI03_91.
1
Scope

The present document is the stage 1 description for a distributed LI capability architecture. 

The UMTS service offered by a Telecommunications Service Provider is likely to consist of 3GPP network parts and parts not standardized (in detail) in 3GPP. 
The development telecommunication networks and services are increasingly becoming a multi vendor and multi provider environment. The 3G networks are (sub)systems within this environment. Effective lawful interception of a telecommunication service has to deal with this development. This document describes tools to make the lawful interception more efficient and effective in regard to this development.

The tools must have the ability allocate the responsibility for handling the lawful interception capability at entities fitting to the national regulations. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[<seq>]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

[1]
3GPP TR 41.001: "GSM Release specifications".

[2]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

Definition format

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

Abbreviation format

<ACRONYM>
<Explanation>

4
General concept

The lawful interception facilities conventionally are concentrated in a limited number of network elements. These elements determine the functionality of the LI product. The evolving services and networks distribute their processes over more network elements. Therefore, the LI facility should adapt to this process to be proportional.
4.1
Proportionality

The proportionality of lawful interception has multiple aspects.

Lawful authorisations require services to be intercepted selective and completely. Partially delivered services do not give legally satisfying information. Information not belonging to the required service is also legally not considered proportional.
Vendors deliver (sub)systems which no longer handle total services. Additional information might be needed to perform selective interception.
A provider can has partly access to a telecommunication service or network. Responsibility for an adequate interception might not be handled by a single target identifier.
4.2
Responsibilities

The use of a distributed lawful interception architecture may cause legal considerations. Distributed tools can be implemented to satisfy different legal regimes. The different legal regimes and associated responsibilities are not part of this document.
5
Functional Architecture
Lawful interception requirements in complex/flexible networks can be met if the lawful interception architecture is made flexible to adapt to the network.
5.1
Conventional Lawful Interception Architecture
A conventional lawful interception functional architecture consists of:

· Administrative function

· Internal Interception Function Intercept Related Information

· Internal Interception Function Content of Communication

· Delivery (Mediation) Function Intercept Related Information

· Delivery (Mediation) Function Content of Communication

· Law Enforcement Monitoring Facility

In the process the target identification given by the law enforcement agency can be translated to a service identification. This service identification can be permanently and temporary per service activity. Based on the service identification the internal interception function will deliver IRI and CC. 
In the conventional lawful interception architecture a single trigger activates an interception process on a target. There can be more processes (e.g. PDP contexts) on a single target.

The delivery (mediation) function polishes the information to an agreed format.

5.2
Distributed Lawful Interception Architecture

In a distributed lawful interception functional architecture the process is not necessarily one dimensional because:
· There is a multi vendor environment

· Determination of the target service is not related to a single specification

· Determination of the target service is not related to a single trigger 
· Determination of the target service is not related to a single system function

The distributed lawful interception architecture might support different processes.

5.2.1
Conditional Delivery

In conventional internal interception, interception functions will only be delivered to law enforcement when a specified set of conditions is fulfilled. The information from different internal interception functions might be combined before delivery under the set of conditions.

Temporary Note: The information from different internal interception functions might be combined to exclude multiple delivery.
The processes might be used to support a proportional delivery / interception.

5.2.2
Conditional Trigger
Interception in conventional internal interception function will be triggered when a specific set of conditions is fulfilled. These triggers might be generated by functions other than the administration function.
Temporary Note: The distributed processes might be supported by functions available in the conventional process (internal interception function, delivery / mediation function, law enforcement monitoring facility) or might be supported by a new function (Legal Requirement Adaptation Function).

5.2.3
TBD
Thoughts on other primary processes are encouraged. TBD 

5.3
Additional Functions
Outside the scope of the 3GPP specifications additional logical functions might be used for the distributed lawful interception architecture. 

The outline of these logical functions can be divided in:

· Functions combining information to a selective and proportional intercepted product.
· Functions combining information to a selective and proportional interception trigger.

· Functions ……

Functions can be combined. More functions can operate separately.

5.3.1
Administrative Interface
This document does not suggest in any way to standardize these administrative interfaces. 
The administrative interface must have the capability to handle conditional triggers.

· The conditional triggers can be used if the intercepting element adjusts to the trigger timely / real time
· A set temporary target identifiers for the triggering must be available

· Information on combined temporary target identifiers must be available (e.g. target service active if both target ID X and target ID Y apply).

Editors note: these capabilities seem to be a typical discussion issues!
Annex <A> (normative):
<Normative annex title>

Annex B (informative):
Responsibility Domains 
This annex gives examples of responsibility domains on which the distributed LI architecture could be projected.

Example B1: Conditional Delivery with third party
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LRAF: Legal Requirements Adaptation Function

TSP: Telecommunications Service Provider
Example B2: Conditional Delivery provider
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Example B3: Conditional Delivery law enforcement
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Example B4: Conditional trigger provider to provider
Example B5: Conditional trigger third party to provider
Example B6: Conditional trigger law enforcement to provider
Annex C (informative):
Distributed architectures 

The following examples show areas where a distributed LI architecture could be considered to reduce the individual network element complexity and /or increase the LI functionality. 

Example C1: WLAN versus UMTS
Example C2: VoP services
Example C3: 
<Publication>: "<Title>".
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