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ment seeks and are not included in the CALEA mandate.

Recommendations:

Approve updates from last meeting

Restrictions:

© 2004 Motorola, Inc.

"The contributor grants a free, irrevocable license to 3GPP2 and its Organizational Partners to incorporate text or other copy-
rightable material contained in the contribution and any modifications thereof in the creation of 3GPP2 publications; to copy-
right and sell in Organizational Partner's name any Organizational Partner's standards publication even though it may
include portions of the contribution; and at the Organizational Partner's sole discretion to permit others to reproduce in whole
or in part such contributions or the resulting Organizational Partner's standards publication.  The contributor must also be
willing to grant licenses under such contributor copyrights to third parties on reasonable, non-discriminatory terms and con-
ditions, as appropriate."

This document has been made available to assist  the TIA/EIA TR45 LAES Subcommittee.  It is intend-
ed for discussion purposes only, it may be amended at a later time and is not binding on Motorola.  Mo-
torola grants free irrevocable license to the TIA to reproduce text contained in this contribution, and any
modifications thereof, in any TIA standards publication, and to sublicense recognized standards setting
bodies to reproduce the text of such TIA standards publications.  Permission for any other reproduction,
distribution and/or use must be obtained in writing from Motorola.

Brye Bonner
Motorola, Inc.
1301 Algonquin Rd.
Schaumburg, IL 60196
Phone: +1 (847) 576.5920
Fax: +1 (847) 538.5564
e-Mail: brye.bonner@motorola.com
1



TR45 LAES/2004.03.17.04 Mar 16, 2004

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59C
o

n
tr

ib
u

ti
o

n
C

o
n

tr
ib

u
ti

o
n

 2



 

Lawfully Authorized 
Electronic Surveillance

PN-0125



PN-0125  

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   
©Copyright Telecommunications Industry Association 2003-2004

All rights reserved.
 ii



Mar 16, 2004 Subject to Change PN-0125 

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59 P
N

-0
12

5 
co

n
tr

ib
u

ti
o

n
P

N
-0

12
5 

co
n

tr
ib

u
ti

o
n

1 Introduction
This document defines the interfaces between a Telecommunications Service
Provider (TSP) and a Law Enforcement Agency (LEA) to assist the LEA in
conducting lawfully authorized surveillance.

1.1 Purpose

The purpose of this document is to capture those supplemental intercept
capabilities sought by law enforcement that are outside the scope of the J-
STD-025 family of standards which address CALEA. Such capabilities may
be reasonably available at the system but excluded from CALEA. The
capabilities described in this contribution can be used as a starting point for
the standardization of supplemental surveillance capabilities (i.e., those that
are not mandated by CALEA).

The supplemental intercept capabilities described in this document are taken
from the FCC, from  law enforcement forums and contributions, and from
TSP discussions with law enforcement.

1.2 Scope

This document assists LEA in accomplishing their goal in conducting LAES
by acquiring supplemental intercept information for their investigations in a
technology efficient manner.
1 1 Introduction
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2 References
U.S. Government Documents:

[99-230] FCC 99-230, CC Docket No. 97-213, Third Report
and Order, Released 8.31.99.

[PIP] Electronic Surveillance Needs for Public IP Network
Access Service, Released 9.30.03 (FBI Restricted).

[PFN] Packet Surveillance Fundamental Needs Document
for Telecommunications Carriers, Equipment
Manufacturers, and Providers of Telecommunications
Support  Services, Released 10.31.02 (FBI Restricted).

[JPR] Joint Petition for Expedited Rulemaking, Released
3.27.98.

[ESI] Electronic Surveillance Interface Document, Released
6.24.96 (FBI Restricted).
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3 Definitions and Acronyms
information service: Defined in CALEA Section 102 (6) to be “(A) the
offering of a capability for generating, acquiring, storing, transforming,
processing, retrieving, utilizing, or making available information via
telecommunication; and (B) includes—(i) a service that permits a customer
to retrieve stored information from, or file information for storage in, infor-
mation storage facilities; (ii) electronic publishing; and (iii) electronic
messaging services; but (C) does not include any capability for a [TSP’s]
internal management, control, or operation of its telecommunication
network.” see telecommunication service provider.
3 3 Definitions and Acronyms
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4 Stage One Description - User Perspective
This section describes the supplemental surveillance capabilities and supple-
mental surveillance services from a user’s perspective. The capabilities and
services are described with enough detail to let LEAs know what information
could be collected and when it could be collected.

4.1 Overview

This section defines the means to provide supplemental surveillance infor-
mation to law enforcement. Four information categories are described:

• non-communication associated information to provide infor-
mation about intercept subjects that is not related to a communi-
cation;

• communication associated information to provide communi-
cation-identifying information about information services
involving the intercept subjects;

• signaling information provides subject and network signaling for
non-communication information and communication information
associated with information services; and

• content surveillance to provide access to an intercept subject’s
information service communications.

Restrictions are defined for exceptions.

4.2 Introduction

4.2.1 Assumptions

This document will be based on J-STD-025-A LAES  protocol.

All capabilities in this document should have toggle capability to allow TSPs
and LEs to deploy those capabilities that are appropriate for the court order. 

4.3 Non-Communication Associated Services

This service provides information about the intercept subject that is not
related to the subject’s communication or to the subject’s communication
identifying information.

4.3.1 Surveillance Status 

This capability would allow the TSPs to provide information to the LEA to
verify that a wiretap has been established and is still functioning correctly.
This information could include the date, time, and location of the wiretap; and
identification of the subscriber whose facilities are under surveillance. This
4 Stage One Description - User Perspective 4
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information would be available when the surveillance is activated, updated or
deactivated, as well as periodically.

4.3.1.1 Surveillance Activation

The Surveillance Activation report occurs when the TSP activates a surveil-
lance for an intercept subject for a particular LEA.

4.3.1.2 Surveillance Continuation

The Surveillance Continuation report occurs when the TSP reports the status
on an active surveillance to an LEA. This report occurs periodically on a per
surveillance basis.

4.3.1.3 Surveillance Change

The Surveillance Change report occurs when an update is made to an active
surveillance. Examples of the conditions to warrant this report would be a
notification to the TSP for a change to the surveillance.

4.3.1.4 Surveillance Deactivation

The Surveillance Deactivation report occurs when the TSP deactivated a
surveillance for an intercept subject for a particular LEA.

4.3.2 Continuity Check Tone

This supplemental intercept capability would permit that, in cases where an
LEA has obtained authority to intercept wire or electronic communications,
a C-tone or dial tone to be placed on the communication content channel
received by the LEA from the TSP until a user of the facilities under surveil-
lance initiates or receives a communication. At that point, the tone would be
turned off, indicating to the LEA that the target facilities were in use. This
capability would permit correlation between the time a call is initiated and the
time the connection is established. The C-tone would also verify that the
connection between the carrier's switch and the LEA is in working order.

4.3.3 Feature Status

This supplemental intercept capability would permit a TSP to record when
specific subscription-based services are added to or deleted from the facilities
under surveillance, including when the subject modifies capabilities
remotely.  Additionally, the TSP would provide information when the
telephone number or static IP address of the facilities under surveillance was
changed or service was disconnected.

4.3.3.1 Feature Activation

The Feature Activation report occurs when a TSP receives notification of a
new subscription based service being added to the facilities under surveil-
lance.
5 4.3.2 Continuity Check Tone
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4.3.3.2 Feature Change

The Feature Change report occurs when an update is made to an active
subscription based service. 

4.3.3.3 Feature Deactivation

The Feature deactivation report occurs when a TSP receives notification of a
subscription based service being deleted from the facilities under surveil-
lance.

4.3.4 Non-Communication Signaling for Information Service

This capability provides to LEAs non-communication subject signaling infor-
mation and network signaling information associated with information
services. Intercept Subject signaling and network signaling provide access to
non-communication associated information services within a telecommuni-
cations system. The intercept subject signaling provides access to intercept
subject-initiated signaling information used to access capabilities and
services in a non-communication associated form. The network signaling
provides access to non-communication network signaling information sent by
the intercept access point to the subject to apply network signals.

4.4 Communication Associated Capability

This capability provides accesses communication-identifying information
directly associated with information services such as (e.g., instant messages
and chat rooms). 

4.4.1 Communication Signaling Information

This capability provides to LEAs subject signaling information and network
signaling information associated with information services. Intercept Subject
signaling and network signaling provide access to communication associated
information services within a telecommunications system. 

The intercept subject signaling provides access to intercept subject-initiated
signaling information used to access communication related capabilities and
services in a communication associated form (i.e., mid-communication
feature change). 

The network signaling provides access to communication-identifying
network signaling information sent by the intercept access point to the subject
to apply network signals. 
4 Stage One Description - User Perspective 6
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