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4
Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration is shown in figure 1a. The packet-switched configuration is shown in figure 1b. The WLAN interworking configuration is shown in figure 1d.  The various entities and interfaces are described in more detail in the succeeding subclauses.
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Figure 1a: Circuit switched intercept configuration


[image: image2.wmf] 

LEMF

 

Mediation

 

Function

 

Delivery

 

Function 2

 

Mediation

 

Function

 

ADMF

 

GSN

 

X2

 

X3

 

X1_2

 

X1_1

 

X1_3

 

HI1

 

HI2

 

Mediation

 

Function

 

Delivery

 

Function 3

 

HI3

 


Figure 1b: Packet Switched Intercept configuration
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Figure 1c: HLR Intercept configuration
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Figure 1d: WLAN Interworking Intercept configuration
The reference configuration is only a logical representation of the entities involved in lawful interception and does not mandate separate physical entities. This allows for higher levels of integration.

Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional specifications. For example, if ES 201 671 or J-STD-25 is used, then the adaptation to HI1, HI2 and HI3 will be as defined in those specifications.

DF3 is responsible two primary functions:

-
Call Control (Signaling) for the intercepted product; and

-
Bearer Transport for the intercepted product.

HI3 is the interface towards the LEMF. It must be able to handle the signalling and the bearer transport for the intercepted product. LEMF can be located within the 3G network or can be in any other network.

There is one Administration Function (ADMF) in the network. Together with the delivery functions it is used to hide from the 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAs) on the same target. The administration function may be partitioned to ensure separation of the provisioning data from different agencies.

The HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. The delivery functions are used:

-
to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2 (based on IAs, if defined);

-
to distribute the Content of Communication (CC) to the relevant LEA(s) via HI3 (based on IAs, if defined).

See the remaining sections of this document for definitions of the X1_1, X1_2, X1_3, X2 and X3 interfaces.

Interception at the Gateways is a national option.
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