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a) 
b) 
Technical Survey of the Lawful Interception Requirement & Standardization

O: SCOPE
This document has been developed as the baseline document for further work on Lawful Interception The purpose of this Supplement is to identify lawful interception and related communications assistance to law enforcement specifications, ongoing work, and the fora that are addressing this area. The value added by this document is to promote greater consistency and compatibility for how lawful interception of communications across jurisdictions is carried out. The information in this document is intended to assist the relevant authorities to assess how their particular requirements may be met through re-use of existing and planned capabilities and functions, thereby avoiding the costs and delays that may be associated with proliferation of unique specifications. This consistency also supports cooperative arrangements with neighboring agencies.

A: REFERENCES

· ETSI ES 201 158
Lawful Interception; Requirement for Network Function

· ETSI ES 201 671
Lawful Interception; Handover Interface 

· ETSI GSM 01.33
LI Requirement for GSM 

· ETSI GSM 02.33
Lawful Interception; Stage I

· ETSI GSM 03.33
Lawful Interception; Stage 2

· ETSI TS 101 331
Lawful Interception; Requirement of Law Enforcement 

Agencies

· 3GPP TS 33.106
Lawful interception requirements

· 3GPP TS 33.107
3G security; Lawful interception Architecture and 

Functions

· 3GPP TS 33.108
Handover Interface for Lawful Interception (Release 5)


B: ABBREVIATIONS

GGSN

Gateway GPRS Support Node

SGSN

Serving GPRS Support Node

GMSC

Gateway Mobile Switching Centre

ADMF

Administration Function

CC

Content of Communication

CGI

Cell Global Identity

DF

Delivery Function

GPRS

General Packet Radio Service

HI

Handover Interface

IA

Interception Area

IP

Internet Protocol

IRI

Intercept Related Information

LEA

Law Enforcement Agency

LEMF

Law Enforcement Monitoring Facility

RA

Routing Area

MSISDN
Mobile Subscriber International ISDN Number


IMEI

International Mobile Equipment Identity

IMSI

International Mobile Subscriber Identity

SIP

Session Initiation Protocol

MSC

Mobile Switching Center

GGSN

Gateway Mobile Switching Center

HLR

Home Location Register

VLR

Visitor Location Register

PDP

Packet Data Part

SMS

Short Message Service

CSCF

Call State Control Function

C: INTRODUCTION

Lawful Interception can be defined as the action, performed by a network operator/service provider, of making available certain information and providing that information to a Law Enforcement Monitoring Facility. 

Lawful Interception enables the Law Enforcement Agencies to trace any kind of traffic (speech, data, signaling information, short messages etc.) of the target.

Lawful Interception requirements are subject to national laws and treaties between nations and interpreted in accordance with applicable national policies

Lawful Interception can be based on

· Network


:Interception that is invoked at a network access Point 

regardless of target identity. 

· Subject


:Interception invoked using specific target identity.

· Location Dependent
:Interception of the target within a network service area that 

is restricted to one or several interception areas.

D: DEFINITIONS

· Authorization Authority (AA): Is a authority that has the right to give permission to intercept the subject/s. It has the control how the interception facility is used.

· Law Enforcement Agency (LEA): An organization authorized by a lawful authorization based on a national law to receive the results of telecommunications interceptions.

· Network Operator: The operator of the public telecommunications infrastructure. Operator is responsible for providing authorized LEA’s a possibility to intercept individual targets. The operator is required to provide the interception facilities, but it itself is not allowed to see the identities and the data of the intercepted subjects.  

· Law Enforcement Monitoring Facility (LEMF): A Law enforcement facility designated as the transmission destination for the results of interception relating to a particular interception subject.

· Interception Subject: A person or persons, specified by lawful authorization, whose telecommunications are to be interpreted.

· Handover Interface: A Physical or logical interface across which the request for interception is provided to the Network Operator AND result of interception are delivered from an Network Operator to LEMF.

· Content of Communication (CC): The information exchanged between two or more users of a telecommunication service, excluding the IRI.

· Intercept Related Information (IRI): Collection of information or data associated with telecommunication service involving the target identity, specifically call associated information, service associated information and location information.

E: Generic Interception System Architecture


Network operator shall provide access to the content of communications (CC) and Information Related Information (IRI) of the target on behalf of Law enforcement agencies. A target can be user of that network, or a user of some other network visiting this network. The intercepted CC and IRI can only be delivered for activities performed by the target in this particular network.

F: LEA Requirement

LEA requirement will be subject to National Law and international treaties and should be interpreted in accordance with applicable national policies. 

1. General Requirement

In accordance with the relevant lawful authorization a Network operator shall ensure that

a) The entire content of communication associated with the target identity being intercepted shall be available during the entire monitoring period.

b)  If the result of interception cannot be delivered immediately to the relevant LEMF, then the CC and IRI should be buffered until they can be delivered.

c) The ability to intercept telecommunication shall be provided relating to all interception subjects operating permanently with in a telecommunication system.

d) The ability to intercept telecommunication shall be provided relating to all interception subjects operating temporarily within a telecommunication system. (e.g. a visiting mobile subscriber)

e) Results of interception relating to target service shall be provided by network operator in such a way that any telecommunications that do not fall within the scope of lawful authorization shall be excluded by network operator.

f) All results of interception provided at handover interface shall be given a unique identification relating to lawful authorization.

2. Result of Interception

The network operator shall, in relation to each target service:

a) Provide the content of communication, relating to each successful establishment of telecommunication.

b) Intercept related information shall be provided:

i. When a call setup is attempted

ii. When a call is established

iii. When no successful call is established

iv. On change of status

v. On change of service or service parameter (supplementary services)

vi. On change of location

c) Intercept related information shall contain

i. The identities, which have attempted telecommunications with the target identity, successful and failure both.

ii. Identities used by or associated with the target identity

iii. Details of service used and associated parameters

iv. Information relating to status

v. Time stamps

d) Location Information can be required by LEA in various forms:

i. The current geographic, physical or logical location of target, when telecommunication activity is taking place.

ii. The current geographic, physical or logical location of target, when telecommunication activity is taking place or not

iii. The current geographic, physical or logical location of an identity temporarily associated with the target because of successful or unsuccessful attempt to establish the telecommunication.
3. Secrecy

a) Implementation details of interception in a network shall not be made available to unauthorized persons. 

b) Information relating to target identities and target services to which interception is being applied shall not be made available to unauthorized persons.

c) No access to any form to the handover interface shall be granted to unauthorized persons. Network operator shall take all necessary measures to protect the handover interface against misuse.

d) Interception shall be implemented in such a manner that no unauthorized person can detect the interception status. 

e) Operating facilities of target shall not be altered as a result of any interception measure.

f) Quality of service of target shall not be affected as a result of interception measure.  

4. Handover Interfaces & Format Requirements

a) Results of interception shall be provided for the entire duration of interception measure.

b) The correlation between the content of communication and intercept related information should be unique. 

c) The LEMF will be informed of activation of an intercept measure, deactivation of an intercept measure, any change of intercept measure and temporary unavailability of the intercept measure.

d) Multiple intercept measures shall be supported to allow a single target to be monitored by more than one LEA. If multiple interceptions are active, network operator shall take precautions to safeguard the identities of monitoring agencies and ensure confidentiality of the monitoring.

G: Network Requirement

Activities in Lawful Interception System 

1. Administration Requirements

A secure means of administrating the service by the network operator and intercept requesting entity is necessary. This mechanism shall provide means to activate, deactivate, display or list targets in the network as quickly as possible. The process should be governed by appropriate authentication and audit procedure. Logs for every activity should be maintained.

It should be possible to activate the interception of the subject based on any of the following 

· PSTN





:
Directory Number

· 2G (Circuit Switched & Packet Switched)
:
MSISDN, IMEI, IMSI

· 3G (Circuit Switched & Packet Switched)
:
MSISDN, IMEI, IMSI

· 3G (IP multimedia subsystem)

:
SIP URL

Administration function shall allow specific Intercept Areas to be associated with target subscribers when location dependent interception is to be used.

a) Activation: To request for the interception of specified target, with option of generating either the CC, or the IRI or both, and assign the LEA address for the delivery of the CC and IRI if required.

b) Deactivation: Request to stop all or part of interception activities for the specified target.

c) Security: Proper authentication, encryption and decryption methods shall be followed to ensure the security of the system.

2. Intercept Invocation

Lawful interception should be invoked when the transmission of information or an event takes place that involves the target under interception. Some possible events for invocation can be

· A circuit switched call originated from, terminated to, or forwarded by the target

· A circuit switched data call either originates from or terminates at the target.

· Location Information related to target is modified e.g. attaching, detaching from the network, or change of location.

Invocation of Lawful Interception should not alter the operation of target’s services or provide indication to any party involved in communicating with the target. It also should not affect the standard function of the telecom network. 

In case of circuit switched calls, if lawful interception is activated in between a call, and then it is not required to intercept the present call. Similarly, if lawful interception is deactivated in between a call, then intercepted activity should continue till the completion of the call.

In case of packet data service, if lawful interception is activated when service is already in use, the next packet transmitted shall be intercepted. If lawful interception is deactivated during the packet data service, next packets shall not be transmitted.

When Lawful interception is invoked, CC and/or IRI shall be sent to LEA. If both IRI and CC are to be sent to the LEA, then there should be some way to correlate this two at LEA’s end. CC and IRI should be sent to LEA in as near real time as possible. 

In exceptional case of failure while establishing the connection towards LEA to transfer the CC, there should be no interruption of the ongoing telecommunication service
3. Charging 

The Telecom operator for the lawful interception can do charging. However, it is not mandatory. Some mechanism on basis of which charging can be done can be:

· Use of Network Resources

· Activation and Deactivation of target

· Intercept Invocations

H: FUNCTIONAL ARCHITECTURE



Figure above depicts the functional architecture of a call interception system. Administrative Function and the two delivery functions will be part of the Network operator domain serving one or more LEA’s. 

Mediation functions can be transparent or can be part of the administration and delivery functions, are used to convert information on the HO1, HO2 and HO3 interfaces in the format described in regional or national specifications.

Administrative Function, together with delivery functions is used to hide from the Network that there might be multiple activations by different LEA’s on the same target. Administrative Function can be partitioned to separation of the provisioning data from different agencies. Administrative Function mainly interfaces to all the LEA’s that may require interception in the intercepting network, keeps the intercept activities of the individual LEA’s separate and interfaces to the intercepting network. Every Network is connected to Administrative Function by AD1 interface.

Delivery Function 2 is responsible for Intercept Related Information handling.  Information sent to DF2 is triggered by different call related and non-call related events. 
In case of circuit switched calls,

Call Related Events

· Call Establishment

· Answer

· Supplementary Service

· Handover

· Release

Non Call Related Events

· SMS

· Location Update

· Subscriber Controlled Input

In case of Packet Data Network,


Events applicable to SGSN

· Mobile Station Attach

· Mobile Station Detach

· PDP Context Activation

· Start of intercept with PDP context Active

· PDP context modification

· PDP context deactivation

· RA update

· SMS


Events applicable to GGSN

· PDP context Activation

· PDP context modification

· PDP context deactivation

· Start of Interception with PDP context active

Events Applicable to HLR

· Roaming 

Delivery Function 3 is responsible for Call Control  (signaling) for the intercepted product and bearer transport for the intercepted product. The information from server to DF3 shall contain the target identity (MSISDN, IMSI or IMEI), target location or the IA in case of location dependent interception, correlation number (to correlate IRI and CC) and direction indication (signal from target or signal to target). Additional information shall be provided if required by national laws.

Interfaces:

· AD1: This interface shall be used to request the intercept from LEA to Network operator and o setup the interception activity. The basic contents of information transferred on this interface shall contain target identity (MSISDN, IMSI, IMEI, Directory Number, SIP URL), selection of IRI or CC or both option, Delivery Function 2 and Delivery Function 3 addresses.

· AD2: This interface is used to update the DF2 about the identity of the target so as to activate the interception procedure on the Delivery Function 2 to get or to stop the generation of IRI. 

· AD3: This interface is used to update the DF3 about the identity of the target so as to activate the interception procedure on the Delivery Function 3 to get or to stop the generation of content of communication.

· D2: This interface shall be used for transferring the Intercept related information from the network for the given target. This mainly constitutes of unique number to correlate the record with the CC, target identity, called and calling numbers, other party number in case of diversion, start time, end time, location information (e.g. CGI), bearer service, teleservice, Supplementary service used and call completion message. 

· D3: This interface shall be used for getting the content of communication from the telecommunication network. This content can be speech, fax, user data or SMS. A unique reference number to correlate the CC with IRI shall also be transferred.

· HO1: This interface will transport various kinds of administrative information from/to LEA and Network operator. Mainly this interface is used to establish the interception action of activating and deactivating from the LEA to the Network Operator and the acknowledgement back to the LEA’s. Status reports shall also be transferred thro this interface to LEMF or LEA. Typical status reports can be setup failure, bulk or individual modification of target, transmission problems, LEA busy, no answer from LEMF etc.  

· HO2: This interface is primarily for transportation of IRI. It will be used to transmit information or data associated with the telecommunication services of the target identity relevant in that network domain. Supplementary service and location information will also be transferred through this interface. Sending of an IRI to the LEMF shall take place as soon as possible, preferably in real time. In exceptional cases like data link failure, the IRI may be stored for later transmission. 

· HO3: This interface shall transport the content of communication of the intercepted telecommunication service to the LEMF or LEA. In case of failure, content of communication is lost. Capacity of the HO3 interface connection to the LEMF or LEA should be adequate for the traffic that has to be intercepted. This interface shall support the transfer of speech (64kbits/sec), SMS and packet switched data services. 

For Circuit Switched Network

In case a call is selected based on several identities (MSISDN, IMSI, IMEI) of the same target, the network will deliver CC and IRI only once to the DF2 and DF3. DF2 and DF3 will then distribute the information to the relevant LEA that requested interception of particular target identity.

For the delivery of CC and IRI, MSC/GMSC/SGSN/GGSN/PSTN shall provide the correlation number and target identity to Delivery Function2 and Delivery Function3, which shall be used there in order to select the different LEAs to which the product shall be delivered.

For location Dependent Interception in circuit switched network, location dependency check shall occur at the establishment of the telecommunication.  If the target is marked using an Intercept Area in the Network, the location dependency check shall be performed by the MSC/GMSC/SGSN/GGSN at the call setup. Only if the target’s location matches with the IA then the call is intercepted.

For Packet Data Network

In case of Packet Data service, correlation number is used to correlate CC and IRI and the different IRI’s of one PDP context. Correlation number shall be generated using the existing parameters related to PDP context. If the interception is active on both parties of the Packet Data Communication, both CC and IRI will be delivered for each party as separate intercept activity.

For location Dependent Interception in Packet Data service network, for each target, location dependency check shall occur at each packet data session establishment or release and each routing area (RA) update to determine permanently the relevant IA’s.

Concerning the IRI, when an IA is left, a mobile station Detach event is sent when changing servicing GSNs or an RA update event is sent when changing IAs inside the same servicing SGSN to DF2. When a new  IA is entered a RA update event is sent to DF2 and optionally, a “Start of interception with PDP context active” event for each PDP context. 

Figure below shows the transfer of intercept related information to the Delivery Function 2. If the event to/from a mobile subscriber occurs, the GSN or the HLR sends the relevant data to DF2.

Both in case of Location Dependent and Location Independent Interception, “Start of interception with PDP context active” event is sent by the new SGSN if the inner-SGSN RA update procedure, which involves different PLMNs, takes place for a target, which has at least one active PDP context. Optionally, it is possible to send “start of interception with PDP context active” for all cases in inter-SGSN RA update when at least one PDP context is active.

The access method for delivering of packet data GSN intercept product is based on duplication of packets without modification at GSN. The duplicated packets with additional information in header are sent to DF3.


For Packet Data Multimedia Service

Interception of the content of communication for GSN packet data service has been explained above in the “packet data service” section. No additional CC intercept requirements are identified. Activation and Deactivation of multi media service does not produce the CC.

SIP messaging is reported as IRI for the interception of multimedia service. All SIP messages executed on behalf of the target subscriber are subject to intercept at P-CSCF and S-CSCF. Based on the network configuration, the ADMF shall provision the P-CSCFs or C-CSCFs or both with SIP URL target identifiers. These resulting SIP messages shall be sent to DF2 for mediation prior to transmission across HO2 Interface.


Multi-media Events
All SIP messages to and from a targeted subscriber, and all SIP messages executed on behalf of a target subscriber for multimedia session control are intercepted by the P-CSCF and S-CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message.

An intercepted SIP event sent to DF2 will contain

· Observed SIP URL

· Event Time

· Event Date

· Network Element Identifier

· SIP Message Header

· SIP Message Payload

APPENDIX A

I. Information Elements 

Table below shows the set of information that shall be used to generate the events. The events transmit the information from the MSC/GMSC server.

	Observed MSISDN
	Target identifier with the MSISDN of the target subscriber 

	Observed IMSI
	Target identifier with the IMSI of the target subscriber

	Observed IMEI
	Target identifier with the IMEI of the target subscriber. It shall be checked for each call over the radio interface.

	Event Type
	Description of the type of the event delivered: Establishment, Answer, Supplementary Service, Handover, Release, SMS, Location Update, Subscriber Controlled Input

	Event Date
	Date of event generation in the server

	Event Time
	Time of event generation in the server

	Dialed Number
	Dialled phone number before digit modification

	Connect Number
	Number of Answering Party

	Other Party Address
	Directory Number of the other Party for Mobile Originated and Calling Party for Mobile terminating Call

	Call Direction
	Information whether monitored subscriber is call or called.

	Correlation Number
	Unique number for each call sent to DF, to help the LEA to have a correlation between each call and IRI

	Network Element Identifier
	Unique Identifier for the element reporting the Information control Element (MSC server, GMSC Server, SGSN, GGSN)

	Location Information
	Service Area identity or location area identity that is present at telecom server.

	Basic Service
	Information about teleservice or bearer service 

	Supplementary Service
	Supplementary service used by the target e.g. CW, CF, ECT

	Forwarded to Number
	Forwarded to Number at CF

	Call Release Reason
	Call release reason of the target call

	SMS Initiator
	SMS indicator whether the SMS is MO, MT or undefined

	SMS Message
	SMS content with header which is sent with SMS-service

	Redirecting Number
	The number, which invokes the call forwarding towards the target. Provided if available. 

	Subscriber Controlled Input
	Non call related subscriber controlled input (SCI) which the MSC server receives from the MS.


II. Call Related Events 

Call Establishment: For every Call Establishment, a call establishment record is generated. This record is generated at the beginning of the call. This information will be delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event type

	Event date

	Event Time

	Dialled Number

	Other Party Address 

	Call Direction

	Correlation Number

	Redirecting Number

	Network Element Identifier

	Location Information

	Basic Service

	Supplementary Service


Answer: If the called party answers, an answer event is generated and delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event type

	Event date

	Event Time

	Dialled Number

	Other Party Address 

	Connected Party

	Call Direction

	Correlation Number

	Redirecting Number

	Network Element Identifier

	Location Information

	Basic Service

	Supplementary Service


Supplementary Service: For supplementary services events are generated with the information which supplementary service is used and will be delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event type

	Event date

	Event Time

	Dialled Number

	Other Party Address 

	Call Direction

	Correlation Number

	Network Element Identifier

	Location Information

	Basic Service

	Supplementary Service

	Forwarded to Number


Handover: For each handover that is realizes at the telecom server due to a change in target location information, a handover event with the new location information is generated and delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event type

	Event date

	Event Time

	Correlation Number

	Network Element Identifier

	Location Information


Release: For the release or failed attempt of a target call, a release event is generated and delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event type

	Event date

	Event Time

	Dialled Number

	Other Party Address 

	Call Direction

	Correlation Number

	Network Element Identifier

	Location Information

	Basic Service

	Call Release Reason


III. Non Call Related Events

SMS: For MO-SMS, the event is generated in the Telecom Server. Dependent on the national requirements, event generation shall occur either when the server receives the SMS from the target MS or when server receives notification that the SMSC successfully received the SMS. For MT-SMS, event is generated in the server. Dependent on national requirements, event generation shall occur either when server receives the SMS from the SMSC or when server receives notification that the target MS successfully received the message. This information will be delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Event type

	Event date

	Event Time

	Network Element Identifier

	Location information 

	SMS Initiator

	SMS Message


Location Update: For Location updates, location update event is generated, either the new location information and will be delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Event type

	Event date

	Event Time

	Network Element Identifier

	Location information 


Subscriber Controlled Input (SCI): SCI includes subscriber initiated changes in service activation and deactivation. SCI does not include any information available in CC. For subscriber controlled inputs, a SCI event is generated with information about the SCI and delivered to the DF2.

	Observed MSISDN

	Observed IMSI

	Event type

	Event date

	Event Time

	Network Element Identifier

	Location information 

	SCI


APPENDIX B

The set of fields shown in the table below is used to generate the events. The events transmit the information from GSNs to DF2.

	Observed MSISDN
	Target identifier with the MSISDN of the target subscriber 

	Observed IMSI
	Target identifier with the IMSI of the target subscriber

	Observed IMEI
	Target identifier with the IMEI of the target subscriber. It shall be checked for each call over the radio interface.

	Event Type
	Description of the type of the event delivered: MS attach, MS detach, PDP context activation, Start of intercept with PDP context active, PDP context deactivation, SMS, Serving System, Cell and/or RA update.

	Event Date
	Date of event generation in the GSN or HLR

	Event Time
	Time of event generation in the GSN or HLR. Timestamp shall be generated relative to GSN or HLR internal clock.

	PDP Address
	PDP address of the target subscriber. This address may be dynamic

	Access Point Name
	APN of the access point. (Typically the GGSN of the other party)

	Location Information
	Service area identity (SAI), RAI and/or location area identity that is present at the GSN at the time of record production

	Old Location Information
	Location Information of the target before Routing Area Update.

	Correlation Number
	Unique number for each call sent to DF, to help the LEA to have a correlation between each call and IRI

	PDP Type 
	Used PDP type

	SMS
	SMS content with header, which is sent with SMS-service. Header also includes SMS-Center address

	Network Element Identifier
	Unique identifier for the element reporting the ICE. 

	Failed Attach Reason
	Reason for failed attach of the target subscriber

	Failed Context Activation Reason
	Reason for failed context activation of the target subscriber

	IAs
	The Observed Interception Areas

	Session Initiator
	The initiator of the PDP context activation, deactivation or modification request either the network or the MS.

	SMS Initiator
	SMS indicator whether the SMS is MO or MT

	Deactivation/Termination cause
	The termination cause of the PDP context 

	QOS
	This field indicates the Quality of Service associated with the PDP context procedure.

	Serving Subsystem Address
	Information about the serving system e.g. serving SGSN or serving SGSN address


I. Packet Data Related Events

Mobile Station Attach: For every attach an attach event is generated. When an attach activation is generated from the mobile to servicing GSN, this event is generated and the fields given in the table below will be delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	Failed Attach Reason

	IAs (if applicable)


Mobile Station Detach: For every detach, an detach event is generated and delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	IAs (if applicable)


Packet Data PDP context Activation: For PDP context activation, a PDP context activation event is generated from the mobile to GSN.

	Observed MSISDN

	Observed IMSI

	Observed IMSI

	PDP address of observed Party

	Event Type

	Event Time

	Event Date

	Correlation Number

	Access Point Name

	PDP Type

	Network Element Identifier

	Location Information

	Failed context activation Reason

	IAs (if applicable)

	Session Initiator (optional)


Start of Interception with PDP context Active: This event will be generated if interception for a target is started and if target has at least one PDP context active. If more than one PDP context are open for each of them an event record is generated. This fields will be delivered to DF2. Presence of the optional Old Location Information field indicates that the PDP context was already active, and being intercepted.

	Observed MSISDN

	Observed IMSI

	Observed IMSI

	PDP address of observed Party

	Event Type

	Event Time

	Event Date

	Correlation Number

	Access Point Name

	PDP Type

	Network Element Identifier

	Location Information

	Old Location Information (optional)

	IAs (if applicable)


Packet Data PDP Context Deactivation:  At PDP context deactivation a PDP context deactivation event is generated and fields are delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Observed IMSI

	PDP address of observed Party

	Event Type

	Event Time

	Event Date

	Correlation Number

	Access Point Name

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Deactivation Cause


 RA Update: For each RA update an update event is generated with the fields about the new location information and the fields are delivered to DF2.

	Observed MSISDN

	Observed IMSI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	IAs (if applicable)


SMS: For MO-SMS the event is generated in the SGSN. Dependent on national requirements, event generation shall occur either when SGSN receives the SMS from target MS or  when SGSN receives notification that the SMSC successfully receives the SMS . For MT-SMS the event is generated in SGSN. Dependent on national requirements, event generation shall occur either when SGSN receives the SMS from the SMSC or when SGSN receives the notification that the target MS successfully received the message.

	Observed MSISDN

	Observed IMSI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	SMS

	IAs (if applicable)

	Initiator 


Packet Data PDP Context Modification: This event will be generated if interception for a target is started and if target has at least one PDP context active.

	Observed MSISDN

	Observed IMSI

	Observed IMSI

	PDP address of observed Party

	Event Type

	Event Time

	Event Date

	Correlation Number

	Access Point Name

	PDP Type

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Session Initiator (optional)

	Quality of Service


Serving System: Serving system report is generated at the HLR, when the HLR detects that intercepted target has roamed.

	Observed MSISDN

	Observed IMSI

	Observed IMSI

	PDP address of observed Party

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving System Address


_____________
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