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Introduction:

This contribution concerns Lawful Interception in IMS networks. Lawful interception of GPRS IRI and GPRS CC is currently activated using GPRS domain user identities (IMSI, MSISDN, and IMEI) as target criterion in GSN(s). The CSCF(s) cannot perform interception based on these triggers. There are also no standardized methods how this information can be carried from GSN to CSCF(s) where the IMS IRI is available. Currently IMS IRI is collected using separate IMS interception started with SIP URL or TEL URL as a target criterion. 

This discussion paper shows several new solutions how IMS IRI could also be collected with only one interception activation using GPRS identifiers as target criterion. This is reverse method for solution that was presented in discussion paper SA3LI04_034 IMS identity based full IMS LI.doc.
Discussion:

Below is eight new solutions introduced. They are categorized based on used method. 

GPRS CC examination based GPRS initiated IMS interception activation solutions: 

Solution alternative 1
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Figure 1. New Mapping Function is included to ADMF.

Before IMS UE can perform e.g. the SIP REGISTER method when attached to GPRS, it has to activate at least one PDP context. The SIP REGISTER message is then transferred through GPRS network as content of communications. When there is an interception activated with GPRS domain target criterion (IMSI, MSISDN, IMEI), the DF3 receives the data containing the SIP message (SIP REGISTER in this case) via X3 interface from SGSN/GGSN. DF3 then checks whether the data contains SIP header and whether the SIP header contains SIP URL or TEL URL. If a URL is found in data, the DF3 may forward LI information to Mapping Function of ADMF via X1_3 interface. The LI information may contain, depending of the intercepted SIP message, following information: GPRS domain target criterion, GPRS domain session identifiers, IMS domain user identities, IMS domain session identifiers, and/or LIID of the interception that found the IMS domain information. 

The Mapping Function may save the LI information into its internal cache for later use. The Mapping Function of ADMF may command the CSCF over X1_1 interface to start interception of IMS IRI using the resolved IMS domain user identity as IMS domain target criterion. 

It is likely that SIP REGISTER message reaches the CSCF before LI activation request triggered by the method described above. Therefore it is essential that registration and session status of the user specified by the IMS domain target criterion is part of the LI activation response message or is sent with an explicit LI notification message to DF2.

Solution alternative 2
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Figure 2. New Mapping Function is included to DF3.

This solution is similar to solution 1, expect that the Mapping Function is located in the DF3.  

Solution alternative 3

This solution is similar to solution 1, expect that the network function that performs the content of communication analysis is the GSN rather than DF3. If GSN founds URL in the SIP header found in content of communications, it may forward the LI information to Mapping Function of ADMF via X1_1 interface. The rest of the functionality of the solution is identical to that of solution 1.

GPRS identity to IMS identity mapping based GPRS initiated IMS interception activation solutions:

Solution alternative 4
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Figure 3. LI information is sent over Go-interface

During the media reservation (shown in Figure 3) the media authorisation is done between GGSN and P-CSCF (PDF). For this purpose the UE sends Authorisation Token in Activate PDP Context Request message. SGSN forwards the Authorisation Token to GGSN in Create PDP Context Request message. The Authorisation Token represents the IMS domain session being created in IMS. 

Now if there is an interception activated with GPRS domain target criterion this Authorisation Token can be exploited in starting the interception in IMS domain. When the GSN notices an activation of PDP context related to GPRS domain target criterion, it reports the Authorisation Token to the Mapping Function of ADMF over X1_1 interface in a LI information message. LI information may consist of GPRS domain target criterion, GPRS domain session identifiers, lawful interception parameters, and/or IMS domain session identifiers (=Authorisation Token). Mapping Function of ADMF saves the information into internal cache for later use. If the internal cache already contains binding between Authorisation Token and IMS domain user identity, the Mapping Function of ADMF may activate IMS domain interception in CSCF over X1_1 interface. If no hit is found the Mapping Function of ADMF may query the CSCF(s) for the IMS domain user identity. The Mapping Function sends a query message containing the Authorisation Token to CSCF(s) and expects to receive IMS domain user identity in a response message. 

Mapping Function in ADMF may asynchronously receive IMS domain session identifiers from the CSCF over X1_1 interface when the IMS domain session is started (session started with SIP INVITE method). The LI information related to IMS domain session may consist of IMS domain session identifiers (e.g. ICID, Call-ID, Authorisation Token) and GPRS domain session identifiers (e.g. GCID + GGSN address, TID) of the GPRS domain session related to the IMS domain session of the monitored user.

When the IMS domain user identity is known by Mapping Function of ADMF, the ADMF may command the CSCF(s) to start interception in IMS domain.

Solution alternative 5
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Figure 4. New Mapping Function is included to DF2.
This solution is similar to the solution 4, except that the Mapping Function is located in DF2. It is the DF2 in this case that commands the CSCF to start the interception in IMS domain.

Direct activation based GPRS initiated IMS interception activation solution:

Solution alternative 6

This solution is similar to solution 4, except that no identifier mapping is done. When ADMF receives LI information from GSN containing IMS domain session identifier(s), it uses them directly in IMS domain interception activation. That is, when the ADMF receives IMS domain session identifier (e.g. Authorisation Token) from the GSN over X1_1 interface, it may send LI activation to CSCF over X1_1 interface. The LI information sent to CSCF contains LI parameters (LIID, DF2 address, type of interception) and IMS domain session identifier (Authorisation Token).

LI upload over Go interface based GPRS initiated IMS interception activation solutions:

Solution alternative 7

When GGSN notices that a PDP context being created is monitored it may choose to add notification about LI in the COPS REQ message (like in Figure 3). This way CSCF may start interception of the IMS domain user identity associated with the PDP context (and therefore associated with GPRS domain user identity). LI information sent in the COPS REQ consists of LI parameters (LIID, DF2 address, type of interception) and IMS domain session identifier(s) (optionally GPRS domain target criterion and GPRS domain session identifiers).

LI information may be carried also in Create PDP Context Request message sent by SGSN to GGSN. This allows also SGSN to trigger IMS domain IRI interception.

Solution alternative 8

This solution is similar to solution 7, except that the COPS REQ from GGSN to P-CSCF (PDF) contains only an indication of interception need. LI information sent in COPS REQ may consist of GPRS domain target criterion (IMSI, MSISDN, IMEI). The initial interception activation is done by ADMF to all network elements using GPRS domain target criterion. In CSCF the activation is in semi-active state. When the indication to intercept with the specific GPRS domain target criterion is received the interception changes its state to fully active. Activation responsibility is similar to that in solution 7.

Proposal:

The purpose of this Tdoc is to show that both IRI and CC can be intercepted in IMS networks based on one identity. LI community should now consider adding the best solution of introduced solution alternatives to 33.107 specification for having complete LI implementation, which will support both IRI and CC interception and delivery. 
Abbreviations: 


COPS 
Common Open Policy Service Protocol

GCID 
GPRS Charging Identifier

ICID 
IMS Charging Identifier

PDF 
Policy Decision Function

TID 
Tunnel Identifier
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