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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GMS
Third Generation Mobile Communications System

AN
Access Network

CC
Content of Communication

IA
Interception Area

IP
Internet Protocol

IRI
Intercept Related Information

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

NO
Network Operator

SP
Service Provider


VHE
Virtual Home Environment

*******   Next modification   *******

5.2.1.3
Security of processes

The intercept function shall only be accessible by authorised personnel.

To be effective, interception must take place without the knowledge of either party to the communication. Therefore, decryption must also take place without either party being aware that it is happening.

No indication shall be given to any person except authorised personnel that the intercept function has been activated on a target. Authentication, encryption, audits, log files and other mechanisms may be used to maintain security in the system. Audit procedures should be capable of keeping accurate logs of administration commands.

AN/NO/SP shall ensure that its equipment, facilities, or services that provide a customer or subscriber with the ability to originate, terminate, or direct communications are capable of facilitating authorized communications interceptions and access to intercept related information unobtrusively and with a minimum of interference with any subscriber's telecommunications service and in a manner that protects:

(A)
the privacy and security of communications and intercept related information not authorized to be intercepted; and

(B)
information regarding the LEA’s interception of communications and access to intercept related information.

A AN/NO/SP shall not be responsible for decrypting, or ensuring the LEA’s ability to decrypt, any communication encrypted by a subscriber or customer, unless the encryption was provided by the AN/NO/SP and the AN/NO/SP possesses the information necessary to decrypt the communication or the AN/NO/SP provides encryption keys but does not provide the encryption itself. In the case that the AN/NO/SP provides encryption keys to the subscriber or customer but does not provide the encryption itself, the AN/NO/SP shall provide the keys to the LEA if required by national regulations.
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