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	Reason for change:
(

	Currently MBMS, 3GPP-WLAN interworking and PoC services are under 3GPP study and development. 

For such services, the following should hold:

· IRI shall be generated and delivered to a DF2/MF2 by MBMS, PoC or 3GPP-WLAN interworking network elements. In addition to that, in certain roaming scenarios national regulation may require that a GSN should also deliver the advanced services specific IRI to DF2/MF2. Given, that GSN has readily available such IRI,

· CC shall be intercepted and delivered to a DF3/MF3 by MBMS, PoC or 3GPP-WLAN interworking network elements. In addition to that national regulation may require that a GSN also intercepts and delivers CC data to MF3/DF3.

· A target may establish a secure, encrypted end-to-end tunnel with MBMS, PoC or 3GPP-WLAN interworking network element. In such case, Lawful Interception Requirements specification requires that “user provided end to end encryption, encoding or compression cannot be removed by the network” (33.106v6.0.0; subclause “General principles”, 5.1.2). This, in given case means a GSN cannot remove the encryption. Rather, once MBMS, PoC or 3GPP-WLAN interworking nodes establish encrypted tunnel with UE, they must be responsible to deliver decrypted CC to LEMF via DF3/MF3. This requirement is given in finer details under subclause 5.2.1.3 “Security of processes” and 5.4 “Interworking considerations”.

Another important matter would be that MBMS, PoC and 3GPP-WLAN interworking services may be provided by a company, which is not operating associated GSN Packet Data network. Moreover, GSN Packet Data network operator may be in a different country. CR addresses legal implications of such scenarios and feasibility of respective technical solutions.

This CR proposes to add new section 7B, which lays down a foundation under forthcoming LI solution. Besides, Section 7B utilizes acronyms NO/AN/SP, which must be defined under 3.2.
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	Basic LI aspects of MBMS, 3GPP-WLAN interworking and PoC services are introduced.
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	LI for MBMS, 3GPP-WLAN interworking and PoC would not be addressed.
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	Clauses 7A, 7B and 8 must be re-numbered. 7A -> 8, 7B -> 9, 8 -> 10. 


3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AN
Access Network

3GPP MS
3rd Generation Mobile Communication System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN

3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC

3rd Generation Mobile Switching Center

3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

ADMF
Administration Function

CC
Content of Communication

DF
Delivery Function

ECT
Explicit Call Transfer

GPRS
General Packet Radio Service

HI
Handover Interface

IA
Interception Area

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN)

INEs
Intercepting Network Elements (,3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW)

IP
Internet Protocol

IRI
Intercept Related Information

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

NO
Network Operator

RA
Routing Area

RAI
Routing Area Identitiy

SAI
Service Area Identity
SP
Service Provider
TEL URL
"tel" URL, as defined in [9]

*******   Amended section follows   *******

7B
Lawful Interception for advanced data services provided by network, other than GSN Packet Data network
7B.1
Advanced data services
This clause deals with cases, when a target uses GSN Packet Data network as a data bearer to use data services provided by network elements, other than GSN. In principle, in certain cases those network elements may be considered to belong to PS domain. 
An incomplete list of such advanced services, respective sub networks and nodes is given below. Note, that these services are still under 3GPP study and development.
· MBMS. These services are provided by MBMS sub network (BM-SC, or any other node having similar functionality)
· 3GPP-WLAN interworking service. This service is provided by 3GPP-WLAN interworking sub network (3GPP AAA Proxy/Server, WAG, PDG, etc.)
· PoC service. This service is provided by PoC sub network, which, to certain extent is similar to IMS.
MBMS and PoC servers utilize GSN Packet Data network to exchange payload data with UE. In 3GPP-WLAN interworking scenario 2, UE exchanges payload data with internet service provider’s node directly via WLAN. In 3GPP-WLAN interworking scenario 3 and higher, UE exchanges data with internet service provider’s node through WLAN, interworking sub network and GSN Packet Data network.
MBMS, PoC and 3GPP-WLAN interworking services may be provided by a company (NO/AN/SP), which is not operating associated GSN Packet Data network. Hence, primarily MBMS, PoC and 3GPP-WLAN interworking network elements shall deliver the result of interception. However, in certain cases, once target roams (nationally or internationally) national regulation may require that GSN Packet Data network operator also delivers the available result of interception.
7B.2
IRI delivery

IRI shall be generated and delivered to a DF2/MF2 by MBMS, PoC or 3GPP-WLAN interworking network elements.
In addition to that, in certain roaming scenarios national regulation may require that a GSN should also deliver the advanced services specific IRI to DF2/MF2. Given, that GSN has readily available such IRI,
7B.3
CC delivery

CC shall be intercepted and delivered to a DF3/MF3 by MBMS, PoC or 3GPP-WLAN interworking network elements.
In addition to that, in all cases listed under subclause “Advanced data services” (3GPP-WLAN interworking scenario 2), national regulation may require that a GSN also intercepts and delivers CC data to MF3/DF3.
Note:
CC data may contain control plane (signalling) data exchanged by UE and external node, once these endpoints utilize GSN Packet Data network as a signalling bearer. A GSN cannot extract that kind of signalling data from the CC.
7B.4
Handling encrypted CC data
A target may establish a secure, encrypted end-to-end tunnel with MBMS, PoC or 3GPP-WLAN interworking network element. This network element may belong to GSN Packet Data network operator’s domain, or be external to that. In such case, Lawful Interception Requirements specification [7] defines that  as a national option a GSN Packet Data network NO/AN/SP should provide LEA with the encryption key. This holds only for the cases, when GSN Packet Data network NO/AN/SP has the encryption key readily available.
In case GSN Packet Data network NO/AN/SP has also other security data readily available (algorithm, key identifier, etc.), then those parameters also should be sent to the delivery function.
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