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1 Introduction

The current description in [1] of the cases in which an IRI-end record has to be sent over the HI2 interface to LEMF during Packet Switching interception could be interpreted in different ways. This contribution proposes to clarify the issue and clearly reflect in the standard the outcome of the discussion in 3GPP SA3-LI, in order to avoid any risk of misinterpretation.

In this contribution 3GPP TS 33.108 v. 6.4.0 is used as reference, even if the issue affects also rel-5 version of the same specification.

2 Discussion

According to TS 33.108 § 4.5.3 an IRI-END record is defined as the record “to be used at the end of communication attempt, closing the IRI transaction”. Moreover for packet oriented data services, “The end of the communication attempt shall be the PDP context deactivation or a similar event and an IRI-END record shall be issued”.

According to § 6.5.1.4,

“The END record is used to convey the last event of packet-data communication interception. 

The END record shall be triggered when:

· -
PDP context deactivation.”

Identified problems:

1. The meaning of “similar event” in § 4.5.3 is not further specified and can be interpreted in different ways.

2. While PDP context deactivation is for sure the last event of PS communication interception, there are cases in which the last event of packet data communication interception does not match with the last event of packet data communication. This happens e.g. when an inter-SGSN handover occurs and the new SGSN will not provide interception to the same LEA for any reason (e.g. different PLMN) or, in case of location dependent interception, when an IA is left and then the PDP context is ended in an area in which interception is not allowed. The wording “last event of packet data communication interception” in 6.5.1.4 creates an ambiguity on whether an IRI-END shall be sent or not in such cases, due to the mismatch with § 4.5.3

3. According to § 6.5.1.4 the only event in which the END record shall be used is PDP context deactivation and this is once again not according to the wording “end of communication interception” in the same chapter: while PDP context deactivation implies end of communication interception, the other way round is not always true, i.e. end of interception can be due to different reasons than PDP context deactivation.

Possible interpretations:

1. The END-record is only sent when PDP context is deactivated (end of PS communication) during an ongoing interception but it is not sent when the interception is ended for any other reason (e.g. inter-SGSN handover, IA left) and the PDP context is still active. This means that in case of interception of packet data communication the IRI transaction is not always closed with IRI-END and it is not mandated to have a 1:1 relationship between BEGIN-record and END-record.

In this case this should be clarified in TS 33.108 and also the word “interception” in §6.5.1.4 should be replaced by “communication”.

2. Each time that an event is detected, which could give as result the end of interception (such as inter-SGSN handover or IA left), an IRI-END record shall be sent from DF2 to LEMF. It is worth noting that in these cases it is not possible for the SGSN to know in advance whether the interception will continue or not (in the next node or at a later time if the subscriber comes again in an allowed IA) so that, even if an IRI-END is sent, the interception could still continue in another node for the same packet data communication and will be indicated at a later stage with a new IRI record. In other words the IRI-END would have the meaning of “local” or “temporary” end of packet data communication interception.  In this case § 4.5.3 should be corrected and the list of possible events should be added in §6.5.1.4. Further changes could be needed in the TS to keep consistency.

3 Conclusion and proposal
In order to avoid possible different interpretations and interworking problems, it is proposed to discuss the identified problems in 3GPP SA3-LI and, if seen needed, clarify/correct TS 33.108. 
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