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Summary

This contribution identifies examines the issue of interception for Wireless Local Area Network (WLAN)-3GPP Interworking arrangement based on work occurring already within 3GPP.  A set of basic LI needs, with respect to this architecture, are provided for consideration.  

A. Introduction

WLAN interworking with the 3GPP network is defined in various specifications including TS 23.234.  This interworking function has implications to the LEA including determining, to the extent possible, where the user is and what the user is doing.  This contribution identifies several events that the network should be capable of reporting as well as the need to expand the architecture of TS 33.107 and TS 33.108 to include WLAN interworking.  

B. Discussion

WLAN interworking, as defined in TS 23.234 and other specifications, provides a means for interworking a separate access network with the 3GPP network.  

Based on the various WLAN interworking documents, there are several interworking scenarios:

2. The case where WLAN simply authenticates the user with the Home 3GPP network and then traffic is routed locally to the internet or intranet by the WLAN provider.

3a.
The case where the WLAN sends the traffic directly to the home 3GPP network for handling

3b.
The case where the WLAN sends the traffic to a visited 3GPP network for handling.

For the first scenario described above, the following apply: 

a.  
Sessions are not setup to or through the 3GPP network (i.e., there is no PDP context through the SGSN or GGSN) rather they are routed locally to the internet or intranet by the WLAN provider.  The home 3GPP provider’s network provides authentication and authorization of the user so that they can make use of the WLAN provider’s network.

b.  
The 3GPP provider via the AAA server is aware of several events and the associated information.  For example, the AAA server is aware when the user is authenticated and authorized for service including those attempts that succeed and those that fail.  The AAA server is also aware of certain circumstances that would cause the termination of the user access session, such as reaching a maximum allowed billing.  Finally, during and/or at the end of the session, billing information may be provided to the 3GPP network from WLAN provider (including such factors as the start and end of a session, possibly the identity of the endpoints of a session, possibly the identity of VPN endpoints (if used).

c.  
With all of the above information available to the 3GPP provider, consideration needs to be given to reporting corresponding events.  However, the current interception model in TS 33.107 and TS 33.108 currently does not include support for WLAN interworking.  

For the scenario where the traffic is routed to the home 3GPP network for handling, the following apply:

a. The WLAN network routes all user traffic to the home 3GPP network.  The home 3GPP network has access to the user’s traffic at a different node than an SGSN or GGSN (e.g., Packet Data Gateway [PDG]).

b. The home 3GPP network routes user’s traffic to internet or intranet.
c. With above scenario, the 3GPP provider has access to information regarding the user’s communications and handles/routes the communications.  Therefore the 3GPP provider should be able to report on the communications associated with the intercept subject.  However, the current interception model in TS 33.107 and TS 33.108 currently does not include support for WLAN interworking.  
For the scenario where the traffic is routed to the visited 3GPP network for handling, the following apply:

a. The WLAN network routes all user traffic to the home 3GPP network.  The visited 3GPP network has access to the user’s traffic at a different node than an SGSN or GGSN (e.g., Packet Data Gateway [PDG]).

b. The visited 3GPP network routes user’s traffic to internet or intranet.

c. With above scenario, the visited 3GPP provider has access to information regarding the user’s communications and handles/routes the communications.  Therefore the 3GPP provider, when lawfully authorized, should be able to report on the communications associated with the intercept subject.  However, the current interception model in TS 33.107 and TS 33.108 currently does not include support for WLAN interworking.  

Consequently, the following are recommended:

1. The interception model should be expanded to include the WLAN interworking architecture to include the WAG and the PDG, as appropriate.  

2. For the scenario where the subject’s traffic is routed by the WLAN to the internet or intranet, the home 3GPP network should be able to report the following:

a. Notification of subject authentication/authorization (successful or failed) assumed to be provided by HLR/HSS

b. Notification of termination of authorized session (e.g., billing limit reached).

c. Events related to individual packet data sessions (if available and reported by WLAN provider in real time to the home 3GPP network [e.g., start and end of session, identity of endpoints of session (if available), identity of VPN endpoints (if used and available), etc])

3. For the scenario where the subject’s traffic is routed to the home 3GPP network, the home 3GPP network should be able to report the following:

a. The network should be able to access and report events related to the packet data session (e.g. establishment, release, etc.).

b. The network should be able to access and report the content of communications associated with a packet data session.  When delivering intercepted communications content, the requirements related to delivering content free from network encryption applies. 
4. For the scenario where the subject’s traffic is routed to the visited 3GPP network, the visited 3GPP network should be able to report the following:

a. The network should be able to access and report events related to the packet data session (e.g. establishment, release, etc.).

b. The network should be able to access and report the content of communications associated with a packet data session.  When delivering intercepted communications content, the requirements related to delivering content free from network encryption applies.

C. Recommendations

It is recommended that the S3LI group consider the issues described in Section B of this contribution and work towards resolving these issues.   In particular, it is recommended that the interception model in TS 33.107 and TS 33.108 should be expanded to include the WLAN interworking architecture as depicted in the various WLAN interworking specifications (e.g., TS 23.234).  In addition the events identified in Section B of this contribution should be reported to the LEA.
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