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Summary

Dialed Digit Extraction is a necessary and vital tool for LEAs to obtain post-cut-through subject dialing or signalling.  This contribution proposes changes to TS 33.108 to provide a Stage 2 description of the information to be reported by the network upon detection of this event as well as the Stage 3 description of data record used to deliver this event information to the LEA. 
A. Introduction

This contribution proposes changes to the US specific normative annex to include a network based Dialed Digit Extraction reporting capability.  This contribution focuses on the LEA requirements and the E-interface message sent to the LEA when this event is triggered.  

B. Discussion

Dialed Digit extraction is an essential capability required by LEAs to perform a LAES.  This capability has been provided in circuit switched networks via the J-STD-025A DDE message when the network extracts post-cut-through dialing or signaling from the intercept subject.

As CIU has previously stated Release 5 of TS 33.108 fails to provide an equivalent capability for VoP.  This contribution proposes changes to TS 33.108 to add this capability.  
Please note that the proposal is based on the work done in T1S1 as reflected in T1.678-2004.

In this contribution, it is proposed that a CONTINUE record be used to report the event.  As such, the term Dialed Digit Extraction Continue record or DDE Continue record is used rather than a DialedDigitExtraction message.

There are many approaches for how, within a TSP’s network, the DDE event can be detected and reported (e.g., DDE can be detected at the CC-IAP, DDE can be detected at the Delivery Function, DDE can be detected at a Media Gateway or Media Gateway Controller.  The exact internal TSP approach to how and where this information is intercepted is not critical to the LEA.  What is important is the ability to perform DDE and the criteria under which it is performed, and finally a method for reporting the detection of this event.  This contribution addresses these areas that are important to the LEA, while allowing the TSP much flexibility in terms of determining how best to achieve this.

C. Recommendations

It is recommended that S3LI group review and adopt the attached CR.  
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Annex H (normative):
United States lawful interception

H.1 Normal

With respect to the handover interfaces they must be capable of delivering intercepted communications and IRI information to the government in a format such that they may be transmitted by means of equipment, facilities, or services procured by the government to a location other than the premises of the carrier.

With respect to location information ‘when authorized’ means the ability to provide location information on a per-surveillance basis.

The delivery methods described in this document are optional methods and no specific method is required in the United States.

The specification of lawful intercept capabilities in this document does not imply that those services supported by these lawful intercept capabilities are covered by CALEA. Inclusion of a capability in this document does not imply that capability is required by CALEA. This document is intended to satisfy the requirements of section 107 (a) (2) of the Communications Assistance for Law Enforcement Act, Pub. L. 103-414 such that a telecommunications carrier, manufacturer, or support service provider that is in compliance with this document shall have "Safe Harbor".

In the United States surveillance on the GGSN is not required, but is an option that may be negotiated between the service provider and law enforcement.

A TSP shall not be responsible for decrypting or decompressing, or ensuring the government's ability to decrypt or decompress, any communication encrypted or compressed by a subscriber or customer, unless the encryption or compression was provided by the TSP and the TSP possesses the information necessary to decrypt or decompress the communication. A TSP that provides the government with information about how to decrypt or decompress a communication (e.g. identifying the type of compression software used to compress the communication, directing the government to the appropriate vendor that can provide decryption or decompression equipment, or providing the encryption key used to encrypt the communication) fully satisfies its obligation under the preceding sentence.

Reporting of Dialled Digits present in the content stream shall be performed on a per lawful authorization basis. Dialled Digit Reporting (DDR) requirements can be achieved with this standard by directing the intercept subject’s media stream to the LEMF where the LEMF can isolate the Dialled Digits. Other methods for reporting of intercept subject Dialled Digits are for further study.

NOTE:
Dialled Digits are keypad digits 0, 1, 2, 3, 4, 5, 6, 7. 8, 9, *, and #  entered by the intercept subject.

H.2 Network Based Dialed Digit Extraction
The Dialed Digit Extraction (DDE) CONTINUE record reports intercept subject-dialed or signaled post-cut-through digits. The post-cut through digits are digits dialed or signaled by the intercept subject after a call has been cut-through at least from the intercept subject at the IAP. The digits may be reported on a digit-by-digit basis, accumulated until a buffer is filled, accumulated until a timer expires, or accumulated until the call is released.

A TSP may report dialed or signaled post-cut-through digits other than those that are call completing and has no obligation to determine which dialed or signaled post-cut-through digits actually complete or could complete a call.

The Dialed Digit Extraction (DDE) CONTINUE record shall be triggered when:

· digit-by-digit reporting is performed and a post-cut-through digit is detected; or

· digit accumulation is performed and the first of the following occurs:

i. a maximum of 32 post-cut-through digits have been accumulated in the buffer;

ii. 20 seconds have elapsed since detection of the first post-cut-through digit in the buffer; or

iii. the call or session is released.

The DDE CONTINUE record includes the parameters in Table x.x:

Table H.1: Dialed Digit Extraction CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	The observed address after modification

Provide to identify the:

-
static address requested by the intercept subject's MS, and allocated by the Network for a successful PDP context activation.

-
address allocated dynamically by the network to the intercept subject MS in association with a PDP context activation (i.e., address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.

-
address offered by the network in association with a network-initiated PDP context activation request when the intercept subject's MS accepts the network-initiated PDP context activation request.

	event type
	C
	Provide the PDP Context Modification event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the:

-
packet data network to which the intercept subject requested to be connected when the intercept subject's MS is successful at performing a PDP context activation procedure (MS to Network).

-
access point of the packet data network that requested to be connected to the MS when the intercept subject's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	Provide to indicate whether the PDP context activation is network-initiated, intercept-subject-initiated, or not available.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to uniquely identify the PDP context delivered to the LEMF used to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's MS.

	umts QOS
	C
	Provide to identify the QOS parameters.

	national-Parameters
	M
	Shall be provided.  Identifies the post-cut-through digits dialed or signalled by the intercept subject (e.g., “12345” or “*123” or “#345”).
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