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Introduction:

This contribution concerns Lawful Interception in IMS networks. Currently 3GPP defines only method for collecting IRI from IMS session but not method for triggering actual CC interception and delivery on IMS specific identity (SIP_URI / TEL URI). 

Lawful interception of IMS IRI is always activated using IMS domain user identities as target criterion in P/S-CSCF (SIP_URI and TEL_URI). GSN(s) can’t perform interception based on these target criterions. There are also no standardized methods how the information indicating the need of LI activation can be carried from CSCF to GSN(s) where actual IMS session related content of communication is. So currently IMS session related content of communication is not monitored. 

Currently IMS LI and GPRS LI architectures are totally separated although they can use some same elements, that is, ADMF and DF2. This discussion paper will introduce several new solutions how the indication to start interception may be delivered from IMS domain to GPRS domain and also how CC associated with IMS session, based on IMS identity, can be intercepted in GPRS domain.
Discussion:

Below is five different solutions introduced. They categorized based on used method.

LI download over Go interface based IMS initiated GPRS interception activation solutions

Solution alternative 1
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Figure 1. LI download over Go interface

The indication to intercept is delivered from CSCF (PDF) to GSN during the media authorisation. Figure 1 shows the signalling during media authorisation. The indication to intercept is delivered in message 4 (COPS DEC) of Figure 1 (COPS). 

So when the GGSN asks for authorization of the PDP context, it receives the LI information with the authorization decision. This method is sound and natural, and it fits well to the purpose of Go interface. Thus altering the Go interface because of the LI is justified. The LI information sent in the COPS DEC message consists of IMS domain target criterion (SIP_URL or TEL_URL), LI parameters (LIID, DF3 address and type of interception), and/or IMS domain session identifiers (ICID, Call-ID, or Authorisation Token) or GPRS domain session identifiers (GCID + GGSN address pair).

When GGSN receives this message it can start the interception of the content of communication related to the IMS session. It also has to deliver the information to SGSN. The GGSN does this by attaching the LI information it received from PDF to the Create PDP Context Response message that is sent as a response to Create PDP Context Request message. The GGSN sends the Create PDP Context Response message to the SGSN, which in turn can start the interception of content of communication related to IMS session.

Because the SGSN of the monitored user may change due to inter-SGSN handover, the LI information needs to be transferred to the new SGSN. During the inter-SGSN handover, the SGSN requests active PDP contexts from the old SGSN. The new SGSN sends old SGSN a SGSN Context Request message, and the old SGSN responds with a SGSN Context Response message. Now, if there is an active IMS session related content of communication interception, the old SGSN attaches the LI information to the SGSN Context Response. In this way the new SGSN may start the interception of content of communication related to the monitored IMS session. In the case of inter-operator handover, the old SGSN may or may not send the LI information to the new SGSN.

Solution alternative 2 

In this solution proposal, the ADMF takes care of the actual interception activation in all the network elements over X1_1 interfaces. It gives the CSCF(s) and SGSNs/GGSNs the same LI information. The LI information in this solution consists of the IMS domain target criterion (SIP_URL or TEL_URL) and lawful interception parameters (LIID, DF2/DF3 address, type of interception). Because the GSN cannot activate the interception using IMS domain target criterion, the interception is stored in GSN in semi-active state. Like in solution 1, the indication to intercept is delivered from the CSCF (PDF) to GSN during the media authorisation. The indication to intercept is delivered in COPS DEC message (message 4 of Figure 1). Difference to the solution 1 is that CSCF (PDF) needs to include only the indication of the interception need in the authorisation decision. This is because the other information is already present in the GSN in the semi-active interception after the initial activation. LI information sent with COPS DEC message may be the used IMS domain target criterion. In this solution the ADMF takes the responsibility of delivering and activating the LI in GSNs.

The LI indication is delivered to from GGSN to SGSN in Create PDP Context response like in solution 1. The LI information attach into Create PDP Context may be the used IMS domain target criterion.  As with the GGSN the other information is already present in the SGSN after the initial activation.

Like in solution one, also in this solution the chance of inter-SGSN handover needs to be considered. The method for delivering the LI indication between SGSNs is similar to that in the solution 1. The LI information inserted into SGSN Context Response message consists of the same information that the old SGSN received in the Create PDP Context Response message from the GGSN. That is, for example the IMS domain target criterion. In the case of inter-operator handover, the old SGSN may send the LI information to the new SGSN. The fact that whether the interception is continued in the new operator’s network or not, is decided by the independent activation done or not done in the new operator’s network. 

DF2 based IMS initiated GPRS interception activation solution

Solution alternative 3

In this solution the LI information is sent from CSCF to DF2 or Mediation Function of DF2 over X2 interface. DF2 or Mediation Function of DF2 then sends the LI information to the GSN over X2 interface. The LI information sent over the X2 interfaces may consist of IMS domain target criterion (SIP_URL or TEL_URL), IMS domain session identifiers (ICID, Call-ID, Authorisation Token), and/or GPRS domain session identifiers (GCID + GGSN address pair(s)). Note that X2 interfaces are standardized and thus this solution does not break current LI architecture. It simply adds a new directional data flow over X2 interface, that is, the LI information sent from DF2 to GSN.

IMS identity to GPRS identity mapping based IMS initiated GPRS interception activation solutions

Solution alternative 4

The key idea in this solution is to use new Mapping Function. The task of Mapping Function is to translate the IMS domain target criterion (SIP_URL or TEL_URL) to the corresponding GPRS domain target criterion (IMSI, MSISDN, IMEI) associated with the same monitored user (and vice versa). The association between IMS domain target criterion and GPRS domain target criterion may be static or dynamic. 
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Figure 2. New Mapping Function is included to ADMF

Mapping Function in ADMF receives LI information related to GPRS domain session (PDP context) from the GSN over X1_1 interface when the GPRS domain session is started (PDP context activated). The Mapping Function may receive this LI information either asynchronously without querying it, or as a result of an explicit query. The LI information related to GPRS domain session consists of GPRS domain session identifiers (e.g. GCID + GGSN address, TID) and GPRS domain user identities (IMSI, MSISDN, IMEI).

Mapping Function in ADMF receives IMS domain session identifiers from the CSCF over X1_1 interface when the IMS domain session is started (session started with SIP INVITE method). The Mapping Function receives this LI information asynchronously without querying it. The LI information related to IMS domain session consists of IMS domain session identifiers (e.g. ICID, Call-ID, Authorisation Token) and GPRS domain session identifiers (e.g. GCID + GGSN address, TID) of the GPRS domain session related to the IMS domain session of the monitored user.

When the Mapping function receives the LI information from CSCF via X1_1 interface, it extracts the GPRS domain session identifiers and queries its internal cache. If the cache contains binding between GPRS domain session identifier and GPRS domain user identity, related to the GPRS domain session identifier received in LI information from CSCF, the ADMF may command GSN to start interception of content of communications in GPRS domain. If no hit is found in the cache, the Mapping Function of ADMF may query the GSNs. It includes the GPRS domain session identifier(s) to the query message and sends a copy of query message to GSN. Query message is sent to all SGSN. Mapping Function of ADMF may choose to send the query message to all of the GGSNs or only to the GGSN identified by the GPRS domain session identifiers, if applicable value is known. Mapping Function of ADMF expects to receive GPRS domain user identity as a response to the query. When the Mapping Function of ADMF knows the GPRS domain user identity related to the IMS domain session associated with the monitored user, ADMF may use the known user identity as GPRS domain target criterion.

Solution alternative 5
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Figure 3. New mapping Function is included to DF2.
This solution is similar to the solution 4, expect that the Mapping Function is located in DF2. In this solution the CSCF and GSN send the LI information with needed IDs over X2 interface to Mapping Functions. Also the Mapping Function commands the GSN to start interception of content of communications using X2 interface.

Proposal:

The purpose of this Tdoc is to show that both IRI and CC can be intercepted in IMS networks based on one identity. LI community should now consider adding the best solution of introduced solution alternatives to 33.107 specification for having complete LI implementation, which will support both IRI and CC interception and delivery. 
Abbreviations: 

COPS 
Common Open Policy Service Protocol

GCID 
GPRS Charging Identifier

ICID 
IMS Charging Identifier

PDF 
Policy Decision Function

TID 
Tunnel Identifier
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