3GPP SA3-LI #8
Tdoc S3LI03_013

19 – 21 Feb.  2003

Paris, France

Source:
PIDS / Koen  Jaspers

Title:
HI1 Alarm and information messages 

Document for:
Information / Discussion

1. Introduction:

In Helsinki in September 2002 there was a small discussion on the need of alarm messages. This discussion had a follow up in San Diego. 

2. Discussion:

Why should there be a need for alarm and or information messages? If information is used as proof part of the court procedures is the quality of the information. Although no system is perfect the notification of failures increases the handling of the information.

Why should one standardised in the HI? If the information is passed via the HI it can be incorporated in the electronic domain in the information. Sending it via other means would allow for uncontrolled handling. In send via the HI the standardisation is needed in a way that prevents collisions in the HI. 

The status of the standardisation should in all cases be “optional”. The implementation is a national and bilateral issue between authorities and a provider.

The standardisation therefor should not create any mandatory general cost in cases it is not used. On the other hand in cases where it is required the standardisation can reduce cost and increase the quality.

For information the relevant part of 201 671 is copied in 3 and a national example in 4 is just for information. In 4 the messages from LEMF to DF/MF/ADMF will be allowed only if bilateral agreed. Examples are key exchange, notification early cancellation lawful authorisation, request for a test call, etc..

3. ES 201 671 v2.1.1 Section 7.2 and D.4

7.2
LI notifications towards the LEMF

LI management notifications to the LEMF shall be sent in the following cases:

1)
After the activation of lawful interception.

2)
After the deactivation of lawful interception.

3)
After modification of an active lawful interception.

4)
In case of certain exceptional situations.

For the definition of the information content of these LI management notifications, see clause D.4.

D.4
LI management notification

Declaration of ROSE operation sending-of-HI1-Notification is ROSE delivery mechanism specific. When using FTP delivery mechanism, data HI1-Operation must be considered.

NOTE:
This annex does not describe an electronic handover interface, but HI1 information, using HI2 mechanism.

ASN.1 description of LI management notification operation (HI1 Interface)

HI1NotificationOperations 

{ ITU-T (0) identified-organization (4) etsi (0) securityDomain (2) lawfulIntercept (2) hi1 (0) 

notificationOperations (1) version2 (2)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 


OPERATION, 


ERROR 



FROM



Remote-Operations-Information-Objects 



{joint-iso-itu-t (2) remote-operations(4) informationObjects(5) version1(0)}


hi1NotificationOperations 



FROM



SecurityDomainDefinitions 



{ ITU-T (0) identified-organization (4) etsi (0) securityDomain (2)}


CommunicationIdentifier, 


TimeStamp,  


LawfulInterceptionIdentifier



FROM HI2Operations 



{ ITU-T (0) identified-organization (4) etsi (0) securityDomain (2) lawfulIntercept (2) hi2 (1)  version2 (2)};

sending-of-HI1-Notification 
OPERATION ::=

{


ARGUMENT
HI1-Operation


ERRORS

{ ErrorHI1Notifications }


CODE

global:{ hi1NotificationOperations version1 (1)}

}

-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 

-- The timer default value is 60s.

-- NOTE:
The value for this timer is to be set on the equipment waiting for the returned message; 

-- its value shall be agreed between the NWO/AP/SvP and the LEA, depending on their equipment

-- properties.

other-failure-causes 
ERROR ::= { CODE local:0}

missing-parameter

ERROR ::= { CODE local:1}

unknown-parameter

ERROR ::= { CODE local:2}

erroneous-parameter

ERROR ::= { CODE local:3}

ErrorHI1Notifications ERROR ::= 

{ 


other-failure-causes | 


missing-parameter | 


unknown-parameter | 


erroneous-parameter 

}

HI1-Operation 
::= CHOICE 

{


liActivated


[1] Notification,


liDeactivated

[2] Notification,


liModified


[3] Notification,


alarms-indicator
[4] Alarm-Indicator

}

Notification ::= SEQUENCE  

{


lawfulInterceptionIdentifier 
[1] LawfulInterceptionIdentifier ,



--This identifier is the LIID identity provided with the lawful authorization 



--for each target .


communicationIdentifier 

 


[2] CommunicationIdentifier OPTIONAL,



--only the NWO/PA/SvPIdentifier is provided (the one provided with the Lawful

 

--authorization).



-- called callIdentifier in Edition 1


timeStamp





[3] TimeStamp, 



--date and time of the report.) 


...

}

Alarm-Indicator ::= SEQUENCE  

{


communicationIdentifier



[1] CommunicationIdentifier OPTIONAL,



--only the NWO/PA/SvPIdentifier is provided (the one provided with the 



--Lawful authorization)


timeStamp




[2] TimeStamp, 



--date and time of the report.


alarm-information


[3] OCTET STRING    (SIZE (1 .. 25)), 



--Provides information about alarms (free format)


...

}

--PARAMETERS

END -- H1CircuitDataOperations

4. Example of an national implementation:

0.1
Specification of Alarm messages (optional) 

Alarm messages can be sent from the MF/ADMF to the LEMF or from the LEMF to the MF/ADMF regarding network or connection failures.

The use of Alarm messages is an issue of negotiation between the authorities and a provider. The meaning of the Alarm messages will also be agreed between the operator and the authorities. 

If these Alarm messages are agreed the following format will be used.

HandoverAlarm

::= SEQUENCE 

{


LawfulInterceptionIdentifier
[1] OCTET STRING (SIZE(1..5)) OPTIONAL,


-- The same identifier as used on the lawful authorisation.


HandoverInterface3Address

[2] OCTET STRING (SIZE(1..25)),


-- This is the ISDN number of the LEMF.


AlarmNumber





[3] OCTET STRING (SIZE(1..3)),


-- This is the number of the alarm. This number is taken from


-- a central maintained list of all possible alarms.


AlarmDescription



[4] OCTET STRING (SIZE(1..80)) OPTIONAL


-- This field gives space for optional comments or alarm details.

}

0.2
Specification of Information messages (optional)

Information messages can be sent from the MF/ADMF to the LEMF or from the LEMF to the MF/ADMF regarding the network or LI functionalities.

The use of Information messages is an issue of negotiation between the authorities and a provider. The meaning of the Information messages will also be agreed between the operator and the authorities. For example messages see Annex B.

If these Information messages are agreed the following format will be used.

HandoverNotification

::= SEQUENCE 

{


LawfulInterceptionIdentifier
[1] OCTET STRING (SIZE(1..5)) OPTIONAL,


-- The same identifier as used on the lawful authorisation.


HandoverInterface3Address

[2] OCTET STRING (SIZE(1..25)),


-- This is the ISDN number of the LEMF.


InformationNumber



[3] OCTET STRING (SIZE(1..3)),


-- This is the number of the notification. This number is taken from


-- a central maintained list of all possible Information messages.


InformationDescription


[4] OCTET STRING (SIZE(1..80)) OPTIONAL


-- This field gives space for optional comments or information details.

}

Annex B
Management reports (informative)

In this informative annex examples are given of Management reports:

1
Indication that the Interception measure "12345" has been disconnected before expiry of the original duration.

This report indicates that the sending of intercepted information of a certain Interception Measure is not longer needed and that the LEMF is not longer receiving intercepted information. Implicitly this report indicates that error messages on this LIID doesn't need to be checked anymore. 

2
Disturbance reception on LEA address "1234567890"

This report indicates that the LEA with the indicated address is not available.

3
Disturbance reception on LEA address "1234567890" till hh:mm hours

This report indicates that the LEA with the indicated address is temporary not available till hh:mm because of e.g. maintenance.
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