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Introduction:

The intention of this contribution is to provide text for CS interception within TS 33.108.
At the last meeting in Helsinki same concerns for missing details were discussed with the final conclusion these details should be discussed in a smaller group. In this group we didn’t get any new text proposals. According to no new input Tdoc 136 of Helsinki got now a new number for San Diego (Tdoc 176).
At the  meeting in Budapest we discussed already Tdoc 106 and 106r1 with the main concern being the areas where TS 33.108 and ES 201 671/TS 101 671 are different.

The main agreement was to use only text from TS 101 671 (latest version) and if not explain why!

According the discussions in Budapest we get now to equal options for the delivery of HI3 (i.e., UUS1 and sub addressing).
---------------------------------------------------------------------------------------------------------------------------
[28]
ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System No.7; ISDN User Part (ISUP) version 3 for the international interface".
[5] in TS 101 672
[29]
ETSI EN 300 403-1 (V1.2.2): "Integrated Services Digital Network (ISDN); Digital Subscriber Signalling System No. one (DSS1) protocol; Signalling network layer for circuit-mode basic call control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".
[6] in TS 101 672
[30]
ETSI EN 300 286-1: "Integrated Services Digital Network (ISDN); User-to-User Signalling (UUS) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

[23] in TS 101 672
[31]
ITU-T Recommendation Q.763: "Signalling System No.7 - ISDN User Part formats and codes".
[48] in TS 101 672
[32]
ITU-T Recommendation Q.931: "ISDN user-network interface layer 3 specification for basic call control".

[56] in TS 101 672
[33]
ETSI ETS 300 974: "Digital cellular telecommunications system (Phase 2+) (GSM); Mobile Application Part (MAP) specification (GSM 09.02)".

[32] in TS 101 672
5 Circuit-switch domain

For  North America the use of J-STD-25 A[23] is recommended.

5.1 Specific identifiers for LI

 Chapter 6 of TS 101 671
Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different Handover Interfaces (HI1, HI2 and HI3). The identifiers, which apply to all communication technologies, are defined in the clauses below. Additional technology specific identifiers are defined in related annexes.

5.1.1 Lawful Interception IDentifier (LIID)

Chapter 6.1 of TS 101 671
For each target identity related to an interception measure, the authorized NWO/AP/SvP operator shall assign a special Lawful Interception IDentifier (LIID), which has been agreed between the LEA and the NWO/AP/SvP. It is used within parameters of all HI interface ports.

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized NWO/AP/SvP operators and the handling agents at the LEA.

The Lawful Interception IDentifier LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the Handover Interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters (or digit string for sub-address option, see annex E). It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized NWO/AP/SvP shall enter for each target identity of the interception subject a unique LIID.

Example:
The interception subject has an ISDN access with three MSNs. The NWO/AP/SvP enters for each MSN an own LIID.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned, relating to each LEA.

5.1.2 Communication IDentifier (CID)

Chapter 6.2 of TS 101 671
NOTE 1:
Was called Call Identifier in Edition 1. It is renamed because of new technologies.

For each activity relating to a target identity a CID is generated by the relevant network element. The CID consists of the following two identifiers: 

-
Network IDentifier (NID);

-
Communication Identity Number (CIN) - optional.

NOTE 2:
For all non CC related records like SMS, SCI etc. no correlation to a CC could be made.

The CID distinguishes between the different activities of the target identity. It is also used for correlation between IRI records and CC connections. It is used at the interface ports HI2 and HI3.

The Communication IDentifier is specified in the clauses below. For ASN.1 coding details, see annex D.

5.1.2.1 Network IDentifier (NID)

Chapter 6.2.1 of TS 101 671
The Network IDentifier is a mandatory parameter; it should be internationally unique. It consists of one or both of the following two identifiers.

· NWO/AP/SvP- identifier (mandatory):
Unique identification of network operator, access provider or service provider.

· Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be:

-
an E.164 international node number in the case of circuit switched networks, such as ISDN, PSTN, GSM;

-
an X.25 address;

-
an IP address.

5.1.2.2 Communication Identity Number (CIN) – optional

Chapter 6.2.2 of TS 101 671
NOTE:
Was called Call Identity Number in Edition 1. It is renamed because of new technologies.

This parameter is mandatory for IRI in case of reporting events for connection-oriented types of communication (e.g. circuit switched calls).

The communication identity number is a temporary identifier of an intercepted communication, relating to a specific target identity.

5.1.2.3
CC link identifier (CCLID) - optional

Chapter A.1.1 of TS 101 671
This identifier is only used at the interface ports HI2 and HI3 in case of the reuse of CC links  description not available at TS 33.108
For each CC link, which is set up by the mediation function towards the LEMF, a CC link identifier (CCLID) is transmitted in the HI2 records and HI3 setup message in addition to CIN and NID. For the correct correlation of multiparty calls this identity number indicates in the IRI records of each multiparty call, which CC link is used for the transmission of the CC.

The CCLID may use the same format as the CIN; in this case, it need not be transmitted explicitly during set up of the CC links, as part of HI3. The CIN may also implicitly represent the CCLID.

5.2 HI3 delivery

New chapter name for clarification 
5.2.1
Control information for Circuit switched Content of Communication

Chapter A.4.3 of TS 101 671
The delivery calls shall use unmodified standard ISDN protocols (DSS1, ISDN user part). Table 5.2 summarizes specific settings of parameters for the CC links. User-to-User service 1 parameter(see Tabel 5.2) or Subaddressing  (I.2)is used during call set up (within the ISUP Initial Address Message[28] or DSS1 Set Up Message[29], respectively) to transmit LI-specific control information. This information is carried transparently and delivered to the specific LEMF remote user.

To identify the delivered information, including correlating the delivery calls with the IRI records, parameters 1 to 3 and 5 shall be included in the call set up. Parameters 6 to 9 specify settings of further relevant information. Other parameters of the ISDN protocols shall correspond to normal basic calls.

Table 5.2: Definition of HI3 specific signalling information; UUS1 coding details (see I.1)

	No.
	Used information element of CC link signalling protocol
	Information
	Purpose

	1
	CLI-Parameter with attribute "network provided"
	See clause A.4.5
	LEMF can check identity of origin of call.

	2
	UUS1-parameter
	Lawful Interception IDentifier (LIID); see clause 6
	Identifier, identifying target identity

	3
	UUS1-parameter
	Communication IDentifier (CID), see clause 6
	Identifier, identifying specific call of target identity

	4
	UUS1-parameter
	CC Link IDentifier (CCLID), if required; see clause A.1
	Identifier, used for correlation CC link-IRI records

	5
	UUS1-parameter
	Direction indication
(communication from/towards target/combined (mono))
	Signal from (Tx)/towards (Rx) target identity or combined

	6
	UUS1-parameter
	Bearer capability of target call
	Indication to the LEMF of the basic service in use by the target

	7
	Closed user group interlock code
	Closed user group interlock code 
	Supplementary Service CUG Security measure at set up of the CC link

	8
	Basic Service (BS)
	Basic Service (BS) of CC link: 
64 kbit/s unrestricted
	Guarantee transparent transmission of CC copy from MF to LEMF

	9
	ISDN user part forward call indicators parameter
	ISDN user part preference 
indicator: "ISDN user part required all the way"
	Guarantee transparent 
transmission of UUS1 and other supplementary services information

	10
	ISDN user part optional forward call indicators parameter
	Connected line identity request parameter: requested
	Sending of the connected number by the destination network


Parameters 2, 3 and 4 are also present in the IRI records, for correlation with the CC links. Parameter 5 indicates in case of separate transmission of each communication direction, which part is carried by a CC link. Parameter 6, the basic service of the target call, can be used by the LEMF for processing of the CC signal, e.g. to apply compression methods for speech signals, in order to save storage space. Parameter 7 contains the CUG of the LEA. It is optionally used at set up the CC link to the LEA. Parameter 8, the basic service of the CC link, is set to "64 kbit/s unrestricted": All information of the Rx, Tx channels can be transmitted fully transparently to the LEA. The setting of the ISDN user part indicator guarantees, that the services supporting the LI CC link delivery are available for the complete CC link connection.

The MF uses en-bloc dialling, i.e. there exists only one message in forward direction to the LEA.

NOTE:
The LEMF should at reception of the set up message not use the alerting state, it should connect immediately, to minimize time delay until switching through the CC links. Not all networks will support such a transition. Exceptionally, it may be necessary to send an alerting message before the connected message.

The maximum length of the user information parameter can be more than the minimum length of 35 octets (national option, see [28]), i.e. the network transmitting the CC links shall support the standard maximum size of 131 octets for the UUS1 parameter.

The User-to-User service 1 parameter cannot be discarded by the ETSI ISUP procedures: the only reason, which would allow the ISUP procedures to discard it would be, if the maximum length of the message carrying UUS1 would be exceeded. With the specified amount of services used for the CC links, this cannot happen.

The signalling messages of the two CC channels (stereo mode) carry the same parameter values, except for the direction indication.

See clauseI.1 for the ASN.1 definition of the UUS1 LI specific content of the UUS1 parameter


5.3
Functional architecture
Chapter A.8.1 of TS 101 671
The following picture contains the reference configuration for the lawful interception (see[19]).

There is one Administration Function (ADMF) in the network. Together with the delivery functions it is used to hide from the MSC/VLR and GMSC that there might be multiple activations by different Law Enforcement Agencies (LEAs) on the same target.
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Figure 5.3: Reference configuration for  Circuit switched

The reference configuration is only a logical representation of the entities involved in lawful interception and does not mandate separate physical entities. This allows for higher levels of integration.

A call could be intercepted based on several identities (MSISDN, IMSI, IMEI) of the same target.

Interception based on IMEI could lead to a delay in start of interception at the beginning of a call and interception of non-call related events is not possible.

For the delivery of the IP(CC) and IRI(CD) the MSC/VLR or GMSC provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered to.

5.3.1
Correlation of CC and IRI (see clause 5.1)
Chapter A.8.2 of TS 101 671
Correlation of the present document ID's to TS 33.107 [18] ID's.

The ID Lawful Interception Identifier (LIID) out of the present document is supported at the IIF (GSM) with warrant reference number.

Parameters out of the present document, see clause 5.1.2:

Communication Identifier (CID)

For each call or other activity relating to a target identity a CID is generated by the relevant network element. The CID consists of the following two identifiers: 

-
Network IDentifier (NID);

-
Communication Identity Number (CIN).

Intercepting Node ID is used for the NID in the CS system.

The correlation number is used for the CIN.
For the Communication IDentifier (CID) in the CS system we use the combination of Interception Node ID and the correlation number.

5.3.2
HI3 (Delivery of CC)
Chapter A.8.3 of TS 101 671
CC will be delivered as described in clause I.1 or  I.2 .

Exceptionally, SMS will be delivered via HI2.

5.3.3
HI2 (Delivery of IRI)
Chapter A.8.4 of TS 101 671
The events defined in [19] are used to generate Records for the delivery via HI2.

There are eight different events type received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF. 

It is an implementation option if the redundant information will be sent for each further event.

Table 5.3.3: Structure of the records for CS
	Event
	IRI Record Type

	Call establishment
	BEGIN

	Answer
	CONTINUE

	Supplementary service
	CONTINUE

	Handover
	CONTINUE

	Release
	END

	Location update
	REPORT

	Subscriber controlled input
	REPORT

	SMS
	REPORT


A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in MSC/VLR or GMSC or DF2/MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 5.3.3: Description of parameters 

	Parameter
	Definition
	ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber)
	PartyInformation/msISDN

	observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber)
	PartyInformation/imsi

	observed IMEI
	Target Identifier with the IMEI of the target subscriber (monitored subscriber), it must be checked for each call over the radio interface
	PartyInformation/imei

	event type
	Description which type of event is delivered: Establishment, Answer, Supplementary service, Handover, Release, SMS, Location update, Subscriber controlled input
	There is no one-to-one mapping for this information. Parameters presence on HI2 indicates the event type (e.g. sMS or sciData parameter presence)

	event date
	Date of the event generation in the MSC/VLR or GMSC
	timestamp

	event time
	Time of the event generation in the MSC/VLR or GMSC
	

	dialled number
	Dialled number before digit modification,
IN-modification, etc.
	PartyInformation (= originating)/DSS1-parameters/calledpartynumber

	connected number
	Number of the answering party
	PartyInformation/supplementary-Services-Info

	other party address
	Directory number of the other party for originating calls

Calling party for terminating calls
	PartyInformation 
(= terminating)/calledpartynumber

PartyInformation/callingpartynumber

	call direction
	Information if the monitored subscriber is calling or called e.g. MOC/MTC or originating/terminating in or/out
	intercepted-Call-Direct

	CID
	Unique number for each call sent to the DF, to help the LEA, to have a correlation between each call and the IRI (combination of Interception Node ID and the correlation number)
	communicationIdentifier

	lawful interception identifier
	Unique number for each surveillance lawful authorization
	LawfulInterceptionIdentifier

	SAI
	SAI of the target; for the location information
	locationOfTheTarget

	location area code
	Location-area-code of the target defines the Location Area in a PLMN
	

	basic service
	Information about Tele service or bearer service
	PartyInformation/DSS1-parameters-codeset-0

	supplementary service
	Supplementary services used by the target
e.g. CF, CW, ECT
	PartyInformation/Supplementary-Services

	forwarded to number
	Forwarded to number at CF
	PartyInformation/calledPartyNumber
(party-Qualifier indicating forwarded-to-party)

	call release reason
	Call release reason of the target call
	Release-Reason-Of-intercepted-Call

	SMS
	The SMS content with header which is sent with the SMS-service
	SMS

	SCI
	Non-call related Subscriber Controlled Input (SCI) which the MSC/VLR receives from the ME
	PartyInformation/sciData

	NOTE:
LIID parameter must be present in each record sent to the LEMF.


Annex H (normative)

Interception related information HI2 (CS)

For North America the use of J-STD-25 A[23] is recommended.

‘New’ part was necessary to reimport the definition of the PS UMTS part.
Umts-Circuit-SwitchedHI2Operations

 {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP (4) hi2Cs(3) vesion1 (1)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 



OPERATION, 



ERROR 




FROM Remote-Operations-Information-Objects 




{joint-iso-itu-t(2) remote-operations(4) informationObjects(5)






version1(0)}



LawfulInterceptionIdentifier,



TimeStamp,



PartyInformation,



CommunicationIdentifier,



CC-Link-Identifier,



National-Parameters,



IP-value



FROM HI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 



  lawfulIntercept(2) hi2(1) version3(3)} -- TS 101 671 Edition 3



Location,



SMS-report




FROM UmtsHI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 



  lawfulintercept(2) threeGPP(4) hi2(1) version-1(1)};

-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4)etsi(0)securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi2CSDomainId OBJECT IDENTIFIER
::= {threeGPPSUBDomainId hi2CS(3) version-1(1)}

umtsCS-sending-of-IRI  OPERATION ::= 

{


ARGUMENT
Umts-Circuit-Switched-IRIContent


ERRORS

{ OperationErrors }


CODE

global:{







threeGPPSUBDomainId hi2CS(1) opcode(1)}

}

-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 

-- The timer.default value is 60s.

-- NOTE:
The same note as for HI management operation applies.

Umts-Circuit-Switched-IRIContent

::= CHOICE 

{


iRI-Begin-record

[1] IRI-Parameters,
-- include at least one optional parameter 


iRI-End-record


[2] IRI-Parameters,


iRI-Continue-record

[3] IRI-Parameters,
-- include at least one optional parameter 


iRI-Report-record

[4] IRI-Parameters
-- include at least one optional parameter 

}

unknown-version 

ERROR ::= { CODE local:0}

missing-parameter

ERROR ::= { CODE local:1}

unknown-parameter-value
ERROR ::= { CODE local:2}

unknown-parameter

ERROR ::= { CODE local:3}

OperationErrors ERROR ::= 

{ 


unknown-version | 


missing-parameter | 


unknown-parameter-value | 


unknown-parameter 

}

-- This values may be sent by the LEMF, when an operation or a parameter is misunderstood.

IRI-Parameters

::= SEQUENCE 

{


hi2CSDomainId



[0]
OBJECT IDENTIFIER,


iRIversion




[23]
ENUMERATED


{



version1(1),


...


},


lawfulInterceptionIdentifier

[1] LawfulInterceptionIdentifier OPTIONAL,



-- This identifier is associated to the target.



-- called CallIdentifier in Edition 1 of the document


communicationIdentifier



[2] CommunicationIdentifier OPTIONAL,



--used to uniquely identify an intercepted call.





-- called CallIdentifier in Edition 1 of the document


timeStamp






[3] TimeStamp, 



-- date and time of the event triggering the report.) 


locationOfTheTarget




[8] Location OPTIONAL,



-- location of the target subscriber


partyInformation 




[9] SET SIZE (1..10) OF PartyInformation OPTIONAL, 



-- This parameter provides the concerned party (Originating, Terminating or



-- forwarded party), the identiy(ies) of the party and all the information 



-- provided by the party. 


cC-Link-Identifier




[10] CC-Link-Identifier OPTIONAL,


release-Reason-Of-Intercepted-Call
[11] OCTET STRING (SIZE (2)) OPTIONAL,



-- Release cause coded in [31] format. 



-- This parameter indicates the reason why the



-- intercepted call cannot be established or why the intercepted call has been



-- released after the active phase.


national-Parameters




[16] National-Parameters OPTIONAL,


umts-Cs-Event





[33] Umts-Cs-Event OPTIONAL

}

Umts-Cs-Event::=ENUMERATED

{


call-establishment



(1),


answer




(

(2),


supplementary-Service


(3),


handover





(4),


release






(5),


sMS







(6),


location-update




(7),


subscriber-Controled-Input 

(8),


...

}

END
Annex I (normative)
Definition of the UUS1 content associated and sub addressing to the CC link
New introduction is necessary
For North America the use of J-STD-25 A[23] is recommended.

For the transport of the correlation information and the identifiers accompanying the CC-links there are two options:
I.1.
Use of the User-to_User Signaling (UUS1) (see Annex I.1).

I.2.
Use of the sub-address (SUB) and calling party number (see Annex I.2).

I.1
Definition of the UUS1 content associated to the CC link
Chapter D.8 of TS 101 671
ASN.1 description of the UUS1 content associated to the CC link

HI3CCLinkData 

{ ccittitu-t (0) identified-organization (4) etsi (0) securityDomain (2) lawfulIntercept (2) hi3 (2) cclinkLI (4) version2 (2)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 


LawfulInterceptionIdentifier, 


CommunicationIdentifier, 


CC-Link-Identifier



FROM 



HI2Operations 



{ ccittitu-t (0) identified-organization (4) etsi (0) securityDomain (2) lawfulIntercept (2) hi2 (1) version2 (2)};

UUS1-Content
::= SEQUENCE 

{


lawfullInterceptionIdentifier
[1] LawfulInterceptionIdentifier,


communicationIdentifier


[2] CommunicationIdentifier,


cC-Link-Identifier

[3] CC-Link-Identifier OPTIONAL,


direction-Indication
[4] Direction-Indication,


bearer-capability

[5] OCTET STRING (SIZE(1..12)) OPTIONAL,



-- transport the Bearer capability information element (value part)



-- Protocol: ETS [6]


service-Information

[7] Service-Information OPTIONAL,

...

}

Direction-Indication
::= ENUMERATED 

{


mono-mode(0),


cc-from-target(1),


cc-from-other-party(2),


...

}

Service-Information ::= SET 

{


high-layer-capability
[0]
OCTET STRING  (SIZE(1)) OPTIONAL,



-- HLC (octet 4 only)



-- Protocol: ETS [6]


tMR 




[1]
OCTET STRING  (SIZE(1)) OPTIONAL,



-- Transmission Medium Required



-- Protocol: ISUP [5]


bearerServiceCode 

[2]
OCTET STRING  (SIZE(1)) OPTIONAL,


teleServiceCode


[3]
OCTET STRING  (SIZE(1)) OPTIONAL



-- from MAP, ETS 300 974, clause 14.7.9 and clause 14.7.10

}

END -- HI3CCLinkData

I.2 Use of sub-address and calling party number to carry correlation information 
Chapter E of TS 101 671
I.2.1
Introduction
Chapter E.1 of TS 101 671
Not all ISDN networks fully support the use of the UUS1 service[30]. Some networks may be limited to the transfer of only 32 octets of UUS1 user information rather than the 128 required for full support of the UUS1 service. Some networks may not support UUS1 at all.

This annex describes a procedure to provide correlation information which is appropriate:

1)
if a network does not support the delivery of UUS1; or

2)
if a network does not support the delivery of 128 octets for UUS1.

If all network involved support the delivery of 128 octets for UUS1 then the procedure (described in this annex) is not appropriate.

The calling party number, the calling party subaddress (CgP Sub) and the called party subaddress (CdP Sub) are used to carry correlation information. 

I.2.2
Subaddress options
Chapter E.2 of TS 101 671
The coding of a subaddress information element is given in [29]. The following options shall be chosen:

Table I.2.2: Subaddress options

	Option
	Value

	Type of subaddress
	user specified

	Odd/even indicator
	employed for called party subaddress when no national parameters are used


I.2.3
Subaddress coding
Chapter E.3 of TS 101 671
The coding of subaddress information shall be in accordance with[29].

I.2.3.1
BCD Values

The values 0‑9 shall be BCD coded according to their natural binary values. The hexadecimal value F shall be used as a field separator. This coding is indicated in table I.2.3.1.

Table I.2.3.1: Coding BCD values

	Item
	BCD representation

	
	Bit 4
	Bit 3
	Bit 2
	Bit 1

	0
	0
	0
	0
	0

	1
	0
	0
	0
	1

	2
	0
	0
	1
	0

	3
	0
	0
	1
	1

	4
	0
	1
	0
	0

	5
	0
	1
	0
	1

	6
	0
	1
	1
	0

	7
	0
	1
	1
	1

	8
	1
	0
	0
	0

	9
	1
	0
	0
	1

	Field separator
	1
	1
	1
	1


When items are packed two to an octet, the least significant item shall be coded by mapping bit 4 to bit 8, bit 3 to bit 7, etc.

I.2.3.2
Field order and layout
Chapter E.3.2 of TS 101 671
Fields shall be presented into the subaddress in the following order:

Table I.2.3.2: Fields in the Called Party Subaddress

	Order
	Field

	1
	Operator-ID

	2
	CIN

	3
	CCLID

	4
	National Parameters


Table I.2.3.3: Fields in the Calling Party Subaddress

	Order
	Field

	1
	Lawful Interception Identifier (LIID)

	2
	Direction

	3
	Service Octets


Each field noted above shall be included, whether empty or not, and a field separator shall separate each field. When a field is empty, that shall be indicated by two consecutive field separators. There shall be a field separator after the final field, too. 

The Service Octets as available shall always be mapped into octets 19 to 23 of the Calling Party Subaddress, as appropriate. If one of the parameters TMR, BC or HLC is not available, the octet shall be fill with "FF" hex. If Mobile Teleservice Code is not available, octet 23 shall not be transmitted. If Mobile Teleservice Code and Mobile Bearer Service Code are not available, octets 22 and 23 shall not be transmitted.

Table I.2.3.4 represent called party subaddress and table I.2.3.5 calling party subaddress with the maximum length of the identifiers.

Table I.2.3.4: Called Party Subaddress

	Bits
	Octets

	8
	7
	6
	5
	4
	3
	2
	1
	

	Called party subaddress identifier
	1

	Length of called party subaddress contents
	2

	Type of subaddress = user specified, odd/even indicator 
	3

	Operator-ID (
	Operator-ID (
	4

	Operator-ID (
	Operator-ID (
	5

	Field separator
	Operator-ID (
	6

	CIN (
	CIN (
	7

	CIN (
	CIN (
	8

	CIN (
	CIN (
	9

	CIN (
	CIN (
	10

	CCLID (
	Field separator 
	11

	CCLID (
	CCLID (
	12

	CCLID (
	CCLID (
	13

	CCLID (
	CCLID (
	14

	Field separator 
	CCLID (
	15

	see note
	16

	
	17

	
	18

	
	19

	
	20

	
	21

	
	22

	
	23

	NOTE:
The Octets after the final field (CCLID) of the Called Party Subaddress are reserved for national use, e.g. for authentication purposes.


Table I.2.3.5: Calling Party Subaddress

	Bits
	Octets

	8
	7
	6
	5
	4
	3
	2
	1
	

	Calling party subaddress identifier
	1

	Length of calling party subaddress contents
	2

	Type of subaddress = user specified, odd/even indicator according to the amount of BCD-digits
	3

	LIID (
	LIID (
	4

	LIID (
	LIID (
	5

	LIID (
	LIID (
	6

	LIID (
	LIID (
	7

	LIID ((
	LIID (
	8

	LIID ((
	LIID ((
	9

	LIID ((
	LIID ((
	10

	LIID ((
	LIID ((
	11

	LIID ((
	LIID ((
	12

	LIID ((
	LIID ((
	13

	LIID ((
	LIID ((
	14

	LIID ((
	LIID (( 
	15

	Field separator
	LIID ((
	16

	Field separator
	Direction
	17

	spare
	spare
	18

	ITU-T Recommendation Q.763 [31] TMR (see note 1)
	19

	ITU-T Recommendation Q.931 BC [32] octet 3 (see note 2)
	20

	ITU-T Recommendation Q.931 HLC [32] octet 4 (see note 3)
	21

	Mobile Bearer Service Code 

(see note 4)
	22

	Mobile Teleservice Code (see note 5)
	23

	NOTE 1:
If available, the Transmission Medium Requirement according to EN 300 356 [28]. If not available, the value is "FF" hex.

NOTE 2:
If available, only octet 3 of the Bearer Capability I.E. according to EN 300 403 [29]If not available, the value is "FF" hex.

NOTE 3:
If available, only octet 4 of the High Layer Compatibility I.E. according to
EN 300 403 [29]. If not available, the value is "FF" hex.

NOTE 4:
If available, the Mobile Bearer Service Code according to ETS 300 974 [33], clause 14.7.10. If not available, the octets 22 and 23 shall not be transmitted.

NOTE 5:
If available, the Mobile Teleservice Code according to ETS 300 974 [33], clause 14.7.9. If not available, the octet 23 shall not be transmitted.


I.2.4
Field coding
Chapter I.2.4 of TS 101 671
Each field shall employ decimal coding, except for the Service Octets (octets 19-23 of the CgP Sub) and the octets reserved for national use (octets 16-23 of the CdP Sub). Other values are not permitted.

I.2.4.1
Direction
Chapter I.2.4.1 of TS 101 671
The direction field shall be coded as follows:

Table I.2.4.1: Direction coding

	Indication
	Value

	Mono mode (combined signal)

(historic)
	0

	CC from target
	1

	CC to target
	2


I.2.4.2
Coding of the Calling Party Number
Chapter E.4.2 of TS 101 671
The Network Element Identifier (NEID) shall be carried by the calling party number information element. The coding shall be as follows, depending on the type of network access (see note 1):

	Numbering plan identification:
	ISDN/telephony numbering plan (Recommendation E.164)

	Nature of address:
	As specified in ITU-T Recommendation Q.731.3 (see note 1) (e.g. national (significant) number or international number) (in case of ISUP signalling)

	Type of number:
	As specified in ITU-T Q.951, EN 300 092 (e.g. unknown, subscriber number, national number or international number), and Network Operator specific type of access (BRA or PRA) (in case of DSS1 signalling, see note 2 and 3)

	Screening indicator:
	Network provided (in case ISUP signalling)

	Screening indicator:
	User-provided, not screened (in case of DSS1 signalling, see note 3)

	Presentation indicator:
	Presentation allowed


NOTE 1:
The relevant national specification of the Signalling System Number 7 may also specify requirements on the Nature of address for national specific use in national variants of ISUP.

NOTE 2:
Usually, the IIF respectively the Mediation Function is connected to the network by links using Signalling System Number 7 and ISDN User Part (ISUP), whereby the parameters are coded according to [28]. But in some cases, the IIF respectively the Mediation Function may be connected via a Basic Rate Access or a Primary Rate Access using D-Channel signalling, whereby the parameters are coded according to [29].

NOTE 3:
The network will perform screening, i.e. the number will arrive at the LEMF as "user-provided, verified and passed" with the appropriate "type of number" indicator. A network provided number shall also be accepted at the LEMF.

I.2.5
Length of fields
Chapter E.5 of TS 101 671
The length of the identifiers is variable. The minimum and maximum length of each field shall be as given in
table I.2.5.1.:

Table I.2.5.1: Field length

	Field
	Minimum length

(decimal digits)
	Maximum length

(decimal digits)
	Maximum length

(Half-Octets)
	I.E.

	Operator ID
	2
	5
	5 + 1
	CdP Sub

	CIN
	6
	8
	8 + 1
	CdP Sub

	CCLID
	1
	8
	8 + 1
	CdP Sub

	LIID
	2
	25
	25 + 1
	CgP Sub

	Direction
	1
	1
	1 + 1
	CgP Sub

	Service Octets


	
	
	10
	CgP Sub
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