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Discussion:

The current TS 33.108 specification provides correlation between IRI and Content on a PDP Context basis, which is fine for GPRS, but may not be sufficient for Release 5 IMS. With R5 and CSCF services, there appears to be the ability to establish multiple sessions within a single PDP Context involving distinct and separate communications between the intercept subject and multiple associates. For example on PDP Context A:

Communication 1 between Intercept Subject S and Associate A  (voice call 1)

Communication 2 between Intercept Subject S and Associate B  (voice call 2).

The ability to distinguish between the separate calls and record the calls and associated IRI on a per communication basis is required by law enforcement. Given this IMS capability, there appears a need to have an additional correlation identifier to correlate and identify separate communications within a single PDP Context.

Recommendations:

1) Add an optional sessionCorrelationID field in IRI and ULIC to ensure we have the capability to send a  session correlation ID if needed. 

2) Rename gPRSCorrelationNumber to pDPContextCorrelationID
The following shows the recommended changes.
-----------

6.1.3 Correlation identifiers
The PDP Context Correlation Identifier is unique per PDP context and used for the following purposes:

· correlate PDP Context CC with IRI,

· correlate different IRI records within one PDP context.

As an example, in the UMTS system, the PDP Context Correlation Identifier may be the combination of GGSN address and charging ID.
6.5 IRI for Packet domain 

Table 6.2 Mapping  between Events information and IRI information

	
context correlation
 identifier
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each  PDP Context and the IRI. 
	
pDPContextCorrelationID


7.1.3 Correlation number

The PDP Context Correlation Identifier is unique per PDP context and used for the following purposes:

· correlate PDP Context CC with IRI,

· correlate different IRI records within one PDP context.

As an example, in the UMTS system, the PDP Context Correlation Identifier may be the combination of GGSN address and charging ID.


The Session Correlation Identifier is unique per SIP session within a PDP context and is used to correlate the SIP IRI signaling with the session content of a PDP context:

· correlate session CC with session IRI

· correlate session IRI within a PDP context
7.2.1 Events and information

Table 7-3: SIP-Message REPORT Record

	
	
	

	
context correlation identifier
	C
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each  PDP Context and the IRI.

	session correlation identifier
	C
	Uniquely identifies a communication session within a PDP context


B.3 Intercept related information (HI2)

pDPContextCorrelationID
[18] 












PDPContextCorrelationID
OPTIONAL,
SessionCorrelationID



[33]
SessionCorrelationID
OPTIONAL,
PDPContextCorrelationID ::= OCTET STRING (SIZE(8..20))
SessionCorrelationID  ::=  OCTET STRING
B.4 HI3 CC definition

IMPORTS

PDPContextCorrelationID,

SessionCorrelationID

FROM UmtsHI2Operations

ULIC-header ::= SEQUENCE 

{


hi3DomainId



[0]
OBJECT IDENTIFIER,  -- 3GPP HI3 Domain


version




[1]
Version,


lIID





[2] LawfulInterceptionIdentifier OPTIONAL,




[3]
PDPContextCorrelationID,

pDPContextCorrelationID

timeStamp



[4]
TimeStamp OPTIONAL,


sequence-number


[5]
INTEGER (0..65535),


t-PDU-direction


[6] TPDU-direction,

sessionCorrelationID

[7] SessionCorrelationID

OPTIONAL, 

...}
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