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This document is intended both as a summary of the discussions in the LI rapporteur's group and as an input to the LI workshop to be held on 19 March.

1.  Introduction

The following is conclusion agreed by liaisons between SEC LI and other groups.
"Communications on these networks will either be "user created" without service provision or provided as services by service providers or network operators.

ETSI should initially focus its efforts on LI where there is service provision (service LI) and only later perhaps consider working on access LI, which would be needed for "user created" services.

Each TB (3GPP, TC AT-D, SPAN, TIPHON) is either developing services or capabilites for supporting services. These services fall into two categories:

· Services compatible with 64kbit/s PSTN/ISDN interfaces

· Services incompatible with 64kbit/s PSTN/ISDN interfaces

For the services compatible with 64kbit/s PSTN/ISDN interfaces, the existing handover specification (ES 201 671) should be sufficient, but each TB (3GPP, TC AT-D, SPAN, TIPHON) should review the ASN.1 syntax tree and propose additions to the ASN.1 syntax tree for their services if necessary. Similarly each TB should prepare a technology specific annex if appropriate.

For the services incompatible with 64kbit/s PSTN/ISDN interfaces:

· SEC-LI should develop an ASN.1 policy and method guidance document for review by each TB (3GPP, TC AT-D, SPAN, TIPHON) working on the interception of material for specific technologies;

· SEC-LI should develop the specification for the lower layers of a new IP based handover interface;

· SEC-LI should develop and manage the root of the ASN.1 tree for IRI, if appropriate;

· SEC-LI should develop a general purpose LI header to be added to CC packets which would be handed over to LEAs in near real-time. This work is already underway in 3GPP-LI and in practice 3GPP would complete this work as a "subcontractor" for SEC-LI as far as ETSI is concerned;

NB: The function of the LI header is to provide identification and correlation of the CC packets to the IRI;
· The TBs concerned (3GPP, TC AT-D, SPAN, TIPHON) should develop detailed service descriptions (depending on the protocol type) for the signalling information (IRI) associated with their services or service capabilites.  Information elements to be included in the IRI should be selected from the one or more of the signalling protocols used in the network, in accordance with the requirements of ETR 331 and the approach already taken for ISDN;
· The TBs concerned (3GPP, TC AT-D, SPAN, TIPHON) should develop their own guidance documents about LI.  Where appropriate such guidance documents should be checked by SEC-LI, but published as part of the deliverables of the TB concerned.  The reason for this approach is to create greater liklihood that the requirements for LI will be recognised and understood.
These proposals are depicted in the following diagram:
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2. Further elaboration

Interception involves obtaining answers to the following questions about a target:

· Who are they communicating with?

· When are they communicating?

· Where are they?

· What are they communicating?

The current LI handover interface for circuit switched services is specified in ES 201 671. There are three types of interface:

HI1: The interface where the LEA orders the interception with respect to a specified target or line. This interface is not standardised by ETSI and is not automated in most countries.

HI2: The interface where the Information Relevant to Interception is passed from the network to the LEA. This is information about telecommunication service events that involve the target and so is related to the signalling used by the target.

HI3: The interface where the target's Content of Communications are passed to the LEA.

HI2 and HI3 are standardised by ETSI. These interfaces involve very simple protocols between the intercepted network and the Law Enforcement Mediation Function (LEMF), which distributes the information to the LEAs. 

The information sent to the LEMF has to be "stamped" with the target identity and the time of generation.

The current handover standard (ES 201 671) specifies four message types for IRI:

· BEGIN: Information relating to the establishment of a call

· CONTINUE: Information relating to signalling during the course of a call

· END: Information relating to the termination of a call

· RECORD: Information additional to the call, eg location

The distinction between these messages implies that the interception protocol needs to maintain state information that relates to the state of the intercepted calls, and consequently needs to define error procedures in case information is missed, eg calls are never reported as terminating. This approach appears to be unnecessarily complex, and therefore for the intention for the new IP-based handover interface is to send information without maintaining state over the handover interface. It will then be for the LEMF to reconstruct call states from the information received. This change should simplify the handover interface significantly.

The following summarises the current understanding of the HI2 and HI3 interfaces and who does what.

2.1 HI2

The IRI information relates to events in the intercepted network. The events are specific to the service capabilities used. Therefore for each TIPHON service capability, it will be necessary to list the events to be reported in IRI. 

The information relating to these events will be in a form specific to the protocol that is being used by the intercepted network and therefore s significant part of the information to be handed over will be protocol specific.

The IRI information will therefore need to consist of:

A “stamp” containing time, target identity, protocol identity, to be defined by SEC LI with protocol identity values covering TIPHON protocols and other protocols

A protocol specific content, for which each “network TB” (eg TIPHON) will need to define the contents in ASN.

2.2 HI3

The CC information will be protocol specific. It will need a “stamp” to relate it to the corresponding IRI as well as the time and target identities. The protocol information will be given in the corresponding IRI. The “stamp” should be defined by SEC LI.

3. TIPHON work plans

Subject to discussions in SEC LI so that TIPHON can conform to the overall framework set by SEC LI, TIPHON intends to produce:

1. An event list and ASN for the IRI to be specified as a separate ES.

2. Mappings from parameters in the IRI to parameters in the protocols. These mappings will probably be added to the standards that relate real protocols to the TIPHON metaprotocol eg 3017/8/9.

3. A technical report that summarises and introduces readers of TIPHON standards to LI and also discusses some of the implications for network operators an how they can obtain the information to be passed to the handover interface.

Work can commence as soon as we have the framework agreed with SEC LI.
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