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Summary

TS 33.108 does not support the capability to report the new “Serving System” when the intercept subject roams
. In addition, TS 33.108 does not explicitly describe that it will continue to deliver content of communication to the law enforcement monitoring facility (LEMF) when the content of communication is still available at the home network.

GPRS networks can support two basic roaming scenarios: 

· Mobile Station (MS) connects via the Visiting Serving GPRS Support Node (VSGSN) and Home Gateway GPRS Support Node (HGGSN);

· MS connects via VSGSN and Visiting GGSN (VGGSN).
Precedent is established in J-STD-025 to report roaming events and continue delivering content of communication intercept, when appropriate and available (e.g., SMS cases).

This capability is required by the U.S. CALEA Law, which has the following provision for this capability: 

“A telecommunications carrier offering a feature or service that allows subscribers to redirect, hand off, or assign their wire or electronic communications to another service area or another service provider or to utilize facilities in another service area or of another service provider shall ensure that, when the carrier that had been providing assistance for the interception of wire or electronic communications or access to call-identifying information pursuant to a court order or lawful authorization no longer has access to the content of such communications or call-identifying information within the service area in which interception has been occurring as a result of the subscriber's use of such a feature or service, information is made available to the government (before, during, or immediately after the transfer of such communications) identifying the provider of wire or electronic communication service that has acquired access to the communications.”

Law enforcement agencies need access to all available authorized content of communications and IRI, and any additional information that would assist law enforcement in determining the service area or other carrier(s) that have access to any information. Law enforcement agencies (LEAs) need:

· access to the intercept subject’s communications until the carrier’s network no longer has access to the communication. 

· Network Operators (NOWs)/ Access Provider (APs)/ Service Providers (SvPs) to provide as part of Intercept Related Information (IRI) the identity of the new NOW/AP/SvP and/or service area to law enforcement when access to an intercept subject’s communications cannot be maintained. The identity of the new NOW/AP/SvP and/or service area should be provided to law enforcement as soon as it is available. 

to be provided with any information that will permit the LEA to determine or infer the new NOW/AP/SvP’s or service area’s identity if this information is unavailable.
The first impact of the above is on the GGSN.  Specifically, consider  the case of roaming where the home GGSN continues to be involved in the handling of content of communications after the user has roamed.  In this case, should the home GGSN be involved in the interception of content of communications?  In addition, should the home GGSN be involved in the detection and reporting of IRI for packet communications that are handled by the GGSN during roaming?  This contribution proposes changes to support the continued involvement of the GGSN in intercepting IRI and call content as appropriate.

The second impact of the above is the need to report the occurrence of a new roaming event from the 3G HLR upon detection that the intercept subject has roamed.  In this case, the home HLR is cognizant of this event and should capture the pertinent information and report that to the Law enforcement agency.

Proposal

1. Proposed Changes to TS 33.107 to address GGSN impacts of Roaming

1.1 Changes to Clause 7.2.1 of TS 33.107

Add the following as the new last paragraph for this Clause:

In the case where the 3G GGSN is performing interception of the content of communications, the interception subject roams, and the 3G GGSN continues to be involved in the handling of the content of communications, the 3G GGSN shall continue to perform the interception of the content of communications.

2. Proposed Changes to TS 33.108 to address GGSN impacts of Roaming

2.1 Add a Clause to address provision of IRI at 3G GGSN when roaming

Add Clause 6.6 to address reporting IRI when intercepting at the 3G GGSN for roaming scenarios.

6.6
IRI for packet domain at 3G GGSN

When the interception subject is authorized for service with another NWO/AP/SvP or in another service area and interception is occurring at the Home GGSN, the Home GGSN is capable of continuing to perform limited surveillance on the interception subject ongoing communications.

The Home GGSN shall report IRI for the following events when the interception subject is authorized for service with another NWO/AP/SvP or in another service area and the interception subject’s communications continue to be routed through the Home GGSN:

-
PDP context activation;

-
PDP context deactivation;

-
Start of interception with PDP context active;

-
Packet Activity.

2.2 Add a Clause to address Provision of Content of Communication When 3G GGSN Interception is active and Intercept Subject is Roaming

Add Clause 6.7 to address Content of Communication Interception at the 3G GGSN for roaming scenarios.

6.7
Content of Communication for packet domain

When the interception subject is authorized for service with another NWO/AP/SvP or in another service area and interception is occurring at the Home GGSN, the Home GGSN is capable of continuing to perform surveillance on the interception subject ongoing communications.

The Home GGSN shall deliver content of communication (if LEA is authorized to receive such information) when the interception subject is authorized for service with another NWO/AP/SvP or in another service area and the interception subject’s communications continue to be routed through the Home GGSN.  

3. Proposed Changes to TS 33.107 to address HLR Impacts of Roaming

3.1 Changes to Clause 7.3 of TS 33.107

Change the first two paragraphs as follows:

Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, Roaming, and SMS events.

Figure 21 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the 3G GSN or the 3G Home Location Register (HLR) sends the relevant data to the DF2.

Also, the diagram for FIGURE 21 must be modified to include the (HLR) as a source of IRI.
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Figure 21: Provision of Intercept Related Information

3.2 Changes to Clause 7.3.1 of TS 33.107 

The following information needs to be transferred from the 3G GSN or the 3G HLR to the DF2 in order to allow a DF2 to perform its functionality:

3.3 Changes to Clause 7.3.2 of TS 33.107 

Change the first paragraph as follows:

There are seven eight different events in which the information is sent to the DF2 if this is required. Details are described in the following section. The events for interception are configurable (if they are sent to DF2) in the 3G GSN or the HLR and can be suppressed in the DF2.

Add the following text:

The following events are applicable to the HLR:

· Roaming.

Change the paragraph immediately preceding Table 2 as follows:

A set of fields as shown below is used to generate the events. The events transmit the information from 3G GSN or 3G HLR to DF2. This set of fields as shown below can be extended in the 3G GSN or 3G HLR, if this is necessary as a national option. DF2 can extend this information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

3.4 Changes to Table 2 of TS 33.107

	Event Type

Description which type of event is delivered: MS attach, MS detach, PDP context activation, Start of intercept with PDP context active, PDP context deactivation, SMS, Cell and/or RA update, Roaming.

	Event Date

Date of the event generation in the 3G GSN or the 3G HLR.

	Event Time

Time of the event generation in the 3G GSN or the 3G HLR.

	New Network Identifier

Identity of the new NWO/AP/SvP serving the intercept subject.

	New Serving System

Identity of the new serving system serving the intercept subject.

	Roaming Address

Address used to identify the intercept subject while roaming.


3.5 Addition of Clause 7.4.10 to TS 33.107

7.4.10
Roaming

The Roaming report event is generated at the 3G HLR, when the 3G HLR has detected that the intercept subject has roamed.  The fields will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	PDP address of observed party (if applicable)

	Event Type 

	Event Time

	Event Date

	Access Point Name

	PDP Type (if applicable)

	New Network identifier (If applicable)

	New Serving System (If applicable)

	Roaming  Address

	IAs (if applicable)


4. Proposed Changes to TS 33.108 to address Roaming

4.1 Changes to Clause 6.5 of TS 33.108 

The following text changes need to be incorporated into Clause 6.5 of TS 33.108:

There are eight nine different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF. 

Table 1: Mapping between UMTS Data Events and HI2 records type

	Event
	IRI Record Type

	GPRS attach
	REPORT

	GPRS detach
	REPORT

	PDP context activation (successful)
	BEGIN

	PDP context activation (unsuccessful)
	REPORT

	Start of intercept with PDP context active
	BEGIN

	PDP context deactivation
	END

	Cell and /or RA update
	REPORT if no PDP context is active

CONTINUE if, at least, one PDP context is active

	SMS
	REPORT

	Roaming
	REPORT


4.2 Additions to Table 2 of TS 33.108 

The following additional parameters need to be added to Table 2 of TS 33.108:

Table 2: Mapping between Events information and IRI information

	parameter
	description
	HI2 ASN.1 parameter

	New Network Identifier
	Reports the new NWO/AP/SvP identity.
	networkIdentifier

	New Serving System
	Reports new serving system information.
	ServingSystem-Information

	Roaming Address
	This field provides the address associated with the interception subject while roaming.
	roamingAddress


4.3 Changes to Clause 6.5.1.1: REPORT record information

Add a new IRI triggering event for the REPORT record to be sent to report information about the NWO/AP/SvP providing service to the interception subject with terminal mobility, when the terminal is authorized for service with another NWO/AP/SvP or in another service area. A new bullet needs to be added as shown below:

· a mobile station is authorized for service with another NWO/AP/SvP or in another service area.  The REPORT record shall be generated by the 3G HLR.

Table 6-8: Roaming REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	observed IMEI
	
	

	observed PDP address
	C
	Provide, if available, to identify the PDP address of the intercept subject.

	event type
	C
	Provide Roaming event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	PDP type
	C
	Provide, if available, to describe the PDP type of the observed PDP address.

	new network identifier
	C
	Provide to identify the new NOW/AP/SvP.

	new serving system
	C
	Provide to identify the new serving system.

	lawful intercept identifier
	M
	Shall be provided.

	roaming address
	C
	Provide to identify the address of the interception subject while roaming. 


4.4 Additions to Clause B.4 of TS 33.108 

The ASN.1 encoding in Clause B.4 of TS 33.108 must be modified to define the new parameters required to be reported with the Roaming event. 


newNetworkIdentifier

[31?] Network-Identifier OPTIONAL,


newServingSystem


[32?] ServingSystem-Information OPTIONAL,


roamingAddress


[33?] VisibleString (SIZE (1..32)) OPTIONAL,



-- address of target subscriber known to the HLR when the roaming



-- event is detected.

The following parameter definition needs to be added to the ASN.1 encoding in Clause B.4 of TS 33.108 for reporting the raoming events.

PARAMETER FORMATS

ServingSystem-Information ::= SEQUENCE

{

  sgsnAddress [0] DataNodeAddress OPTIONAL,

  ggsnAddress [1] DataNodeAddress OPTIONAL,

  mscAddress  [2] DataNodeAddress OPTIONAL,

  -- Must include at least one.

…

}

The ASN.1 encoding of the GPRSEvent parameter in TS 33.108 needs to be modified to add a codepoint for this event (See Clause B.2.6). Within the ASN.1, the following value should be added

GPRSEvent ::= ENUMERATED 

{


pDPContextActivation 




(1),


startOfInterceptionWithPDPContextActive
(2),


pDPContextDeactivation




(4),


gPRSAttach 







(5),


gPRSDetach 







(6),


locationInfoUpdate 





(10),


sMS 








(11),


roaming








(13?),


...

}

-- see ref [10]

� Roaming is defined as the ability for a cellular customer to automatically make & receive voice calls, send & receive data, or access other services when traveling outside the geographic coverage area of the home network, by means of using a visited network. Roaming is technically supported by mobility management, authentication and billing procedures. Establishing roaming between network operators is based on - and the commercial terms are contained in - Roaming Agreements.
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