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Introduction:

At our last meeting in Saarbruecken we agreed to enhance correlation information for PO on HI2 and HI3 Interface and to support IP v6. 
This contribution is based on 33.108 version 0.1.0, changes are marked with change bars.

B.4
Intercept related information (HI2)

GPRSCorrelationNumber ::= OCTET STRING (SIZE(8..20))

C.1.2
Definition of GLIC Header

For compatibility reason the GLIC Header Version 0 as specified in /ES 201 671 Version 2/ still can be used as long the new information elements defined in this standard are not needed. 
GLIC header version 1 contains the following attributes:

· Version

· Correlation Number

· Message Type (a value of 255 is used for HI3-PDU’s).

· Direction

· Sequence Number

· Length

· ID Type (optional)

· Time Stamp (optional)
· LIID (optional)
T-PDU contains the intercepted information.
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Figure C.1: Outline of GLIC header

-
For interception tunneling  the GLIC header shall be used as follows:

-
Version shall be set to 1 to indicate the modified version of  GLIC header and to ensure compatibility with already existing implementations.
-
ID Type (optional) is an indicator for the identity used:
‘000’
IP Address
‘001’
E.164 Number/MSISDN
‘010’
IMSI
‘011’
IMEI
‘100’ –
‘110’
reserved for further extensions
‘111’
ID Type not defined
-
DIR indicates the direction of the T-PDU: 


"1" indicating uplink (from observed mobile user) and 


"0" indicating downlink (to observed mobile user).

-
Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [45]).

-
Length shall be the length, in octets, of the signaling message excluding the GLIC header. Bit 8 of octet 3 is the most significant bit and bit 1 of octet 4 is the least significant bit of the length field.

-
Sequence Number is an increasing sequence number for tunneled T-PDUs. Bit 8 of octet 5 is the most significant bit and bit 1 of octet 6 is the least significant bit of the sequence number field.
-
Time Stamp (optional) is defined as UNIX-format
If Time Stamp is not used it has to be filled with H'FF.
-
Correlation Number consists of two parts:-
GGSN-ID identifies the GGSN which creates the Charging-ID 

Charging-ID is defined in [45] and assigned uniquely to each PDP context activation on that GGSN (4 octets).

The correlation number consists of 20 octets and guarantees a unique identification of the tunnel to the LEA over a long time. The requirements for this identification are similar to that defined for charging in [45], chapter 5.4. Therefore it is proposed to use the Charging-ID,  defined in [45] , chapter 5.4 as part of correlation number. The Charging-ID is signaled to the new SGSN in case of SGSN-change so the tunnel identifier could be used “seamlessly” for the HI3 interface.

-
LIID (optional)
Not used octets have to be filled with H'FF.
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Figure C.2: Outline of correlation number

The GLIC header is followed by a subsequent payload information element. Only one information element is allowed in a single signaling message. 
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1 – 57
GLIC -Header

58 –n
Information Element

Figure C.3: GLIC header followed by the subsequent payload Information Element

The Information Element contains the header and the payload of the communication between the intercepted subscriber and the other party.

C.2.4
CC Contents for FTP

C.2.4.1
Fields

The logical contents of the CC-header is described here. 

CC-header = (Version, HeaderLength, PayloadLength, PayloadType, PayloadTimeStamp, PayloadDirection,  CCSeqNumber, CorrelationNumber, LIID, PrivateExtension)

The Information Element CorrelationNumber forms the means to correlate the IRI and CC of the communication session intercepted.

The first column indicates whether the Information Element referred is Mandatory, Conditional or Optional.

The second column is the Type in decimal.

The third column is the length of the Value in octets.

(Notation used in table C.2:  M = Mandatory, O = Optional, C= Conditional.)

Table C.2: Information elements in the CC header

Mode
Type
Length
Value

M
130
2
Version = the version number of the format version to be used. This field has a decimal value, this enables version changes to the format version. The values are allocated according to national conventions.

O
131
2
HeaderLength = Length of the CC-header up to the start of the payload. octets.

(This field is optional since it is useful only in such cases that these information elements would be transferred without a dynamic length encapsulation that contains all the length information anyway. This field could be needed in case of  e.g. adapting to a local encapsulation convention.)

O
132
2
PayloadLength = Length of the payload following the CC-header.

(This field is optional since it is useful only in such cases that these information elements would be transferred without a dynamic length encapsulation that contains all the length information anyway. This field could be needed in case of  e.g. adapting to a local encapsulation convention.)

M
133
1
PayloadType  =  Type of the payload, indicating the type of the CC. Type of the payload. This field has a decimal value. The possible PDP Type values can be found in the standards (e.g.3GPP TS 29.060 [54]). The value 255 is reserved for future PDP Types and means: "Other".

O
134
4
PayloadTimeStamp = Payload timestamp according to intercepting node. (Precision: 1 second, timezone: UTC). Format: Seconds since 1970-01-01 as in e.g. Unix (length: 4 octets).

C
137
1
PayloadDirection = Direction of the payload data. This field has a decimal value 0 if the payload data is going towards the target (ie. downstream), or 1 if the payload data is being sent from the target (ie. upstream). If this information is transferred otherwise, e.g. in the protocol header, this field is not required as mandatory. If the direction information is not available otherwise, it is mandatory to include it here in the CC header.

O
141
4
CCSeqNumber = Identifies the sequence number of each CC packet during interception of the target. This field has a 32-bit value. 

M
144
8 or 20
CorrelationNumber. Identifies an intercepted session of the observed target. This can be implemented by using e.g. the Charging Id (4 octets, see TS 3GPP 32.015 [49]) with the (4-octet/16-octet) Ipv4/Ipv6 address of the PDP context maintaining GGSN node attached after the first 4 octets.




<Possible future parameters are to be allocated between 145 and 253.>

O
254
1-25
LIID = Field indicating the LIID as defined in this document. This field has a character string value, e.g. "ABCD123456".

O
255
1-N
PrivateExtension = An optional field. The optional Private Extension contains vendor or LEA or operator specific information. It is described in the document 3GPP TS 29.060 [54].

