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1. Decision/Action Requested

For support of reworking of WI-08003.

2. LI Invocation

In order to make an interception function work internally to a network, or in the case of TIPHON – an environment, it has to be invoked.

The invocation within the work area of TC SEC is, and has been identified for some years now, as belonging to HI1 and this is offered as a bi-directional, but not explicitly specified interface. In essence HI1 carries the management data to allow the other 2 interfaces (HI2 for signalling type data, and HI3 for bulk data (streaming voice)) to operate.

In a distributed environment such as that of TIPHON, or of 3GPP-R2000, there is a requirement to distribute the information in the initiating request to a number of domains in order to coordinate the handover of signalling and of media or traffic. What this means in effect is that the invocation in such systems has to be described in order to allow it to flow between domains. In order to bring all of the HI2 information back to a central point then we need to signal that. We also need to be able to control the invocation of any monitoring and duplication functions in the distributed environment.

Historic unwillingness in approving HI1 with explicit specification may have been appropriate at the time. However as we move towards the distributed architecture that is enabled with IP, and in the harmonised world is described in TIPHON such historic unwillingness means an inability to develop the invocation signalling for LI.

3. The role of the mediation function

There is a problem, largely of terminology, resulting from the forced separation of HIx and the internal interfaces. As we move towards the distributed environments of TIPHON and 3GPP-2000 the separation of HIx and, say, TIPHON's internal interface is increasingly artificial. The mediation function may be viewed as a proxy, and inevitably a proxy is an artificial construct that acts as a concentrator and perhaps as a policy enforcer. For most practical purposes the imposition of a mediation function raises immediate questions regarding the bridging of protocols in which the LEMF facing protocols are different from those facing TIPHON or 3GPP. I would suggest that as soon as we have common protocols then the mediation function is a classical proxy and therefore logically transparent. In other words from the point of view of a TIPHON environment (and therefore also 3GPP-R2000) the mediation function is the LEMF, and obviously the reverse also holds.

4. Design for LI, or design with LI as an additional requirement?

We have to distinguish between design for LI, and design of service support which by consequence supports LI. Manufacturers and operators do not want, in the main, to allow uncontrolled access to the services and networks they build. 

LI is one of a number of requirements we need to meet. It is apparently mandatory for voice telephony but some regions restrict the interpretation of this technologically (e.g. voice telephony is not carried by data communications protocols such as IP).

5. What to do with TIPHON's WI-08003?

The intention of TIPHON's LI specification is to identify the required functional elements and information flows that fit to the abstract architecture described in TIPHON's work items 2003 and 2009 (these being the drafts for TS 101 314), and thence to the protocol framework defined in work item 3016.

At the TIPHON meeting in Vienna, October 2000, the title of TIPHON's WI was modified (by recommendation) to "TIPHON Release 3; Service Independent requirements definition; Lawful Interception; Internal LI Interface". This may be wrong and in fact the first document in WG8's series (WI08001) may be more appropriate to this type. The intention is to make LI capabilities inherent in the base architecture and not separated. It has been very difficult to make the next step in LI within TIPHON which is to get it into the architecture as attempts to approve the document have consistently failed. In terms of content the document identifies a group of functional elements and the relationships between them that need to exist to support LI in a distributed environment.

It would be nice to think that everyone accepts that distributed architectures such as those of TIPHON, and of 3GPP-2000, are the future and that in such architectures LI is considered at the very start of the design. This was the view in TIPHON and in 3GPP and such approaches are being adopted by a number of external fora and such as the SoftSwitch Consortium and the Packet Cable Consortium.

There should be no external impediment applied to TIPHON's wishes to describe the Functional Elements required to support LI for both the intercepting phase and for the control of that phase (setup, cleardown, modification). Further unwillingness by third parties to allow TIPHON to add these elements could lead to adding them directly to the architecture as the consequence of not including them does not allow completion of commercially deployable solutions.

6. Conclusion arrived at in LI management meeting

The LI management meeting deleted the content of WI-08003 and reduced it to a normative statement that interception will take place in the transport plane of the access network. This avoids all together the issue of identification and distributed domains in which TIPHON is working.

7. Text from early version of WI-08003 to be recovered

The architecture for a generic interface is shown in figure 1. This shows the LEA/LEMF as party C in a communication across an LI enabled services network between parties A and B. In order to maintain the requirements shown in the notes to figure 1 the architecture enforces a mediation function as an isolation element.
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NOTE 1:
C cannot be called by A or B. 

NOTE 2:
C cannot call A or B.

NOTE 3:
The MF cannot be called by A or by B

NOTE 4:
The MF cannot call A or B.

NOTE 5:
C may be contacted simultaneously by many MFs.

NOTE 6:
MF may be contacted simultaneously by many Cs.

NOTE 7:
Party C represents the LEMF

NOTE 8:
Parties A and B represent the LI-target and correspondent

Figure 1: Party relationships in LI represented by standards that apply

7.1 Lawful Interception Protocol Overview

7.1.1 Overview

LI data and LI content of communication is made available from a lawful interception functional grouping in TIPHON towards the LEMF. The LEMF is represented by the mediation function acting as a proxy of the LEMF and has a matching lawful interception functional grouping. 

The lawful interception functional groupings are broken down into sets of communicating Functional Entities (FEs). The exchange of data is between Functional Entities (FE) as below:

FE1
The LI control function of the LEA

FE2
The LI control function of TIPHON

FE3
The interception of call related data function of TIPHON

FE4
The interception of call related data function of the LEA

FE5
The interception of call unrelated data function of TIPHON

FE6
The interception of call unrelated data function of the LEA

The lawful interception functional grouping in TIPHON shall contain FE2, FE3 and FE5. The remaining functional entities (FE1, FE4 and FE6) exist in the lawful interception functional grouping held in the mediation function acting as a proxy of the LEMF.

Between each of the FEs there shall be the following relationships

Ra
Between FE1 and FE2
Bidirectional

Rb
Between FE3 and FE4
Unidirectional

Rc
Between FE2 and FE3
Unidirectional

Rd
Between FE1 and FE4
Unidirectional

Re
Between FE5 and FE6
Unidirectional

Rf
Between FE1 and FE6
Unidirectional

Rg
Between FE2 and FE5
Unidirectional

The overall FE interconnection model is given in figure 2.
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Figure 2: Functional Entity relationship diagram

FE1 and FE2 are nearly equivalent to HI1 as described in ES 201 671 [Error! Reference source not found.].

FE3 and FE4 are nearly equivalent to HI2 as described in ES 201 671 [Error! Reference source not found.] for call related interception.

FE5 and FE6 are nearly equivalent to HI2 as described in ES 201 671 [Error! Reference source not found.] for call unrelated interception.

7.2 Information flow sequences for LI

7.2.1 Administrative interface

The information flows required for the administrative information between FE1 and FE2 are shown in table 1. The information flows described for the administrative interface are abstract and do not infer any details of the implementation.

Table 1: Information flows between FE1 and FE2

Flow
Direction
Example Parameters
Notes

Intercept_req
FE1 to FE2
Target_id

LIId

LI_svc_data

cr_svc_data cu_svc_data

cc_svc_data


Intercept_conf
FE2 to FE1
Status
Common to all requests

Intercept_reject_ind
FE2 to FE1
Reason


Intercept_modify_req
FE1 to FE2
LIId

LI_svc_data

cr_svc_data cu_svc_data

cc_svc_data


Intercept_deactivate_req
FE1 to FE2
LIId


Exception_report_ind
FE2 to FE1
LIId

Status


Exception_report_resp
FE1 to FE2
LIId

LEAStatus
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Figure 3: Activation information flow between FE1 and FE2

If the intercept_conf flow contains a status indication that the LI request is fulfilled there is a need to make an information flow to FE3 and to FE5 in order to pass the confirmed LLId to be used as a header in the HI2 flows.
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Figure 4: Intercept modification information flow
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Figure 5: LI deactivation request 
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Figure 6: Sending an exception report to the LEA

7.2.2 IRI information flows

7.2.2.1 Call related flows

The information flows required for call related data on from FE3 to FE4 are shown in table 2.

Table 2: Call related information flows

Flow
Direction
Example Parameters
Notes

Call_begin_ind
FE3 to FE4
LIId

Timestamp

CallIdentifier

CallingPartyId

CalledPartyId

CallParameters


Call_end_ind
FE3 to FE4
LIId

Timestamp

CallIdentifier

CallParameters CallEndReason


Call_continue_ind
FE3 to FE4
LIId

Timestamp

CallIdentifier

CallReportParams
…

…

…

May include new party-ids and new call parameters
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Figure 7: Activity reports in the course of a call

7.2.2.2 Call unrelated flows

The information flows required for call unrelated data on from FE5 to FE6 are shown in table 3.

Table 3: Call unrelated information flows

Flow
Direction
Example Parameters
Notes

Activity_ind
FE5 to FE6
LIId

Timestamp

ActivityParams
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Figure 8: Sending a target activity report to the LEA

7.2.3 Content of communication information flows

7.2.3.1 Streaming data transfer

TIPHON call services mandate G.711 encoded PCM at a base bit rate of 64kb/s although signalling allows other options to be supported. For speech services offered using G.711 encoded PCM at a base bit rate of 64kb/s delivery to the LEA shall be over guaranteed QoS links offering 64kb/s G.711 PCM.

Provisions for interception of services other than G.711 encoded PCM speech on 64kb/s carriers are for further study.

7.2.3.2 Bulk data transfer

For further study.

7.2.4 Internal information flows

7.2.4.1 FE2 to FE3

For further study.

7.2.4.2 FE2 to FE5

For further study.

7.2.4.3 FE2 to Content of communication links

For further study.

7.3 Information element definitions for LI

In addition to the data identified in the following subclauses TIPHON may need to provide additional audit data. The detail definition and provision of such data is outside the scope of this ES.

Table 4: Summary of information flows and contained parameters

Flow
Direction
Example Parameters
Notes

Activity_ind
FE5 to FE6
LIId

Timestamp

ActivityParams


Call_begin_ind
FE3 to FE4
LIId

Timestamp

CallIdentifier

CallingPartyId

CalledPartyId

CallParameters


Call_continue_ind
FE3 to FE4
LIId

Timestamp

CallIdentifier

CallReportParams
…

…

…

May include new party-ids and new call parameters

Call_end_ind
FE3 to FE4
LIId

Timestamp

CallIdentifier

CallParameters CallEndReason


Exception_report_ind
FE2 to FE1
LIId

Status


Exception_report_resp
FE1 to FE2
LIId

LEAStatus


Intercept_conf
FE2 to FE1
Status
Common to all requests

Intercept_deactivate_req
FE1 to FE2
LIId


Intercept_modify_req
FE1 to FE2
LIId

LI_svc_data

cr_svc_data cu_svc_data

cc_svc_data


Intercept_reject_ind
FE2 to FE1
Reason


Intercept_req
FE1 to FE2
Target_id

LIId

LI_svc_data

cr_svc_data cu_svc_data

cc_svc_data


Table 5: Parameter description for LI information flows

Parameter
Example Embedded Parameters
Source of definition
Notes

ActivityParams




CalledPartyId
RFC822_address

URL

E164Telephone_number

Equipment_id

E-mail address

CallEndReason




CallIdentifier




CallingPartyId
RFC822_address

URL

E164Telephone_number

Equipment_id

E-mail address

CallParameters




CallReportParams




cr_svc_data
OnDemandFlag

L3ProtocolId

L2TechnologyId

L1TechnologyId

DataRate

ConnectionId



cu_svc_data
OnDemandFlag

L3ProtocolId

L2TechnologyId

L1TechnologyId

DataRate

ConnectionId



cc_svc_data
OnDemandFlag

L3ProtocolId

L2TechnologyId

L1TechnologyId

DataRate

ConnectionId



LEAStatus




LI_svc_data




LIId




Reason


Used for rejection

Status




Target_id
RFC822_address

URL

E164Telephone_number

Equipment_id

Recognisable_Name

E-mail address

Timestamp


UTC format

8. Conclusion

There is no technical impediment to the work discussed in TIPHON. It may however be more appropriate to look again at the inferred result of the argument in this paper that the internal LI interface is a myth which simplifies to the handover interface directly. This would mean we take the work of TC SEC WG LI as represented in ES 201 671 and ES 201 158 and develop a profile of them as we are doing in TIPHON for other protocols. Of course this would undoubtedly recognise very quickly that the TIPHON capability set would be a super set of that defined in the TC SEC WG LI documents.
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