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1
Decision/action requested

Approve this pCR
2
References

 [1]
3GPP TS 33.853 Study on User Plane Integrity protection
3
Rationale

Whist reviewing TR33.853 for completion, Vodafone noticed that there were some technical errors in Key Issue 5.  This PCR corrects these errors.
4
Detailed proposal

****************     Next Changes   ***********************

5.5
Key Issue 5: Optionality of integrity protection in UP DRB with 5GC
5.5.1
Issue description

In Rel.15, security architecture for 5G in TS 33.501 [4] specifies the use of UP IP. This is an improvement over LTE in light of the attack mentioned above ([5]). As specified in TS 23.501 [y], whether or not to use UP IP in 5G system is controlled, on a PDN basis, by the (home) SMF based on parameters received from the UDM in the HPLMN. This HPLMN control is available even with Local BreakOut in the VPLMN.  The capabilities of the VPLMN and the capability of the UE (as some UEs has a limitation in terms of the data rate it can support the UP IP in DRB limited to "64Kbps" in Rel.15 specification) then determine whether the PDN is established or not. This indicates that the inadequate support of UP IP will continue to persist as long as Rel.15 UEs with limited UP IP support exist, irrespective of new UE appearing to make it a "non-issue". However, with 5GS, the HPLMN remains in control of UPIP in a manner that is different to the HPLMN’s influence over the VPLMN’s encryption policy.
The use of UP IP is home network operator-dependent policy, thus optional for the network to enable for a PDU session. If the home network operator sets the policy to disable the UP IP for some reason (service-dependent policy, e.g. online Gaming, etc.), then the attack (ALTER attack) discussed in [5] is possible.
When encryption is used with no integrity protection, the attacker still could modify the UP packet. In the aLTEr attack mentioned in [5], an active attack called ""user data redirection"" is proposed. The attacker can modify the content of a packet if he knows the original plain text, even the packet is encrypted. In the case of DNS packets, the attacker can easily guess or find out the destination address of the original DNS server so the attacker can add a specific offset to redirect to a DNS server under the adversary's control. This is possible because the data is encrypted in a stream cipher mode, where the encryption algorithm is used as a keystream generator, and the ciphertext is computed by XORing the keystream with the plaintext.

As a result, UEs will continue to be vulnerable to potential attack exploiting the same vulnerability with LTE as discussed in [5] and also for the services where the home network operator sets the policy to disable the UP IP. In other words, as long as optionality of the UP IP exists in the system, the attack such as [5] continues to be relevant in 5G system as well – but only if the HPLMN chooses to allow this vulnerability.

5.5.2
Network options affected
This key issue is applicable to the following network options:


- Option 2 - NR standalone with 5G Core


- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)
5.5.3
Threat description

Inadequate support of UP IP will continue to persist as long as the optionality of the UP IP exists in the system. UEs not supporting UP IP at full data rate or no support of UP IP for a particular PDU session, will continue to be vulnerable to potential attacks exploiting the same vulnerability as described in [5]. In other words, as long as the optionality of the UP IP exists in the system, the attack such as [5] continues to be relevant in both 5GS and EPS.
5.5.4
Security requirements 

The 5G system should support solution(s) to mitigate the threat mentioned in clause 5.5.3, when the integrity protection of a PDU session is not activated due to UE capability limitations or home network policy.

****************** next changes *******************
5.X
Key Issue X: HPLMN Control of UP IP usage in EPC
5.X.1
Issue description

Addition of UPIP to EPC is an improvement over LTE in light of the attack mentioned above ([5]). 
When encryption is used with no integrity protection, the attacker still could modify the UP packet. In the aLTEr attack mentioned in [5], an active attack called ""user data redirection"" is proposed. The attacker can modify the content of a packet if he knows the original plain text, even the packet is encrypted. In the case of DNS packets, the attacker can easily guess or find out the destination address of the original DNS server so the attacker can add a specific offset to redirect to a DNS server under the adversary's control. This is possible because the data is encrypted in a stream cipher mode, where the encryption algorithm is used as a keystream generator, and the ciphertext is computed by XORing the keystream with the plaintext.

Mechanisms (e.g. similar to those in 5GS) to allow the HPLMN to enforce the use of UPIP need to be investigated.
5.X.2
Network options affected
This key issue is applicable to the following network options:

- Option 1 – eUTRA with EPC
- Option 3

5.X.3
Threat description

If the HPLMN cannot enforce the use of UPIP, then they cannot guarantee protection for their subscribers against the threat mentioned in [5].
5.X.4
Security requirements 

The EPS should support solution(s) to mitigate the threat mentioned in clause 5.X.3.
**********************   End of Change   ******************************



