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1
Decision/action requested

This pCR proposes clarification on security policy handling procedure for the NR based PC5 reference point
2
References

[1]
3GPP TS 33.536 v1.1.0: "Security aspect of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
3
Rationale

This contribution is prepared for the security policy related parts with the following reasons: 
· Overall clean-up in the security policy sections
· Security granularity: Based on the working assumption we made after the recent e-meeting, the same security could be applied within the same PC5 unicast link. This contribution proposes to add a NOTE to cover this.  
· Final decision & Notifying: This contribution proposes that the receiving UE sends back the agreed policy to the initiating UE in PC5-S message, and the UE that initiates RRC sends the final configuration of security based on the agreed policy and other consideration to the peer UE.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TS [1]. 
**** START OF CHANGES ****
5.3.3.1.4.2.3

Security policy handling

For a NR PC5 unicast link, the UE shall be provisioned with the following:

The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) and their security policy which indicates the following:

•
Signalling integrity protection: REQUIRED/PREFERRED/NOT NEEDED
•
Signalling confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
•
User plane integrity protection: REQUIRED/PREFERRED/NOT NEEDED
•
User plane confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
NOTE 1: No integrity protection on signalling traffic enables services that do not require security.

NOTE 2: While some V2X applications are similar to Emergency Services and may require similar security policies handling, such V2X applications are outside of the scope of 3GPP.


REQUIRED means the UE shall only accept the connection if a non-NULL confidentiality or integrity algorithm is used for protection of the traffic.

NOT NEEDED means that the UE shall only establish a connection with no security.

PREFFERED means that the UE may try to establish security but may will accept the connection with no security. One use of PREFERRED is to enable a security policy to be changed without updating all UEs at once.
The handling of signalling security policy proceeds as follows

At initial connection, the initiating UE includes its signalling security policy in the Direct Communication Request message. The receiving UE(s) takes this into account when deciding whether to accept or reject the request and when deciding the agreed security policy to be sent back in the Direct Security Mode Command message. The initiating UE can reject the Direct Security Mode Command if the algorithm choice does not match its policy. (see clause 5.3.3.1.4.3 for full details of the handling).


All the UP data of PC5 unicast link shall have the same security.

The handling of the user plane security policy proceeds as follows:
At initial connection, the UE that sent the Direct Communications Request shall include the user plane security policy for the service in the Direct Security Mode Complete message. 

The receiving UE shall reject the Direct Communication Request when the following cases occur: 1) if the received user plane security policy had either confidentiality/integrity set to NOT NEEDED and its own corresponding policy is set to REQUIRED or, 2) if the received user plane security policy had either confidentiality/integrity set to REQUIRED and its own corresponding policy is set to NOT NEEDED.

Otherwise, the receiving UE may accept the Direct Communication Request. and the response message shall include the configuration of user plane confidentiality protection based on the agreed user plane security policy, set as follows:
1) User plane confidentiality protection set to off if the received user plane security policy had either confidentiality set to NOT NEEDED and/or its own user plane security policy for the service is set to NOT NEEDED; or 
2) User plane confidentiality protection set to on if the received user plane security policy had either confidentiality set to REQUIRED and/or its own user plane security policy for the service its own corresponding policy is set to REQUIRED; or

3) User plane confidentiality protection set to off or on otherwise (i.e. when both the received user plane security policy and its own user plane security policy for the service had the confidentiality set to PREFERRED).

User plane integrity protection set following the same rules as confidentiality protection but based on the received and its own user plane integrity protection policy for the service.
At link modification for adding a new V2X service to an existing PC5 unicast link, if the signalling and user plane security policies of the new V2X service are satisfied by the security in use for the PC5 unicast link, the initiating UE shall send the Link Modification Request to the receiving UE. The receiving UE shall reject the Link Modification Request if the security in use does not match its signalling and user plane security policies for the new V2X service. 








The V2X layer of the UE shall pass the security configurations to its AS layer. The security configurations are mutually agreed by both sides’ UEs, including the configuration of confidentiality and integrity protection.
**** NEXT OF CHANGES ****
5.3.3.1.4.5 
Security establishment for user plane bearers

The UEs handle the user plane security policies as described in clauses 5.3.3.1.4.2.3. 

The UE initiating the establishment of a user plane bearer shall select an LCID whose associated value of Bearer for input to the security algorithms (see clauses 5.3.3.1.5.2 and 5.3.3.1.5.3) has not been used with the current keys, NRPEK and NRPIK. If this is not possible the UE shall initiate a re-keying (see clause 5.3.3.1.4.4) before establishing the user plane bearer. 

When establishing or re-configuring the user plane bearers, the initiating UEs shall ensure the configuration of confidentiality and integrity protection in the PC5-RRC message matches the agreed UP security policies for traffic that will be sent on the bearer. The confidentiality and integrity protection algorithms are same as those selected for protecting the signalling bearers.

Both UEs shall ensure that the user plane for each V2X service is only sent or received (e.g. dropped if received on a bearer with incorrect security) on user plane bearers with the necessary security.

**** END OF CHANGES ****
