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***** START OF CHANGES 

[bookmark: _Toc19634623][bookmark: _Toc26875683][bookmark: _Toc35528434][bookmark: _Toc35533195]6.1.3.2.0	5G AKA
5G AKA enhances EPS AKA [10] by providing the home network with proof of successful authentication of the UE from the visited network. The proof is sent by the visited network in an Authentication Confirmation message. 
The selection of using 5G AKA is described in sub-clause 6.1.2 of the present document. 
NOTE 1:	5G AKA does not support requesting multiple 5G AVs, neither the SEAF pre-fetching 5G AVs from the home network for future use.


Figure 6.1.3.2-1: Authentication procedure for 5G AKA
The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:
1.	For each Nudm_Authenticate_Get Request, the UDM/ARPF shall create a 5G HE AV. The UDM/ARPF does this by generating an AV authentication vector as defined in TS 33.102 [9] with the Authentication Management Field (AMF) separation bit set to "1" as defined in TS 33.102 [9]. The UDM/ARPF shall then derive from CK, IK and serving network name the KAUSF (as per Annex A.2) and calculate XRES* (as per Annex A.4). Finally, the UDM/ARPF shall create a 5G HE AV from containing RAND, AUTN, XRES*, and KAUSF.
[bookmark: _GoBack]2.	The UDM shall then return the 5G HE AV to the AUSF together with an indication that the 5G HE AV is to be used for 5G-AKA5g AKA in a Nudm_UEAuthentication_Get Response. In caseIf SUCI was included in the Nudm_UEAuthentication_Get Request, UDM has requested SUCI deconcealment from SIDF and will include the SUPI in the Nudm_UEAuthentication_Get Response.  
3.	The AUSF shall store the XRES* temporarily together with the received SUCI or SUPI. 
4.	The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM/ARPF by computing the HXRES* from XRES* (according to Annex A.5) and KSEAF from KAUSF (according to Annex A.6), and replacing the XRES* with the HXRES* and KAUSF with KSEAF in the 5G HE AV. I.e. 5G AV contains RAND, AUTN, HXRES*, and KSEAF.
5.	The AUSF shall then remove the KSEAF from the 5G AV, create return the 5G SE AV (RAND, AUTN, HXRES*) and send the 5G SE AV to the SEAF in a Nausf_UEAuthentication_Authenticate Response. 
6.	The SEAF shall send RAND, AUTN to the UE in a NAS message Authentication -Request. This message shall also include the ngKSI that will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful. This message shall also include the ABBA parameter. The SEAF shall set the ABBA paremeter parameter as defined in Annex A.7.1. The ME shall forward the RAND and AUTN received in NAS message Authentication Request to the USIM.
NOTE 2: The ABBA parameter is included to enable the bidding down protection of security features. A bidding down attack can happen due to different releases of 5GS that may be introduced later.
7.	At receipt of the RAND and AUTN, the USIM shall verify the freshness of the 5G AVreceived values by checking whether AUTN can be accepted as described in TS 33.102[9]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [9], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The ME then shall compute RES* from RES according to Annex A.4. The ME shall calculate KAUSF from CK||IK according to clause A.2. The ME shall calculate KSEAF from KAUSF according to clause A.6. An ME accessing 5G shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1. The "separation bit" is bit 0 of the AMF field of AUTN.
NOTE 3:	This separation bit in the AMF field of AUTN cannot be used anymore for operator specific purposes as described by TS 33.102 [9], Annex F.
8.	The UE shall return RES* to the SEAF in a NAS message Authentication Response. 
9.	The SEAF shall then compute HRES* from RES* according to Annex A.5, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful from the serving network point of view. If not, the SEAF proceed as described in sub-clause 6.1.3.2.2. If the UE is not reached, and the RES* is never received by the SEAF, the SEAF shall consider authentication as failed, and indicate a failure to the AUSF.
10.	The SEAF shall send RES*, as received from the UE, in a Nausf_UEAuthentication_Authenticate Request message to the AUSF.
11.	When the AUSF receives as authentication confirmation the Nausf_UEAuthentication_Authenticate Request message including a RES* it may verify whether the AV has expired. If the AV has expired, the AUSF may consider the authentication as unsuccessful from the home network point of view. Upon successful authentication by SEAF, the AUSF shall store the KAUSF.  Even in case of SEAF reporting authentication result successful, the AUSF shall compare the received RES* with the stored XRES*. If the RES* and XRES* are equal, also the AUSF shall considers the authentication as successful from the home network point of view. AUSF shall inform UDM about the authentication result (see sub-clause 6.1.4 of the present document for linking with the authentication confirmation).
12.	The AUSF shall indicate to the SEAF in the Nausf_UEAuthentication_Authenticate Response whether the authentication was successful or not from the home network point of view. 
· If the authentication was successful, the KSEAF shall be sent to the SEAF in the Nausf_UEAuthentication_Authenticate Response. In case the AUSF received a SUCI from the SEAF in the authentication request (see sub-clause 6.1.2 of the present document), and if the authentication was successful, then the AUSF shall also include the SUPI in the Nausf_UEAuthentication_Authenticate Response message. 
· If the authentication was not successful, the Response message shall only include the authentication result.
If the authentication was successful, the key KSEAF received in the Nausf_UEAuthentication_Authenticate Response message shall become the anchor key in the sense of the key hierarchy as specified in sub-clause 6.2 of the present document. Then the SEAF shall derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7. The SEAF shall provide the ngKSI and the KAMF to the AMF.
If a SUCI was used for this authentication, then the SEAF shall only generate KAMF and provide both, ngKSI and KAMF, to the AMF after it has received the Nausf_UEAuthentication_Authenticate Response message containing KSEAF and SUPI; no communication services will be provided to the UE until the SUPI is known to the serving network.
The further steps taken by the AUSF after the authentication procedure are described in sub-clause 6.1.4 of the present document.

***** END OF CHANGES 
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