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1
Decision/action requested

This contribution proposes a solution for the key issue 4.1 of TR 33.846.
2
References

3
Rationale





The basic idea is similar with solution 4.1. The difference is that the proposed solution does not requires change to f5* itself. The evulatution in solution 4.1 is also added here accordingly.
4
Detailed proposal

*************** Start of Change ****************
6.4.x
Solution #4.x: A solution to protect SQN during a re-synchronisation procedure in AKA
6.4.x.1
Introduction

This solution addresses the key issue #4.1.
6.4.x.2  Solution details
In this solution, xoring K with RAND and MAC-S are added as input parameters to calculate AS in the case of synchronisation failure for AKA.  The calculation of the AUTS parameter for re-synchronistaion is described in clauses 6.3.3 and 6.3.5 of TS 33.102 [3].  The figure in clause 6.3.3 is modified to the figure below.
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Figure 6.4.x.2-1: Modified construction of the parameter AUTS
For re-synchronisation procedure, when the HE/AuC receives an authentication data request with a "synchronisation failure indication" and AUTS, the detailed procedure is defined as follows:

· MAC-S and SQNMS( AK are retrieved from AUTS.

· AK is calculated using f5 function with MAC-S as one input. 
· SQNMS is retreived by computing SQNMS( AK( AK. 

· MAC-S is verified with MAC-S’, where MAC‑S’ = f1*K(SQNMS || RAND || AMF).
It means MAC-S is one of the inputs to retrieve SQNMS. SQNMS is one of the inputs to verify MAC-S.
6.4.x.3
Evaluation

The solution does not modify any functions. 
The solution address the key issue by providing a fresh input to the calculation of AK to ensure that the same AK is not used to protected two different SQNs.
This solution requires changing the USIM and the HSS/HLR/UDM. The change is essentially updating these to support a new authentication and key agreement algorithm, although in this case the change could be a small change to an existing algorithm.
The solution does not affect any entity between the USIM and home network. 

The solution is a deployment option for the home operator. 

Deploying this protects the use of AKA for all usage scenarios, e.g. it is not specific to 5G. 
*************** End of Change ****************
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