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1
Decision/action requested

This document proposes to add AKMA key push in clause 6.1. SA3 is kindly requested to approve this doc.
2
References
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3
Rationale

According to working assumption 3[2], AAnF can keep AKMA key material. After primary authentication, the AUSF can push the KAKMA and A-KID to AAnF. This enables the AAnF to isolate the service network from the 5GC during service establishment, to avoid DDoS attacks on the 5GC.
This contribution proposes to add AKMA key push in the procedure of Deriving AKMA key during UE registration to clause 6.1[1]. 
4
Detailed proposal

***
BEGIN CHANGES
***
6.1
Deriving AKMA key during UE registration

There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication procedure executed during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.
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Figure 6.1-1 Deriving AKMA root key during UE registration

The AUSF shall generate the AKMA Anchor Key (KAKMA) and the A-KID from KAUSF as part of the UE Registration procedure. According to local figuration, the AUSF shall push the KAKMA and A-KID to AAnF in Naanf_AKMA_Key Push Request message.

A-KID identifies the KAKMA key of the UE from which other AKMA keys are derived.
A-KID shall be NAI format as specified in clause 2.2 of IETF RFC 7542, i.e. username@realm. The username part includes the Routing Identifier and the A-TID (AKMA Temporary UE Identifier), and the realm part shall include Home Network Identifier.

Editor’s Note: the value of A-TID is FFS.

The key derivation of KAKMA shall be performed using the key derivation function (KDF) specified in TS 33.220 [4]. KAKMA is computed (as per Annex A.2) as KAKMA=KDF (KAUSF, "AKMA", SUPI), where the key derivation parameters consist of a static string "AKMA", and SUPI.

Editor’s Note: Format and derivation of A-KID and its association with UE identifier is FFS.

Since AKMA keys are based on KAUSF from primary authentication run, the AKMA keys can only be refreshed by running a fresh primary authentication. 
***
NEXT CHANGE
***
7.1.1
General

The AAnF provides AF key derivation service to the requester NF by Naanf_Key_Create. The AAnF provides AKMA key and A-KID derivation service to the requester NF by Naanf_AKMAKey_Push.

7.1.2
Naanf_KeyCreate Service
Service operation name: Naanf_Key_Create.

Description:  The NF consumer requests the AAnF to provide AF related key material.

Input, Required: A-KID, AF ID 

Input, Optional: None. 

Output, Required: AF key, lifetime.
Output, Optional: None.
7.1.X
Naanf_AKMAKey Push Service
Service operation name: Naanf_AKMAKey_Push.

Description:  The NF consumer pushs KAKMA and A-KID to the AAnF.

Input, Required: KAKMA, A-KID 

Input, Optional: None. 

Output, Required: None.
Output, Optional: None.

***
NEXT CHANGE
***
Void









***
END CHANGES
***
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